
EQST stands for "Experts, Qualified Security Team”, and is a group 
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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.



   

 
 

 

   

 Contents  

   

   

 

Headline 
 

 Strategy for implementing major ISMS certification items in AWS cloud environment ----1  

 Keep up with Ransomware  

 The appearance of a decryption tool that exploits BlackBasta’s loopholes      --------------- 16  

 

Research & Technique 
 

 Apache Struts2 remote code execution vulnerability (CVE-2023-50164)        ---------------- 37 

 

 

 



 

EQST insight | 1 

Headline 
  

 

Strategy for implementing major ISMS certification items in 

AWS cloud environment  
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‒

ISMS item Services provided within AWS 

2.1 Policy, organization and asset management 

N/A 
2.2 Personnel security 

2.3 Outsider security 

2.4 Physical security 

2.5 Certification and authorization management IAM 

2.6 Access control VPC 

2.7 Application of encryption Key Management Service 

2.8 Introduction of data system and development security N/A 

2.9 System and service operation management 
CloudTrail, CloudWatch 

AWS System Manager 

2.10. System and service security management AWS WAF, AWS Firewall 

2.11. Incident prevention and response 
N/A 

2.12 Disaster recovery 
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Policy name Description 

AdministratorAccess 

Provides full access to AWS services and resources 

※ Minimum permissions should be granted to only those accounts which you will 

grant permissions to as chief administrator instead of the root account. 

FullAccess 

Provides full access to each service (EC2, RDS, S3, etc.) 

※ Since resource creation/deletion/modification is possible for each service, 

minimum permissions should be granted only to those accounts which perform 

relevant jobs. 
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https://blog.naver.com/sk_shieldus/223246949799


 

EQST insight | 16 

Keep up with Ransomware 
   

 

The appearance of a decryption tool that exploits 

BlackBasta’s loopholes 
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Argument Description 

-thread {int} 
Set the number of threads created when performing encryption (the 

default is 4) 

-nomutex Disable mutex17 creation 

-file {file_name} Encrypt only designated files 

-bomb Spread BlackBasta internally through AD18 

-disablewhitelist Disable encryption exceptions 

-forcepath {path} Encrypt only designated paths 

-nordp Disable the RDP19 registry setting function 
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File size Full encryption size Partial encryption interval 

0 – 5KB All data 0B 

5KB – 5MB 5KB 640B 

5MB – 50MB 5KB 1.28KB 

50MB – 1GB 5KB 6.4KB 

1GB – 10GB 15KB 12.8KB 

10GB or larger 50KB 64KB 
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fe87fa7714266548fa5da52455f1788f588417ee800c86768d163abd279d0279 

ef2a754a8e713fd6deaa642e2220af372fd310a755a02126938ff233b16a4a83  

f971a05b8540fa6af8cb6c54d2c2de00c54fa99a4e86615daca03a6d7c0e4e6f 

b32daf27aa392d26bdf5faafbaae6b21cd6c918d461ff59f548a73d447a96dd9 

4WCB3ACCQFJBTGE966849RFVY6.bdq.00000000_BITDEFENDER.out 

STUDIO_BBG.dll 

RibbonGadgets.EXE 
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Research & Technique 
    

 

Apache Struts2 remote code execution vulnerability 

(CVE-2023-50164) 

S/W type Vulnerable versions 

Apache Struts2 

Struts 2.0.0 - Struts 2.3.37 (EOL) 

Struts 2.5.0 - Struts 2.5.32 

Struts 6.0.0 - Struts 6.3.0.1 

※ EOL (End Of Life): It is the end of the product life cycle. It means that production and support for the product have ended. 
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① The attacker searches for a server vulnerable to CVE-2023-50164 with the file upload function implemented. 

② The attacker uses the file upload function of the target server to upload a malicious file. 

③ The attacker accesses the uploaded malicious file through path exploration to execute the web shell. 

④ The attacker executes remote commands through the web shell, distribute malware and steals key data from 

the servers. 

Name Information 

Victim 

(192.168.102.160) 

Ubuntu 22.04.3 

OpenJDK 17. 

Tomcat 9.0 

Apache struts 6.3.0.1 

Attacker 

(192.168.102.161) 

Kali Linux 2023.4 

Burp Suite 2023.10.3.5 
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$ git clone https://github.com/Trackflaw/CVE-2023-50164-ApacheStruts2-Docker.git 

$ cd CVE-2023-50164-ApacheStruts2-Docker 

$ docker build --ulimit nofile=122880:122880 -m 3G -t cve-2023-50164 . 

$ docker run -p 8080:8080 --ulimit nofile=122880:122880 -m 3G --rm -it --name cve-2023-50164 

cve-2023-50164
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Command python exploit.py --url http://[victimized PC]/upload.action 
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구분 내용 예시 

Condition 1 

Change the upload parameter to a 

value starting with a capital letter 

and add malicious file contents. 

name="Upload" 

[add the malicious file contents] 

Condition 2 

Add a parameter meaning the 

uploaded file and a file name 

specifying a random path. 

Content-Disposition: form-data; name="uploadFileName";  

[a random path for uploading the malicious file] 
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■ Countermeasure  

Classification Affected versions Patched versions 

Apache Struts2 

Struts 6.0.0 - Struts 6.3.0.1 6.3.0.2 

Struts 2.0.0 - Struts 2.3.37 (EOL) 

Struts 2.5.0 - Struts 2.5.32 
2.5.33 
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