
EQST stands for "Experts, Qualified Security Team”, and is a group 
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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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EQST insight 
  

 

24/7 Watchdog: CCTV diagnosis uncovering invisible threats 

  

 

1  

https://www.fortunebusinessinsights.com/cctv-camera-market-107115
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Area Attack surface 

Hardware protection MCU, ROM3, debug port 

Service protection Web services, mobile services, and other network services 

User authentication User authentication information 

Data protection Wired and wireless communication protocols, and encryption algorithms 
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https://cctvdesk.com/cctv-default-password/
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[Link] Shortcut to full text download: IoT Diagnosis Guide 2.0 proposed by the EQST Group  

https://www.skshieldus.com/download/files/download.do?o_fname=EQST그룹이%20제안하는%20IoT%20진단%20가이드%202.0.pdf&r_fname=20221208180429878.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=EQST그룹이%20제안하는%20IoT%20진단%20가이드%202.0.pdf&r_fname=20221208180429878.pdf
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https://www.lighttpd.net/
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Keep up with Ransomware 
   

 

Clop, exploits vulnerabilities to threaten large-scale attacks  

◼ Overview 
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◼ Ransomware news 
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◼ Ransomware threat 
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◼ Focus of ransomware 
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① Search Microsoft Azure system settings, Azure Blob Storage, Azure Blob Storage account, Azure Blob 

key and Azure Blob Container, and list the fields within the DB. 

② Search the MOVEit Transfer system for a file whose name is a character string that matches the 

character string transmitted by the attacker. 

③ Use the randomly generated user name, and the LoginName and Real Name value set to “Health 

Care Service” to create a new administrator privilege account. 

④ Delete the account whose LoginName and RealName value is set to “Health Care Service” 
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Vulnerable version Patched version 

MOVEit Transfer 2023.0.0(15.0) MOVEit Transfer 2023.0.2(15.0.2) 

MOVEit Transfer 2022.1.x(14.1) MOVEit Transfer 2022.1.6(14.1.6) 

MOVEit Transfer 2022.0x(14.0) MOVEit Transfer 2022.0.5(14.0.5) 

MOVEit Transfer 2021.1.x(13.1) MOVEit Transfer 2021.1.5(13.1.5) 

MOVEit Transfer 2021.0.x(13.0) MOVEit Transfer 2021.0.7(13.0.7) 

MOVEit Transfer 2020.1.x(12.1) It is possible to use a special patch. 

MOVEit Transfer 2020.0.x(12.0) 이상 It needs to be upgraded to a supported version. 
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0b3220b11698b1436d1d866ac07cc90018e59884e91a8cb71ef8924309f1e0e90ea05169d11141

5903a1098110c34cdbbd390c23016cd4e179dd9ef507104495110e301d3b5019177728010202c8

096824829c0b11bb0dc0bff55547ead182861826268249e1ea58275328102a5a8d158d36b4fd31

2009e4a2526f0bfbc30de22413b5d0750c23b07999ec33a5b4930be224b661aaf290a0118db803f

31acbc52ccf7e42afd3f6bf845865c74b2e01e2046e541bb633d037b05bd1cdb296fa59348e4351

96dd795e1ec31169bd111c7ec964e5a6ab525a562b17f10de0ab031d387cee566aedbafa8c114e

d1c6b98d8b9b65e9f178cf2f6ae2f5ac441082747a38e69f4a6d2e81f28ed2dc6df0daf31e73ea

365bd2cfc90ebc31441404cca2643a977446ed70b02864ef8cfa3135d8b134c93ef868a4cc0aa5d

3c2a74545725b 
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◼ Reference sites 
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Research & Technique 
    

 

GitLab arbitrary file reading vulnerability (CVE-2023-2825) 

■ Overview of the vulnerability 
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■ Affected software version 

S/W classification Vulnerable version 

GitLab 
16.0.0 

CE(Community Edition)/EE(Enterprise Edition) 

※ In order for the vulnerability to work, there is a condition that at least five groups must exist. The condition can be 

checked through detailed vulnerability analysis below. 

 

■ Attack scenario 

 

① The attacker explores vulnerable GitLab web servers through the OSINT search engine. 

② The attacker uses the CVE-2023-2825 vulnerability to access the victim's server. 

③ Upon receiving the attacker’s request, the server returns key information (development source codes, server 

environment configuration information, etc.) to the attacker. 

④ The attacker sells the acquired key information to the dark web or other competitors. 
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■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 20.04.5 LTS 

(192.168.100.162) 

GitLab 16.0.0  

Attacker 

Kali Linux 

6.1.0-kali5-amd64 

(192.168.100.152) 
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■ Vulnerability test 

Command 

$ docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0 

-d option: An option for executing the docker as the background in the detach mode 

-p option: An option for designating the local port and the port to run in the docker 

 

 

Command 
Container access command : $ docker exec -it [container name or container ID] /bin/bash 

Password change command : # gitlab-rake "gitlab:password:reset[root]" 
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command $ git clone https://github.com/Occamsec/CVE-2023-2825.git 
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■ Detailed analysis of the vulnerability 
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■ Countermeasure  
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■ Reference sites 
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