
EQST stands for "Experts, Qualified Security Team”, and is a group 
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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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EQST insight 
  

 

Analyzing risks and deriving improvements through cases 

of cyber infringement incidents 
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Major cyber threats of 2023 (part) 

An attack impersonating a domestic portal site turns out to be performed by APT masterminded by North Korea. 

The Kimsuky group was pointed out as the mastermind behind the hacking of broadcasting 

companies and general companies. 

The Clop Ransomware Group's campaign that exploited the Goanywhere vulnerability 

The Mustang Panda group’s attack against European companies 

The Chinese APT group's attack targets a company developing data loss prevention software in East Asia 

The supply chain attack, which exploited the 3CX program, targeted a Taiwanese PC company. 

The RedHotel group attacked a Taiwanese semiconductor company. 
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Classification of infringement incidents information 

Suitability Timeliness Accuracy 

Is it relevant to us? Do you need an immediate response? Have the facts been checked? 

Data processing procedure 

Stage Description 

Intelligence Data that has not been verified or evaluated 

Information Data validated through the analysis and evaluation process 

Knowledge Data that can be utilized as general contents and information are aggregated 
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Case 1. 

Organization A is a company that builds and operates a barn using state-of-the-art facilities and is in 

competition with Barn B located in a neighboring village. We recently received information from a feed 

company that visited the barn, and obtained the intelligence that an unknown criminal broke into Barn 

B. We confirmed that a thief entered the barn and stole the cattle. 

 

Classification of infringement incident information 

Suitability Timeliness Accuracy 

Is it relevant to us? Do you need an immediate response? Have the facts been checked? 

Companies in the same industry  A livestock farm system that 

Company A built and operates 

Check for property damage 

Stage Storytelling Response from the viewpoint of information security 

1 Intelligence 

Climbing over the wall of 

the livestock farm. 
Is this an intrusion through the backdoor? 

Through the door of the 

farm 
Is access privilege managed properly? 

Disabling the alarm system Are detection policies and logs managed properly? 

2 Information 

Climbing over the low 

wall, disabling the security 

system with tools, and 

opening the door to exit 

Checking whether an attacker can easily infiltrate the 

internal system 

Checking the route through which the tools used by the 

attacker can be brought in 

Checking the behavior of the unauthorized attacker, i.e. 

accessing the security system and deleting logs or 

evading the detection policy 

3 Knowledge 

Identifying the attacker 

based on the information 

on the tool used by the 

attacker, and checking the 

height of the wall, and the 

security policy related to 

the security system 

1) Profiling the attack group through indicator of 

compromise 2) Checking traces with regard to indicator 

of compromise 3) Performing simulation of the attack 

using security equipment 4) determining the impact 5) 

Preventing incidents by managing privileges, and 

identifying logs of unauthorized requests and access by 

unauthorized users 
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Case 2. 

China-linked cyber spies backdoor semiconductor firms with Cobalt Strike (actual article October 5, 2023) 

Classification of infringement incident information 

Suitability Timeliness Accuracy 

Is it relevant to us? 
Do you need an immediate 

response? 
Have the facts been checked? 

Companies in the same industry 
Urgent response to the client’s 

competitor 

What was confirmed through 

news reports 

Stage 
Provision of 

information 
Diamond model 

1 Intelligence 
News articles, 

CTI companies 

 

2 information 

CTI  

Intelligence 

Report 

3 Knowledge 

Replace it  

with data 

visualization 
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Item Description Things to check 

Adversary 

The RedHotel attack group believed to 

be supported by the Chinese 

government 

- Latest attack group trends 

- Registering attack group monitoring target 

Malicious 

Infrastructure 

Infringement metrics exploited in 

attacks 

- Inspecting the internal system through 

indicator of compromise 

- Blocking indicators of compromise in 

advance 

Capabilities 

Information on attack methods/paths 

using attack tactics and strategies 

through the miter attack framework 

- Developing kill chain strategies for attack 

tactics and strategies 

- Developing security system detection 

- Investigating traces of infringement 
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Keep up with Ransomware 
   

 

Hive look-alike, Hunters, goes into action 

◼
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Research & Technique 
    

 

Privilege escalation vulnerability (CVE-2023-4911) using 

the GNU Heap Buffer Overflow 
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S/W type Vulnerable versions 

Ubuntu 22.04, 23.04 

Debian 12, 13 

Fedora 37, 38 

gentoo < 2.37-r7 

Amazon Linux 2023 

※ This vulnerability may occur in operating systems that use the GNU C library in addition to these versions. 
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① The attacker explores the vulnerable versions of the server and accesses the system with a general user privilege. 

② The attacker uses the CVE-2023-4911 vulnerability to escalate the privilege to the top administrator privilege. 

③ The attacker takes over the system control privilege and steals important information 

④ The attacker attempts to mine cryptocurrencies by infecting the system with malware. 

 

Name Information 

Victim 
Ubuntu 22.04.2 LTS 

Ubuntu GLIBC 2.35-0ubuntu3.3 
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command 

$ env -i "GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.mxfast=A" "Z=`printf '%08192x' 1`" 

/usr/bin/su –help 
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environment variable 

GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.mxfast=EQST 
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