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highly qualified security experts with proven capabilities in the field  

of cyber threat analysis and research.
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Revised Personal Information Protection Act ISMS-P Certification Control items (21) 

Mobile video device provisions 3.1.6 
Installation and operation of visual data processing 

devices 

Modification of special provisions for information and 

communications services 

(Unification of online and offline provisions) 

1.1.5 Policy making 

2.5.4 Password management 

2.10.8 Patch management 

3.2.1 Personal information status management 

3.4.1 Destruction of personal information 

Method for obtaining consent and additional 

use/provision 

3.1.1 Collection and use of personal information 

3.1.2 Consent to collection of personal information 

3.1.5 Indirect collection of personal information 

3.3.2 Outsourcing of personal information processing 

3.5.3 Notification to data subjects 

Prohibition of using personal information for personal 

purposes 
3.2.4 

Out-of-purpose use and provision of personal 

information 

Measures to ensure safety, such as special provisions for 

public system operating institutions 

1.1.4 Establishment of range 

2.1.2 Maintenance of the organization 

2.5.6 Reviewing access rights 

2.9.4 Log and access record management 

2.9.5 Checking log and access records 

Cross-border transfer and cease and desist order 3.3.4 Cross-border transfer of personal information 

Improving the certification standards system focusing on 

the principles of the Personal Information Protection Act 

2.4.7 Work environment security 

2.6.3 Application access 

3.2.5 Processing of pseudonymized information 

 

 

 



 

EQST insight | 4 

 

 

 

 

 

 

 

 

  



 

EQST insight | 5 

Amended Personal 

Information Protection 

Act 

Key contents of the amendments 

Mobile video device 

provisions 

(Amendment details) In principle, the act of recording personal video information using a mobile 

visual data processing devices for business purposes in public places, etc. is restricted. 

(Exception) Exceptions are permitted in cases where personal information is collected and used, 

or when the data subject does not express his/her intention to refuse even though he/she 

was aware of the recording. 

When filming, the fact of filming must be indicated with lights, sounds, signs and 

announcements, in writing, etc. 

(Enforcement Decree) New provisions were established, including the specific scope of mobile 

video devices, reasons for exceptions to restrictions on the operation of video devices in 

bathrooms and restrooms, and methods for indicating the fact of filming. 

Modification of special 

provisions for information 

and communications 

services 

(Unification of online and 

offline provisions) 

(Amendment details) By unifying the special provisions for information and communications 

services with the general provisions, the principle of ‘same behavior – same provisions’ is applied 

to all personal information controllers. 

Special provisions that are similar to or overlapping with general provisions are integrated 

and reorganized into general regulations to unify different provisions between online and offline 

business operators. 

The damage compensation guarantee system, domestic agent designation system, notification 

of personal information use details, etc., which are only in special provisions, have been converted 

to general provisions and extended. 

Method for obtaining 

consent and additional 

use/provision 

The consent system to ensure data subjects' actual right to consent and to support reasonable 

collection and use of personal information by companies, etc. has been improved. 

The phenomenon of 'consent universalism' has been improved by reorganizing the 'required 

consent' provision in the special provisions for information and communications services, and 

the requirements for lawful processing of personal information other than consent have been 

activated. 

Public health purposes, such as COVID-19, have also been added to collection and use 

requirements. 

Processing requirements have been improved to enable flexible response in urgent cases to 

protect the life of citizens, etc. 

(Enforcement Decree) The mandatory consent practices have been improved by clarifying valid 

consent standards and distinguishing the legal basis for personal information that can be 

processed without consent and disclosing it in the processing policy. 

Prohibition of using 

personal information for 

personal purposes 

(Amendment details) The act of 'using' another person's personal information in excess of the 

permitted authority without legitimate authority has been added to the prohibited acts provision 

in Subparagraph 3 of Article 57. 

Measures to ensure safety, 

such as special provisions 

for public system operating 

institutions 

(Enforcement Decree) For public institutions that process citizens' personal information on a 

large scale, safety and transparency are reinforced by strengthening public system security 

measures, improving personal information file registration, and disclosing personal 

information impact assessment results. 
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Safety measure standards for organizations operating major public systems, etc. have been 

strengthened. 

Targets of public institutions’ personal information file registration targets have been modified. 

The basis for disclosing the results of public institutions’ personal information impact assessment 

has been prepared. 

Cross-border transfer and 

cease and desist order 

(Amendment details) To strengthen interoperability with overseas laws, the legal requirements for 

cross-border transfers other than consent have been diversified, and protective measures 

have been strengthened by establishing a new cease and desist order right. 

for cross-border transfers have been diversified to include cases where personal information 

protection has been certified and the level of personal information protection of the country 

or international organization to which personal information is transferred is recognized as 

guaranteed. 

In cases where there is a significant risk of damage to the data subject due to violations of 

the law or the country to which personal information is transferred does not adequately protect 

personal information, the right to order personal information controllers to cease and desist 

cross-border transfers has been newly established. 
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No. Description Before change 

① Partial transfer of detailed inspection items of item 3.2.3 3 cases 

② Item name changed 11 cases 

③ 
Improved certification standards by reflecting amendments 

to the Enforcement Decree 
7 cases 

④ Newly inserted 1 case 

⑤ Deleted 2 cases 
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ISMS-P control items 
Details of the change 

Before After 

2.4.7 Work environment security 2.4.7 
Work environment 

security 

① Partial transfer of detailed 

inspection items of item 3.2.3 

2.6.3 
Access to application 

programs 
2.6.3 

Access to application 

programs 

① Partial transfer of detailed 

inspection items of item 3.2.3 

2.12.1 
Safety measures in 

preparation for disasters 
2.12.1 

Safety measures in 

preparation for disasters 
② Item name changed 

3.1.2 
Consent to collection of 

personal information 
3.1.1 

Consent to collection of 

personal information 

② Item name changed 

③ Improved certification standards by 

reflecting amendments to the 

Enforcement Decree 

3.1.1 
Limitation to collection of 

personal information 
3.1.2 

Limitation to collection 

of personal information 

③ Improved certification standards by 

reflecting amendments to the 

Enforcement Decree 

3.1.5 
Indirect collection 

protection measures 
3.1.5 

Indirect collection of 

personal information 

② Item name changed 

③ Improved certification standards by 

reflecting amendments to the 

Enforcement Decree 

3.1.6 

Installation and operation of 

visual data processing 

devices 

3.1.6 

Installation and 

operation of visual data 

processing devices 

③ Improved certification standards by 

reflecting amendments to the 

Enforcement Decree 

3.1.7 

Measures taken when used 

for promotional and 

marketing purposes 

3.1.7 

Collection and use of 

personal information for 

marketing purposes 

② Item name changed 

3.2.3 

Limitation to display of 

personal information and 

protective measures when 

using it 

- - ⑤ Deleted 

3.2.4 
Protecting users’ access to 

terminals 
3.2.3 

Protecting users’ access 

to terminals 
② Item name changed 

- - 3.2.5 

Processing 

pseudonymized 

information 

① Partial transfer of detailed 

inspection items of item 3.2.3 

③ Improved certification standards by 

reflecting amendments to the 

Enforcement Decree 

④ Newly inserted 

3.3.2 
Notifying data subjects due 

to the outsourcing of work 
3.3.2 

Outsourcing of personal 

information processing 

② Item name changed ③ Improved 

certification standards by reflecting 
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ISMS-P control items 
Details of the change 

Before After 

amendments to the Enforcement 

Decree 

3.3.3 

Transfer of personal 

information due to transfer 

of business, etc. 

3.3.3 

Transfer of personal 

information due to 

transfer of business, etc. 

② Item name changed 

3.3.4 
Cross-border transfer of 

personal information 
3.3.4 

Cross-border transfer of 

personal information 
② Item name changed 

3.4.1 
Destroying personal 

information 
3.4.1 

Destroying personal 

information 
② Item name changed 

3.4.3 Managing dormant users - - ⑤ Deleted 

3.5.1 
Disclosure of the privacy 

policy 
3.5.1 

Disclosure of the privacy 

policy 
② Item name changed 

3.5.3 Notification of use history 3.5.3 
Notification to the data 

subject 

② Item name changed 

③ Improved certification standards by 

reflecting amendments to the 

Enforcement Decree 

,  
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Control item Details 
Preparations for ISMS-P audit 

(evidence) 

2.4.7 

Work 

environment 

security 

Establishing and implementing protection measures 

to prevent personal information and important 

information from being exposed or leaked to 

unauthorized persons through shared office 

equipment and personal work environments. 

1) Status of protection measures 

for printouts and copies 

2.6.3 

Access to 

application 

programs 

Limiting application program access rights according 

to each user's tasks and importance of access 

information, and establishing and applying standards 

to minimize exposure of unnecessary information 

1) Masking personal information 

in the screen 

3.1.1 

Collection and 

use of 

personal 

information 

Personal information must be collected and used 

legally and fairly, and the consent of the data 

subject must be obtained in a legal manner when 

collecting it based on the consent of the data 

subject. When collecting personal information of a 

child under the age of 14, consent from the legal 

representative must be obtained and confirmation 

of whether the legal representative has given 

consent is required. 

1) Establishing guidelines for 

notification of use and provision 

details in accordance with legal 

standards 

2) Notification results in the use 

and provision details 

3) Privacy Policy 

3.1.2 

Limitation to 

collection of 

personal 

information 

When collecting personal information, only the 

minimum amount of personal information 

necessary for the purpose of processing must be 

collected. The provision of goods or services to the 

data subject should not be refused on the grounds 

that the data subject does not agree to matters to 

which the data subject can selectively consent. 

1) Privacy Policy 

3.1.5 

Indirect 

collection of 

personal 

information 

When collecting personal information from someone 

other than the data subject or receiving it from a 

third party, the minimum amount of personal 

information necessary for the job must be collected 

or provided. Based on law or upon request from the 

data subject, the source of collection, purpose of 

1) Privacy Policy 
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Control item Details 
Preparations for ISMS-P audit 

(evidence) 

processing, and right to request suspension of 

processing must be notified. 

3.1.6 

Installation and 

operation of 

visual data 

processing 

devices 

When installing and operating fixed visual data 

processing devices in a public place or operating 

mobile visual data processing devices in a public 

place for business purposes, legal requirements 

must be complied with and appropriate protection 

measures must be established and implemented 

depending on the purpose and location of 

installation. 

1) Revising guidelines related to 

visual data processing devices 

2) Privacy Policy 

3.2.5 

Pseudonym 

information 

processing 

When processing pseudonymized information, legal 

requirements such as purpose restrictions, 

combination restrictions, safety measures, and 

prohibition obligations must be complied with, and 

pseudonymization procedures must be established 

and implemented to ensure an appropriate level of 

pseudonymization. 

1) Pseudonymized information 

processing procedures and 

results 

2) Results of pseudonymization 

(when using pseudonymized 

information) 

3) Privacy Policy (Matters 

regarding the use and provision 

of pseudonymized information) 

3.3.2 

Outsourcing 

personal 

information 

processing 

When outsourcing personal information processing 

to a third party, the details of the outsourced work 

and information related to the outsourcee, etc. must 

be disclosed, and when outsourcing work that 

promotes or recommends sales of goods or 

services, the details of the outsourced work and 

the outsourcee must be disclosed to the data 

subject. 

1) Revising provisions and 

guidelines related to third party 

outsourcing 

2) Privacy Policy 

3.5.3 
Notification to 

data subjects 

Matters that need to be notified to the data subject, 

such as the details of use and provision of personal 

information, must be identified, and the contents 

must be notified periodically. 

1) Establishing guidelines for 

notification of use and provision 

details in accordance with legal 

standards 

2) Notification results in the use 

and provision details 

3) Privacy Policy 
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https://blog.naver.com/sk_shieldus/223092524046
https://blog.naver.com/sk_shieldus/223092524046
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Keep up with Ransomware 
   

 

Knight ransomware threat targeting various platforms 

◼ Overview 
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◼ Ransomware news 
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◼ Ransomware threats 
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◼ Focus of Ransomware 
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5ACE35ADEB360B9E165E7C55065D12F192A3EC0CA601DD73B332BD8CD68D51FE 

75E227A3A41DC1C2D4384E877D88F9A06437A49F2C71F8EFA7E2CC60BAB6CC4A 

4F1E46AC9E46F019D3BE3173F0541F5ED07BDE6389180CD7E8255D35B49F812E 

DCD45491DD78122EFEDE7AE460A4D3E0B20AEB13965A8EB14EEF862FBCE66366 

262618E0D48DB5B244759E07787DDE11736555AC0BD3C64FEE2556DA50DEA02 

9123E42CDD3421E8F276AC711988FB8A8929172FA76674EC4DE230E6D528D09A 
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◼ Reference sites 
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Research & Technique 
    

 

RCE vulnerability (CVE-2023-38860/CVE-2023-39659/CVE-2023-

39631) exploiting the defects of the LangChain package 

■ Outline of the vulnerability  

. 
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■ Affected software versions 

CVE classification Vulnerable version 

CVE-2023-38860 LangChain <= 0.0.231 

CVE-2023-39659 LangChain* 

CVE-2023-39631 LangChain <= 0.0306, NumExpr == 2.8.4 

* As of now (October 5, 2023), LangChain v0.0.308version, the latest version, is still vulnerable. 
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■ Outline of the vulnerability 

 

■ Test environment configuration information 

Name Information 

Victim 

Windows 10 

Python 3.11.3 

LangChain v0.0.231 
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■ Vulnerability test 
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■ Detailed analysis of the vulnerability 
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■ Countermeasures 
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■ Outline of the vulnerability  

 

■ Test environment configuration information 

Name Information 

Victim 

Windows 10 

Python 3.11.3 

LangChain v0.0.297 

 

■ Vulnerability test 

 

  



 

EQST insight | 45 

  



 

EQST insight | 46 

■ Detailed analysis of the vulnerability 

 

※ Because it is an updated version of PythonREPL of CVE-2023-38860, it is different from the PythonREPL execution code seen earlier. 
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■ Countermeasures 
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■ Outline of the vulnerability 

■ Test environment configuration information 

Name Information 

Victim 

Windows 10 

Python 3.11.3 

LangChain v0.0.292 

NumExpr v2.8.4 
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■ Vulnerability test 
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■ Detailed analysis of the vulnerability 
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■ Countermeasures 
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■ Conclusion 
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■ Reference sites 
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