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New ransomware variant

New ransomware variant Stop : .wisz, .wiaw, .nood, .kool, vook, looy
SkyNet : payuranson
Mallox : .cookieshelper, karsovrop Chaos : zarik5313, FridayBoycrazy, .cursoDFIR, .napoli, SatanCD,
Stop : cdwe, .cdaz, cdtt, .cdwe, cdtt, .cdpo, .ppvw, .cdcc, .cdce Scorpion
Phobos : jopanaxye, 2700, .gotmydatafast, .rdptest, .Ebaka, .dx31 Makop : reload
Makop : .SOG Medusalocker : .genesis15, .duralock0s, locked?
Chaos : NoVirus, PatchWorkApt, .backoff, KJHEJgtkhn, NOOSE, SILENTATTACK, Globelmposter : .nacugunder, .goodmorning, .schrodingercat
slime Phobes : FORCE, ELITTES7, dzen, HUNTER
Dharma : .avan, .shiel Babuk : .afire
Xerist : ert

New ransomware & group

AlphaLocker, Insane, JoOfSatan, Slug, NoName, Wessy, Lockxx, Wing, New ransomware & group
Shuriken, Empire, Abyss, Ping, Frivinho, Secles Donex, RabbitHole, KillSec, Red

New ransomware variant

Chaos : JerryRansom, .EzByZZART3XX, TransCrypt, SenalKiller
Phobos : .new24, fastbackdata, backmydata, water, .dxen
Stop : Idhy, Jkhy

Proxima : .Synapse

Dharma : z1n, .lock, .SYSDF, .bkp, .Mr

Makop : rocklee

Proton : ZENEX, SWIFT

Mallox : .malx0

Babuk : LIMPOPO

New ransomware & group
Trisec, RansomHub, Mogilevich, BlackQut, Jkwerlo, TalibanSkull, Frea
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ESXi [ ockbit
® Jtmp/lockerlog 238 =71 np! M HHA| -p,—pass QXL L 2R
() 43t oIxpof M2 7|5 T3 B (%) Esxi, LockBit 3.0 H{H @} 7|5 S AH
@ Esx M2 7152 B4 Esx 2 H2l3e vV B wal 3 s (@ adwhoc MO Z Ak M3 E|X| R HAE U/
MacOS
~\ ~\ ~\
A=
3.0 3 [azaz09)9) Green [ Is-z0-)(s) NG-Dev [ .ocked_for_lockbit
() Json HEN 9] config E23L0] 41X 7|5 558 (®) contiva 7|4t 2 Cha HIAH () .NET22 725|920 coreRT ZLIAZ AL
(®) M| pass QAXI2 32Bytes Key 2 ZQ ® 4N 270 22 E WY YS B da out HlAasto] Y3 o 2y
@ olE =1 u|gtds) o Hx @ M 37) 9 20| W2} AS3 AL X B @ S A E Ygo s Wy
© W = E(hta) Q20 715 AH| @ YA Sof U} Ol AL E A T4 A1
[LockBit #H9lof HME EZ]
LockBit A= CiAPt SHES MCE oz HZFO| EXisH=C]|, SHEEE [ASt 7|58 XI6HHL HEUEHE
SEXa Molst Mo| =xsict. ZEXMOE UAC(User Access Control) 4 3|2t VSC(Volume Shadow Copy)** 2|,
2 e

DZMA 3 MHIA B2 S9| 7|52 =¥

rot

tCL LockBit A2 KT H Al = okt ZCt

43 UAC: Aa”lof HEE & 5 A= Aol et 318 ofR S &elst= 2ot HZ LS

44 VSC: Windows A|ARIO|AM MRAO|LE 2EC| ST AT #Y SAt2S MAst= s
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* ABCD

ABCD £ LockBit 2 MAo2 L3Msh= |0 Lot 7|22 “resultlog.reg” “resultlog.dil” It MME Sl 7|ZsiCL.
=2 M3 HX|S 9IS Mutex 45 £ AMAMst=r|, Omf ARSt= ZXIEO| “XOTXADPOO1"E Phobos 2HAML0{0l|A]
AEStE Mutex 2F SSIC) E5H “Restore-My-Files.txt” 2t 0|59 #HML-EX Phobos 2| Ziut ZE 0|E2

1

ME3te ZeZ Hof, &3 JHAl x| £ OF Atoof] H2E0| AZSS AlAteItt.
strcpy(mutex _name, “XO1XADpO®1™);
if ( OpenMutexA(Bx1Feeelu, @, )

|| (Createmutexs(e, @,
SetUnhandledExceptionFilter (Tchevel xceptionFilter),

SetErrorMode(2u),
SetPriorityClass((HANDLE )@xFFFFFFFF, 8x166u),
lEncryptFunction()) )
{
ExitProcess(@xFFFFFFFF);
¥

[ABCD Mutex A4 1pd

e LockBit1.0~1.3

LockBit 1.0 i H{EEE= Mutex 40| GUID & At23IRT, hta HEHS|
Oisixte] AAE AE =RIst= Jls2 Sdll, CIS 7t ChshMe 342
AIZFUCE Ol= LockBit 2| 7[Hto| 2{AJOHA| ZZHojM HIZE Zi0|2h= AtAl
FIXoz mj7 U ZZEIE{(UPX, ASPack, zprotect)*® AI2S Sl A1 whsljet EIX| 23]
TatEol Medo| otL|zt =ZH LockBit 2 O|FHE IFEE Estzis o HO2 38
ch

0

* LockBit 2.0(Red)

LockBit 2.00fl41 O] BTt 2 Xo|Fo| R 7kX| EXeict. L=t 2 01| AN HE| AZE YAS Sl HEZ K=ol
£ TS EDFCE CE0f oMo AM8SH AES+RSA =3t 2dnz|E XpS MEfSEX| @b, AES+Curve-
25519/XSalsa20-Poly1305 Xz HZFSIH 20| 2 MU0 CHiMT WE A2eE & 4+ UA| EIJACE FIMHe=

3719l mof| M= 22

o 3700 w2t MM Lzsiet 22 AZIE ZEFSkE 7SS F7I6I0d 1MB O
UDIE FHSHH M3l 2 A2 Hol Lz HHo| HYS 7|82 A= HQICL
it ( (8x80EBEEA1, 45, @, @, @, @xF@B3F, @, &hKey, &uid) )
{

libsodium_init(user_public_key, 8user_private key);

curve25519 xsalsa2@polyl3@5(user_public_key, aes_key, @x48uisd, &lockbit public_key);
cleare_user_private_key({&user_private_key, 255, 32);

goto LABEL 67;

[LockBit 2.0 =3t 212|E]

45 Mutex: 02| A2ES M¥Mst= oM 22 XHol|l o2| A2|ETt SAlof HZSHK| RIS ot 7|E

© 03 9 ZREE  AERA A4 RES US
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LockBit ESXi

ESXi H{F2| LockBit 2 2.0 HT J|EXH=Z 3| HO[SHA| @it o 7kX| FIME 7|2 & QIXfo w2t FA|

o
A= o}et -‘?'——.-_- =lE BFA st= 7150l F=7hel AOIL). tEot ESXi o mpat OtL|2t 2t2|sh= 2E VM 2 =3}

randombytes_buf(vs9, 32LL);

if { curve25519 xsalsa2@polyl3es{vio, w59, 32LL, publickey, 1)
goto LABEL_19;

all bytes _readed += a4;

if ( iMinfilesize > ad )
thD LﬂBEL 19;

05 Comn sy

tes = encrypt_small file(al, a3, a4, a5);
thD LABEL_33;

if { lwholefile flag )

if { beginfile_flag )

N_bytes = encrypt_file first N_bytes(al, a3, ad);
h
else
1

spots = create_spots{ad, v53, v49);

N_bytes = encrypt_file by spots(al, a3, a4, spcts, v53[®], a5, w23, v9, ad);
}

[LockBit ESXi 2t} dAl]
LockBit 3.0(Black)

=
ol
el
K

LockBit 3.0 2 Salsa20+RSA =#to| ots3t gnz|Ess
d

. SAl oHd 3700 w2 HA zste 22 st
YAOZ LbgICh OS¢ ¥l LotRE Sl 7hiEst HEe= A

£ E IR HML =
Moh £ Qe *“%8 —pass QIXtet &
HE 2OE H|gM3tstn

LockBit 150| AM:ts|

rot
ol
re

o

=
ic
N
or T
mjo

B

tal

g't

UKL json? HEWZ FTAMEl Configuration 2 &&3}0]
32Bytes 2| Key £ sliof &¥#M0| 7Hs3ich= EFO|
HEsH= 7150l —’-‘—IHOPD{ FEE 3.0 KMo LUHE gHeldt 2

32 =0 Mz #aofets AS 2 & AUCh

ic|
W
o
=
To
N
or
0
2
°
iz
=
el
2 =0

47 json: CIO|ES MESHALL &S mf A== Z2e| HojE Wt FAl g7t ot 617] 4@ EAE 7[8t 71X
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commandline, key); /f get -p <key: / --pass <key:

decode 1(v11, ce,j;

/12, va);
= Nt[urrentPEE(j >ImageBasefddress;
ddress + ImageBaseAddress[15];
4 + BxF8

Ly

[LockBit 3.0 —pass QIxt ML IHH]

LockBit Green
LockBit Green 2 RZEl Conti °I **qE% K12t 0l2 ChaCha20%+RSA xgto| tsst ¢na|Eo| izt SEisHH,
o 300of mE 22 b 7HAH A THof| CisiME 20%2H 2sststa, 3Lt LHE0|

1o
[=] E
2%t DB MY MHE ?:.*§§}5PE XI%!E*% HCt

o
tot
Jot
i

>

gt
rot
ll
rr
=
=

LockBit MacOS

MacOS HZX9| LockBit & LockBit 2.0 I} LockBit ESXi HXES Moj=e =3t R4S HOICH A3} HiAle 2.0 HE D}
Zom ole| QIR M HANl HES ESXi WA SUSHD, Y3} 0] RN “exe”, “dIl"Tt 20| MacOS o=
o] #AQlE AL ZEE0] QU MMEICIT SHE2HE BOF(Buffer Over Flow)7t 2Msto] £50| LMsich= e
O|tMEl HIAE FEZ HMEIC}

fprintf( sage: $s [OPTION]... —-i '/path/te/crypt’
stderr, Recursively crypts files in a path or by extention.
"%s\n", andatory arguments to long options are mandatory for short options too.
[ ypt'\n" -i, --indir path to crypt

extention.\n" -m, --minfile minimal size of a crypted file, no less than 4096
-r, ——remove self remove this file after work
re mandatory for short options too.\n" -1, —-log prints the log to the conscle
-n, ——nolog do not print the log to the file /tmp/locker.log
than 4@96\n" -d, --daemonize runs a program as Unix daemon

a crypted file, no less

-r, -w, —--wholefile encrypts whole file
1, -b, —-beginfile encrypts first N bytes
-n, r.log\n" -e, —-extentions encrypts files by extentions
-d, -0, -—nostop prevent to stop working VM
W, -t, --wipe wipe free space
-b, i 1 -s, —--spot upper bound limitation walue of spot in Mb
-e, --extentions ~ps ——pass password
-0, ""FStC? -£, —full full leg
“P, --wipe -a, ——delay start delay in minutes
) ;s, --spot upper bound limitation value of spot in Mb\n" -y, --noexts do not search for extenticns
n"); -v, —-vmdk search for extentions inside VMDK files

[QIXtE £ 7|5(X: LockBit ESXi, $: LockBit MacOS)]

LockBit NG-Dev(Next Generation-Development)
NG-Dev OM= 2.0 HH O|XMNEH =3 IIHE AMEst= HQZE 3Lt 3 JIX|
SS3t M2 JIZ WMol Molois MY 3vjof mfet R TS LMsts 0| WEH ALSEO HOLL, NG-

Dev OllME T SHaXiol miat 3 7hx| &8t BES HE@SHCHs oCh O] WAIS Configuration off 7I200] FHs3od,

2
>
m
n
+

Py,
»
>
1
mjo
=
00
ot
]

%8 ChaCha20: 14s AER Aos YNa|FOR HWH ZHehst XS JIX|H £2 2erdnt WE K2l £25 JHE. HHEoME F2 IUS A3} Al
7= ol AR
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i
o2
e
=
=t
|u
i
ofm
rot
iz
o
2
I
mh!
:j_
Rl
N
1z
|
|
me
o
il
re
oX
In
n
Q0
_o'_l-
\J

|0l CHsl Custom O] Jhssict HEH

o
gHglo] Aoz HFE NG—DevE 3.0 tH’SOH HIOH 7%% EUXT =2 7|50| FIME 7582 HiME 5= BiCt

v AMLE HE}

LockBit ABCD B{Ein} 1.0 H{ZI| 2hiES 7ol SARHLE ABCD BFOIME CHIH Ha AOIERE ohfsta m 1.0 HH
CIS2 % ofjzt S2i0f B B4 AJO|EE NTOHD 0f HINS HOI= WAOR Cf UL WA} BYUS NBY 2 U=

o
—_
2 WY-ES YU SO Ut

LockBit 2.0 HT2 CI3E {FE AO|ESL YWY AO|ES| FAE BE 7RSI L3iXt0|A| HIOE fE2 REHE F1 A2H
HALEof msixt 1172l Decryption IDE 7[*StH &t Al DSHAIE FE23Hs +HRE AIESI UL

3.0zt Green HT2 A8z MHLEIL SYUSHH DDoS SZHCE Qo §F =MQI0| ALE =7} HEf7t EIAS WME ChHISH
o of2f 7He| =HIQIS 7|MsH sk, OHEZHX|Z B2ES =017] 2l S2[0] & MOIE EMRIE ofF JHE Z[xHoH S UL

22
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4] Restore-My-Files.txt ’—- 4] Restore-My-Files.txt

All your important files are encrypted!
Any attempts to restore your files with the thrid-party software will be fatal for your files! e
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us. HEM BLE M40 27000 S2EH)
There is only one way to get your files back: LockBit 2.0 Ransomware

T Restore-My-Files txt - Windows 2%

| 1. Download Tor browser - https://www.torproject.org/ and install it. Your data are stolen and encrypted
| 2. Open link in TOR browser - http://lockbitkodidilol.onion/? The data will be published on TOR website http://lockbitaptwx57t3eeqjofwgs 35nygvokjaSuuccipdykyd.onion
8DCO4DOEATCE1348FB6397F8712DD15AB6635FFSAFB21BED3BD28DED13C3FIF2 [Vou can contact us and decrypt one file for free on these TOR sites
| 3. Follow the instructions on this page http://lockbitsupdyezcdSenkSunncx3zey 7k llygmiyhvanjj352jayid.onion
http://lockbitsap2oaghcun3syvbqtén5nzt Tiqoscajdim did.onion
##% Attention! ### o 9 i
# Do not rename encrypted files. https://decoding.at
# Do not try to decrypt using third party software, it may cause permanent data loss. .
# Decryption of your files with the help of third parties may cause increased price(they add their fee to our) Decryption ID: 2EDB873D43FESDDIBAS0C4B45871FC019

4] Restore-My-Files.txt Macos 4] Restore-My-Files.txt

All your important files are encrypted! EgRbLe B0 the wosldls favere g mens snRlenstease e

Any attempts to restore your files with the thrid-party software will be fatal for your files! Gon't pay the ramecm, the data will be published on our TOR darknet sites. Keep in mind that once your data

RESTORE YOU DATA POSIBLE ONLY BUYING private key from us. zor Browser Links:
73 7
Y72

There is only one way to get your files back:

bewgv27tqul
£be 71 chixe jug 4 kengv gy
lcvripbxo

1) Through a standard browser(FireFox, Chrome, Edge, Opera)
| 1. Open link http://lockbit-decryptor.top/?DFB941278EE2558CD7DF1DFASD83DEBE
| 2. Follow the instructions on this page

byt 71 chxe g e T mavopere

2) Through a Tor Browser - recommended 1ol e

| 1. Download Tor browser - https://www.torproject.org/ and install it. heep: Triseai

| 2. Open link in TOR browser - http://lockbitks2tvnmwk.onion/?DFB941278EE2558CD7DF1DFASD83DEBE
This link only works in Tor Browser!

| 3. Follow the instructions on this page

anap
31 udhpd3I3uehek:

3 3
:€2kgezigd.onion. iy

o who have cyber insurance againet ranscmware attacks
Tosuzance companies recuire vou co keen your insuance information secret this is to never pay che maximum amounc

I-Restore-My-Files-!!!
~~~ LockBit 2.0 the fastest ransomware in the world ~~~
>>>> Your data are stolen and encrypted
The data will be published on TOR website if you do not pay the ransom
htp://lockbitaptévxsTi3eeqjofwgeglmutr3a3snygvokjabuuccipdykyd.onion
and httpsi/flockbitapt.uz (the link for any other browser).
>>>> What guarantees that we will not deceive you?

We are not a politically motivated group and we do not need anything other than your money.

If you pay, we will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper.

[A-Za-z0-91{9}.README.txt ﬂ Restore-My-Files-!1Ltxt
~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~

=>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data
appears on our leak site, it could be bought by your competitors at any second, so don't hesitate for a long time. The
sooner you pay the ransom, the sooner your company will be safe,

Tor Browser Links:

http:/flockbitapt2d7 3krlbewgv27tquljgur3 3xbwwspbrkyietoTudncead.onion
http//lackbitapt2yfbt Tlchxejug4Tkmauaauwjpgkmevvalazl3gybpyd.onion
http:/flockbitapt34kvripbrojylohhxrwsvpzdfigsSz4pbbsywnzsbdgugd.onion

http:/flockbitaptSxdzkjbegmz6frdhecqgqgadevyiwgxukksspnlidyvd7qd.onion
http:/flockbitaptbwx5Tt3eeqjofwgeglmutr3a3SnygvokjaSuuccipdykyd.onion

http:/flockbitapt72iws5nignapymggskgsyp sryTrindgdm7id2artsbad.onien
http://lockbitaptawjl6udhpd3233uehekiyatjbftcxmkweSsezsdfqgpjpid.onion

[LockBit HHLE tH3}]

23

H A0 CHEMIE{(1600-7028) KARA(Korean Anti Ransomware Alliance)

""2 SI?G;EM

=

TREND. @) Genians I anDIANT
VERITAS Carrot gy "t S52W



O~ W ADHO AZEE LT
u} 2l or S g =] o Yo E Hosi: ¥uas

o= AES I} Ot 3} i E U S5} 7|8 HSss 2|
2. RSA 7| B | AE Y st HH/TE dsh

GB  Z0f 256k8 A=
ABCD | LockBit 1.0

O AES It 25 o}

E. Curve-25519/Xsalsa20-Poly1305

ﬂ 1MB 0] &}: MA|, 1mB 1} 5

LockBit 2.0 o AES MY Ao}
K E. Curve-25519/Xsalsa20-Poly1305
MY Ot LockBit
o~ e bt o T A, b R NEOIE,
E RSA 7| BB ESXi o -s: 2|0l <size>MB7HX|
- =1
@ 512K8 015}: HA|, 512KB~5.5MB: f—v— co"
o] 5.5MB O] 4}: TFR! A N Bytes + & 2
o
LockBit 3.0 woC
\ - = H}% ?:riﬁ}
. e RSA 7| HS
LockBit Green
@ np! SR 7| E Fast: <size> Bytes,
O ChaCha20 I} 2S5} v Jo Intermittent: X| &t %, Full: |
- RSA 7| EE LockBit NG-Dev
lﬁ 1MiB 0| 3}: HH|, 1MiB~5MmiB: & 1MiB
£l sMiB Z 3} 50%, DB: HH|, vMm: 20%

[LockBit H{Z'E M s} EraAl]

of Alo] Tt A FHHRACE LockBit 2 £ E4S 2l 2.0 XM=

[Z £ A= Xsalsa20,

LockBit #&flol= 2.0 HEEE MR te 2= S
RSA% ME#SE LA, Curve-25519 2II2|ECR 7| wehg S¥Ash F ChEFQ| C|o|EE EA 2d=3t A

oo FHNYE EXSH= Poly1305 & Sl 53387t oRUME STt #E 253t 3PEg AHIMCE 0|F LockBit ESXI,
MacOS HZHOM Z2 Azst LSS AL LockBit 3.0, NG-Dev HTO|A= Salsa20/AES + RSA =3}

23
= A2
[=] o
YN2|ES CHA ALSSIRX| T IUS ATt 2EE =3 O MESSIo £ AR

_w.:[13136].Interna1High,
size 1[1] = *R&chunk2[13137].Internal,

memcpy(& 66, &unk 4169(8 Size),

+
|RSA Encyptlonk&RSA F'ub].:l.ci(ey, aes_key, aes_block, @, block size + 32, chunk _size 1, &chunk2[29] + v72)) )
if ( RegCreateKeyExW(Ox30000001, v45, @, @, ©, OxFOO3F, 0, &"FE:.', 3'.'—'23) :l

libsodium init(user public key, &user_private_key);

|curve25519 xsalsa2@polyl3@5[user _public_key, aes_key, ©x4@ui64, &lockbit public_key);
cleare_user_private_key(&user_private_key, 255, 32);

goto LABEL_67;

}

7| E= gm2|E9| Hal(4): LockBit ABCD~1.3, St: LockBit 2.0)]

24
HAo CHSMIE(1600-7028) KARA(Korean Anti Ransomware Alliance)
U L I :
SK’P;.:E'EQ SK acia , TREND G) Genians I anDIaANT

VERITAS Carrot G “iass S52W



LockBit 2.0t MacOS HT2 I Awel0| AES LI2|FES AMESI, did 7|2 EZSh= O= Curve-255192t
Xsalsa20-Poly1305 212|ES AFESICt. OINE 2f=stol| AF8sH= 22|F0| 2L, ¢ 7HX| XI0l= MacOSe HHEE
QIxto]| w2t et Aol 27|EICk= Z10|1, 2.02 mHe| 37|of| wEt 27| EIC.
EESH ESXi KT SUSHA| MacOS HTEOAM= A X0l w2t TA| efzelet RE dstE ZFst=|, “-w” AX= oid
HAIE L=t Al7|12, “-b" AXH= AFE N HIO|EDR Ao} A|7|H, “-s” QAXH= &H HEHSH= AO|ZT 2Zs} Al7|= YA
oz St
zf ( (ex3eoe0el, , @, @, @, OxFO@3F, 0, & » &vas) ) if ([curvezssis wsalzaze polyisesfv+2, v58, 32LL, publickey, vi3) || iMinfilesize > 3 )
oto LABEL 38;
libsodium init(user public key, &user_private_key); H =
[curve25519 xsalsa2epolyisesfuser_public_key, aes_key, @x4@ui64, &lockbit_public_key); '"hEdﬂS _ses_init_encrypt(val, vSs);
cleare_user_private_key(&user_private_key, 255, 32);
goto LABEL_67;
switch ( * )
{
case 1: // encrypt whole file 5
= +1; 17 & @xFFFFFFFFFFFFFFFALL;
if ( cpu_flag ) ]=(9'[I)& @xFFFFFFFFFFFFFFFOLL;
= 18 = gmtime(&v40); B
AES NI init( = ); strft1$:§‘r;;a ::J]::?;L &time_fmt, v12);
15[11], v31, (vi5 + 3), vis[1e], vis[1e]); 2
cleare_user_private_key( 30 OXFE; 4)s
¥
else 35 20 / *
{ i N
custom_AES_init( 1# 3 if ( v21 E - o
custom_AES_enc( + 3, [1e], [18]); _Boto LABEL 18'
cleare_user_private_key( » OxFF, 280); 5
} 39, &vS7, v22, v22);
[e=st 7| Hz gl mb =%t 3bE(El: LockBit 2.0, $: LockBit MacOS]
LockBit 3.0 2 Z2= ¥M I[sHXIe] CPU 7t X|Yst= 4 W HHOE Sl tiE 712 Mdstn, RSA €1E|Ee=z
A=3lE Soif 2ot 2 HIYP ez RadS ASE

_asm { cpuid }

if ( ((ECC & 8x48008000) != @ ) | Crogtekey(fsymmetric_key, Zunk 424F7@);

t aem RtlEncryptMemory(&symmetric_key, @x38u, @);

I j_gmemcpy(key, &symmetric key, 8x88u);

rdrand eax RtlDecryptMemory(key, Bx88u, 8);
rdrand  edx key, &unk_424F78);

) ' checksum = Checksum(key, 128);
[LockBit 3.0 7| ¥4 5 23 1Y (zh Y 7| 4y, 2 E 7| E3)]

O AN

0] CHSAIE|(1600-7028)
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LockBit Green 2 ChaCha20 1 RSA 253} Y12|ES MBS0 MEERICE Ol= Conti AATIEE OE ARStD YR

O
SEn HHGIH| 20| M BE SUs AES Mol 2 ULk

qmemcpy((chacha2@_matrix + 24), ["expand 32-byte k"l, 16); C o S EIEL I LR & o (i EFHE B 38
*(chacha2@_mat + 72) = @i64; E : 3
*(chacha2e_matrix + 80) = *v9; c i
*(chacha20_matrix + 84) = *(chacha2e_matrix + 92);
do
{
*(v7 + 32) = *v7;
+= 8ib4; T
--v10; while g 11 );
} o
while ( vl1@ ); { -
+ _ . 14 = *chacha_iv++;
*(chacha: + 168) = *v9; chacha_iv[17] = v1a;
for ( m = chacha2@ matrix + 5181332; !(m % 4); +m ) S
H }h'l 4
. . while
tEncrypt = get api(( a20 matrix + 5181332), 16i64, @xD3d| ", get_api(@x6C6CI37B, 55);
return| CryptEncryptfa2, @i64, 1i64) = @; // RSA Encryption return CryptEncrypt(al, @, 1, @, chacha2e matrix + 3@, &18, 524) != @;
i

[LockBit Green =3} 1} (Z}: LockBit Green, 2: Conti)]
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LockBit 2 F2 HHNE= 3SHOE MY £ A4S 2IsH 1/0 Completion port & E&510] H|S7| =3} 450
ALgSiCt RIER0M HBSh= HISZ| I/0 2| WH F JHE FHodt 452 EESHH, 7|EQ AESt ZE2 HISY| A
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NumberOfConcurrentThreads = 2 * Systeml
ExistingCompleticnPort =

35 = @

1f { SystemInfo.dwNumberOfProcessors )

Create ead = ::CreateThread;

SetThreads

Info.dwNumberOfProcessors;
CreateIoCompletionPort (@xFFFFFFFF

J(B @, Encryption_Func, @, @, &T
ad(@, @, Encryptien_Func, @, @,

» B, 8, 2 ¥ systemInfo.dwNumberOfProcessors);

&Thre

ExistingCompletionPort = sub_4BABAB( (4
if ( ExistingCompletionPort )

{

* 1 :Number0fProcessors));

if ( !::NumberGfProcessars )
return 1;
while ( 1)

*(ExistingCompletionPort + 4 *

v38 = *(ExistingCompletionPort + 4 *
38 == -1)

37);

Thread = resolve_NtSetInformationThread(
Thread();

:NumberOfProcessors )

return 1;

}

}
NtClose_@(i);

t_| 1 << w35);
SetThread: v
- CreateThread
i v35 < SystemInfo.dwNumberOfProcessors );
: :tNumberOfProcessors = NumberOfProcessors;
_NtC resolve_NtCreateIoCompletion();
if ( | ion(&dword_4E2520, ©x1F@e83, @, v4l) >= @ )

37) = create_thread({Encryption_Function, 8);

vi8, 4, &v47, 4);

ExlstlngCompletlnnPor‘t =

CreateloCompletionPort(-1

» @ 9, vi);
if ( ExistingCompletionPort )
{
do
1
Thread = CreateThread(®, @, EncryptFunction, @, @, @);
3 = Thread;
if ( Thread )

HideThreadFromDebugger(Thread);
NtClose(v3):
+Hv5;

v1;

}
while ( vl );

RtlInitializeCriticalSection(&unk D15888);
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