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4) APl 7| Aot 4 2t=2

API 7|
5 uyy 3|
security test |r:| P
Server key sz 3] ]
(auto created by
Firebase)
Browser key = e ;8
(auto created by
Firebase)
L}, API 7| 37| &9l
m] = ol &
1) [API I MH|A] > [AFSXL Q1T FHE] > [API 7|] > 7| MM Y =0l
= Google Cloud 8+ My First Project v | Q BH O @ : .
API APIS MH|~ AR OIS HE + MER OB HEUST O AF
< AFB EFE AP M|~ MNE 2HT AP MM AT T BT T BRE USH 2 THE L0rET|

W ozolEaE

A CHESE[A 0|8 0T FEE =20 oauth 52/ =HES FE0F ZLICH So| 53 74

o ABAAT IR

i So| 3

% OAuth 52| 2% AP| 7|

=oiel =2l o o= EVE-ENA HEA Eo

S HoIx| AE 5ol o oz T “8 TE R
a 2022.11.7 e IEM %
D 5097 11 7 =S Z| ®mA| 5
a A Browser key (auto created by Firebase) H

OAuth 2.0 E2t0|HE D

sisjohe 2

o o= sag
O Web client (auto created by 2022.11.
Google Service; 7.
d=I|E
o | (APLZIS M8 2 Ef A8 F717t 60Y OlUE B2
Zet
7|1E

#ot7|E

APl 7| € AHESHA E

ox
Ho
>
ofo

2707} 602 Zute

oY
4o

i

H|

9
[
SK shieldus © 2024, SK Shieldus Co., Ltd 34




1.6 SSH 7| Alg 2|

=5 | AE & S8 o
= | SSH 7| AFE =2
Linux VM QIAEAE AZASIEH 1F7 of 7HQl SSH 7| mbedt YX|[St= S& SSH 7| o
2 FAME 1q o SSH 7|7F ZQBL|C} SSH 7|& Compute Engine =715 AtE3st0] ¢
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7t SSH 7| ‘4’4 S VM Instance H&
1) Putty-Key Generatorg &dfl RSA 7| H O] -
File Key Conwersions Help
Ky
Public key for pasting imto OpenS5S5H authorized_keys file:
ssh1sa -
- =
Key fingerprirt : sshasa 2048
Key comment : acE
Key passphrase: I TITTITITIT Y]
Corfirm passphrase: I
Actions
Generate a public/private lkey pair [ Generate ]
’E’g Load an existing private ey file [ Load ]
tél"i’:"' Sawe the generated key [ Sawe public key ][ Sawve private key ]

Parameters

Type of key to generate:

@ RSA ) DSA T BCDSA ) ED25519 1 S5H-1 (RS5A)
Mumber of bits in a generated key: 2048

2) ‘48% 7| Hof ntAS EtMEA 20| =7t MESU 22

T8 - 20| 2220 =3t -~ 5 Oy - M 2L

X =Hm7| 0|= v TS LU} o= 37
8 C2EE || gep-secu-pri-5.ppk 2019-07-18 @=.. PPK It 2KB
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4) putty LH SSH ®22 gt ‘A H@hostname(IP)’ X SSH 7| &5
VM QI AH A~ [+ BESS Bl & VM 7tH 27| c WEIE A
oE ~ == HEAE CrEdA AE =P e =
O security-tests asia-northeast]-c “ S8H -

= Window

- Appearance
- Behaviour
- Translation
- Selection

- Colours

[=)- Connection

Basic options for your PuTTY session

Far
gcpsecul 22
L ctiondipes

Specify the destination you want to connect to

(T)Raw () Telnet () Rlogin @ SSH () Serial
Load, save or delete a stored session
Saved Sessions

gopiesth

aws_adios
gopnatiest
goptest-1
gopiest-2
gopiest-3
1

Close window on exit:

() Mways (") Never @ Only on clean exit

[ Open ] [ Cancel

o|
AN

5) ppk(ZH 217 )7F M EE|of

FIXZ B2 XE = SSH & Ak

&R purry conrauaton =

=

Categony:
-~ Translation - |

Options controlling S5H authentication

- Selection
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=) Connection
- Data

i
-
=
m

Diisplay pre-authentication banner {SSH-2Z anhy)
] Bypass authentication entirehy (SSH-2 anly)

Authentication methods
Attempt authentication using Pageant

[] Attempt TIS or CryptoCard auth {SSH-1)

Attempt "keyboardirmteractive” auth (SSH-2)

Autherntication parameters
[] Allowe agent forwarding
[] Allowe attempted changes of usemame in SSH-2

—FPrvate ey file for authentication,—

racp-secu-pr-5.ppkd
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6) SSH 7|& E3} Linux VM Instance B2 A& =9l

HL O

@ gcpsecu@security-tests~

Using username "gcpsecu”.

Authenticating with public key "gcpsecu"
Passphrase for key "gcpsecu":

Last login: Thu Jul 4 ©2:25:33 2019 from
[gcpsecu@security-test5 ~1$ ]
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2) [HIEIHIOIE] > [HIEFHIO|E] W Key:Value &f €8 = XNZ

<l

Ay YABAOE
B YHEE

VM Manager
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HooE 284
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HERHZ
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Marketplace
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#! /bin/bash

HEtE|olE] HT 45 X

= Go gle Cloud ‘ %+ My First Project v Q @ @ H
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gy U2HAOE

Ol Z=2HEo BF QIAHAF 0|2 7|-2f WS YEYSLICH AM5] TOtET|
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VM Manager

G5 0sSIfF| ZE|

- o Ebci O] 4

& 0523 HE ERL: 7

startup-script #! /bin/bash
HoEE 254 s pcdas
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World</h1>
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1.9 MFA (Multi-Factor Authentication) &
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2) Mot Boj=l AH(jdht* 02 GKE 2laa B AL

Google Cloud ‘ 8* My First Project ‘ A9 X}

CLOUD SHELL
* EHolg (ethereal-audio-413401) X + ~

jdh

Jdh

NAME

nginx-1-64bB86779d8-55sk8
nginx-1-64b86779d8-rSgqgt
nginx-1-64bB86779d8-t96£fs

Jdh

f@cloudshell:~

(ethereal-audio-413401) $ gcloud info | grep Account

[jdh J@gmail .com]

dcloudshell:~

@cloudshell:~

(ethereal-audio-413401) § kubectl get pods
READY STATUS RESTARTS AGE
1/1 Running 1] 2d4h
1/1 Running 0 2d4h
1/1 Running 1] 2d4h
(ethereal-audio-413401) 5

3) 3t O/ROE AH-(secr Q&2 GKE 2lAA T2 AL

L}. GKE ClusterRole/ClusterRoleBinding “4-‘d
s

Google Cloud

e My First Project » ‘

oudshell:~ (ethereal-audio-413401)% gcloud info | grep Account
/Agmail.com]

dshell:~ (ethereal-audio-413401)5% 1 get pods

Error from serw dden) : pods is fort @gmail.com™ 10t list resource "pods" in AP

the namespace "default": requires one of ["container. list"] permissio
dshell:~ (ethereal-audio-413401)%

=3
=

4
ojn

1) ClusterRole I+ d-d (pods 23 ATt F7h

= Google Cloud e My First Project w

CLOUD SHELL
= gog

rbac.authorization.k8s.10/vl
ClusterBRole

cluster—-pod-reader

pods

get
list
watch

"pod-clusterrole.yaml™ 13L, 181B

(ethereal-audio-413401) X + ~
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2) ClusterRole It X

= Google Cloud 8¢ My First Project w

CLOUD SHELL
= Holg (ethereal-audio-413401) X + ~

B l@cloudshell:~ (ethereal-aundio-413401)5% kubectl apply -f pod-clusterrole.yaml
clusterrole.rbac.authorization.kBs.io/cluster-pod-reader created

_Bcloudshell:~ (ethereal-audio-413401)5%

3) ClusterRole A4 =0l

Google Cloud 8¢ My First Project w

CLOUD SHELL
= HOZ (ethereal-audio-413401) X + ~

@cloudshell:~ (ethereal-audio-413401)% kubectl get clusterrole

NAME CREATED AT

admin 2024-02-06T01:20:-20Z
ca-cr—-actor 2024-02-06T01:20:-48Z
cloud-provider 2024-02-06T01:21:27Z
cluster—admin 2024-02-06T01:20:19Z
cluster—-autoscaler 2024-02-06T01:20:46Z
cluster-pod-reader 2024-02-22T05:03:-45Z
edit 2024-02-00T01:20:-20Z
external-metrics-reader 2024-02-06T01:21:23Z
fluentbit-gke—-pod-label-reader 2024-02-06T01:20:50Z

4) ClusterRoleBinding 4 S AFEX} F7}

= GoogleCloud | 8 MyFirstProject v

CLOUD SHELL
' HA7 Yy : A
Holg (ethereal-audio-413401) X+ £ B2 @ =i - v b

jdh @cloudshell:~ (ethereal-audio-413401)5 kubectl create clusterrolebinding pod-rolebinding —-clusterrole=cluster-pod-reader
--USEr=sec. Egmail.com

clusterrolebinding.rbac.authorization.k8s.io0/pod-rolebinding created

jdh @cloudshell:~ (ethereal-audio-413401)5

Google Cloud o My First Project w

CLOUD SHELL
= Holg (ethereal-audio-413401) X + ~

@cloudshell:~ (ethereal-audio-413401)% kubectl get clusterrolebinding
NAME ROLE
ca-cr ClusterRole/ca-cr-actor
cluster—admin ClusterRole/cluster—admin
cluster—-autoscaler ClusterRole/cluster-autoscaler
cluster—autoscaler—updateinfo ClusterRole/read-updateinfo

event-exporter-rb ClusterRole/view

pod-rolebinding ClusterRole/cluster-pod-reader
snapshot-controller-role ClusterRole/snapshot-controller-runner
system:basic-user ClusterRole/system:basic-user
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6) ClusterRoleBinding M= 29l

Google Cloud % My First Project w

CLOUD SHELL
< Holg (ethereal-audio-413401) X + ~

.8cloudshell:~ (ethereal-audio-413401)% kubectl describe clusterrolebinding pod-rolebinding
Name: pod-rolebinding
Labels: <none>
Annotations: <none>
Role:
Kind: ClusterRole

Name: cluster-pod-reader
Subjects:
REind Name Namespace

User sec.’ @gmail.com

Ct. GKE RBAC H& {5 ol
1) Hoh 2O &l AHH(secr )22 GKE 2|A2A(pods H 1 9 2|22) FZ AR

= GoogleCloud | & MyFirstproject v | S22 70
» 77| Q@7 : A
< (ethereal-audio-413401) X + ~ £ HEY 27 8 ® L@ : - ¢ @B X

_Gcloudshell:~ (ethereal-audio-413401)$ kubectl
READY STA" RESTARTS
1/1 x g 1]
1/1 3 g 0
1/1 Running 1]
~ (ethereal-audio-413401)5%
~ (ethereal-audio-413401)5 ki

r from server (Forbidden): rol ac.author i . i r 4 @gmail.com" cannot list re

in APT group "rbac.autho on. 5 r : requires one of ["container.roles.list"] permi

@cloudshell:~ (ethereal-audio-413401)5%

rA

HY rn

N

*FS7|Z
 GKE 2l22 22 9[¢h RBAC 4HO| QI7hEl AFBRIEE MFEOf YUe HS
Fop7|=

. GKE 2|22 D2 9Ieh RBAC UHO| Q17bel AFBRIEH MME|of UX| %S FP
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1.11 GKE AH|A O{7I2E 2|

=& |48 &z F8E B
=T | GKE MH|IA O7H2E 22
MH|A O72EE= IE 01| THUEA RBAC A= HEE =+ fUs S8 79
JHHMIOIH Cluster LHO| 2t LIAAMO|A0| 7|2 MH[A OFF2E7L X522 S GELCL

£8 MH 015%-8-52 Hz=5HA @ HIgamojAo DHEE H{ESHEH, T

2= | HamolAo mEQ Asoz EEEL AMHA OFIRESUWT) EE2 SE ZE9
4% | =822 mEo| Ot2EELCh OfE2|AH0[M0| Kubernetes APIE 2EY ZR7} gl 8%
OfZ2|HO|M 29| PodSpecOlAl automountServiceAccountToken £d2 false2 HA™YSHAHLL

L
o

2t HamojAe 7|2 MH|A OfFF2EE IHXSHY O Old LtEO| X322 O ELX|

HE=E ofof L Ct

7l MH|A OfFl2E EZ XIE OI2E H|ZAL
1) MH|A O7IRE EZ A5 O E H|gd3st o5 =9l

sfcloudshell:~ (ethereal-andic-413401)% kubectl get serviceaccount default —o yaml

cocountToken: true

= "2024-02-06T01:20:29Z"

7584e14f
. (ethereal-andio-413401)5 []

0T px
IE ox

2) MHIA O7IRE EZ A5 02 E H[ZYE3 (false) 28 A 20

count default -p §'automountServiceAccountToken: false

unt default —-o yaml

24-c8477584e14%
- (ethereal-audio-413401)$ I

cHYAHO|A EE MH[A O{ZF2E M W automountServiceAccountToken #4O| False
2 248 8%
ZICH
7|E
S HYE
cHYATHO|A EEE MH|A OFI2E AN LY automountServiceAccountToken Zf0| TrueZ
HA™E 8%
H| 2
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AL
fu

0%t
o
of

mx ook

of o

222 4 UoME ZE API I 2laA Y Ao CHEf AH AFEXS] MIZE
H|2dolsto] 0|&3ioF ©fLICt FHUE|[A= 7|2 HME AFEXAL “system:anonymous’s O
Ciet RoleBinding =+ ClusterRoleBindings A4t Y AMA A2 RO
UAELICE  kubectl rbac-tool EE rbac-lookup E=TE ARSI “system:anonymous”
AHEXEZE Cluster0 CHs{ zte HotE X3 & U2M “system:public-info-viewer” #Hot
2|9| ClusterRole L= EE 932 “system:anonymous’ £ “system:unauthenticated”
JE0| HIGR[X| =5 sHoFgL|Ct.

PICAM AE HHAS EG2lsof st 2 AT ALEXIZE £ APITH AN
2 APIE =ESHE Cluster?t F{ S| X|X| Q=% 3jOF SHH

I
HEOQH =l = HEYX SUS St T A8SHA7| ¥ EZL|CL

o 4> X

X cluster-admin YHA FE QLRE A8Sl= O HAON SHSEEE C(Clusters
H35517] 5 HFE 1.28 O|40] AM3ME|= GKE Cluster= cluster-admin ClusterRoleS

system:anonymous Al8X} HE{E  systemiunauthenticated L& system:authenticated
JAE0 HATSH:E AES 518X UL

0T X
IE oA

7k GKE Wl EHes Y B2 A
o

1) kubectl BES S =EQ AT ALEX} =3 (system:anonymous | unauthenticated)

kubectl rbac-tool lookup | grep -P 'system:(anonymous)|(unauthenticated)'

= GoogleCloud | i MyFistProject v

CLOUD SHELL

T
HOjd  (etheresbaudo40) X+ v LBV ¢ e

Jumasiusssces uwuveusosdi7-defEult:~8 kubectl rbac-tool lookun | grep -P 'system: (anonvmous) | (unauthenticated)
| Group | ClusterRole | | system:discovery | system:discovery
| Group | ClusterRole | | system:basic-user | system:basic-user
| Group | ClusterRole | | system:public-info-viewer | system:public-info-viewer

| Group | ClusterRole | | system:basic-user | system:basic-user
| Group | ClusterRole | | system:discovery | system:discovery

2) =28 AY T Cluster HZ T AMH| (system:discovery R system:basic-user)
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rbac.authorization.kB8s.io/vl
ClusterRoleBinding

rbac—defaults

system:discovery

839c2d42-dlb6—4615—alda—-allcde6b2ci9

rbac.authorization.k8s.io
ClusterRole

system:discovery

rbac.authorization.kfs.io
Group rbac.authorization.k8s.io
system:unauthenticated Group
rbac.authorization.k8s.io system:authenticated
Group
SYSTEem: anonymnous

rbac.authorization.kf8s.io/wvl
ClusterRoleBinding

rbac—defaults

system:basic-user

62c56fc5—c5fT—488d-becb4-becbasbbs5e021

rbac.authorization.kfs.io

RO e

system:basic-user

rbac.authorization.kfs.io
Group
system:unauthenticated
rbac.authorization.kfs.io
Group
SYStem: anonymous

rbac.authorization.kfs.io
Group
system:authenticated

2§ kubectl rbac-tool lookuo | grep —P_'system:{anonvmous) | (unauthenticated)®
| Group | ClusterRole | | system:public-info-viewer | system:public-info-viewer
=%
~%
~§

[l

HY o

A

d=I|E

: ClusterRole 0| system:anonymous | unauthenticated 1&0| HIQIY Z|O{/UX| U&= HBL

3|ot7|=

: ClusterRole 0| system:anonymous | unauthenticated 1&0| HIQIY |0 U= E2

]

X Cluster Ul “system:public-info-viewer” ClusterRole F*2 ZItt 7|& X<
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2. Mot 2e
21 AARIA MH|A B B
=5 | @ 22 8k &
e5F | QIAHA MHA FHE 2|
GCP(Google Cloud Platform)0ilAl X &dtE Cloud IAME ALESHHE £7HID) O{H 2|AA0
CHEE Off AMA AHshFehes ZAeXl Fold) AMA HMOE 2lg = JUFUCh E
Cloud IAMZ AR8SIEH QIAEHA MH|A & 2420 CHS| MBS HMAE FOSIL CHE
2| A0 Dot 2T HMAS SXF = AFULCL Cloud IAM2E Z|A #Bho] HOE WA S
Hg5t0o] Hagt 2[AA0 Cfoh HMA Hooh 2oig = AELCH
X QIARIA MHA RE
Mulx 2 MH| 2 A
Compute Engine QIAEAO|ME GoogledlM XMIdt= Linux R
. Windows Server& &7l O|O|X[#E2t OfL|2t ALEAFZL BHEAHLE 7|E
compute EnOine | Jjamoln e 4 e HEY AHAE onxE Mum 4
AE L L.
Cloud SQL2 EZ MySQL, PostgreSQL, SQL Server Cf|O|E{H{| 0] A 9]
22tRE 7|8oZ XN3EE MHAZ Cloud SQL QIAHAE SAE
CloudSA ) Google Cloud ABIOIM MMEE JHA DAVMeE PEE 4
UAF L L.
5
o Cloud Storage= Google Cloudd| Z{HE XEdt= MH|ARLICE
=° M= ZE dAlo M2 FEE HEY = gl= HolH
ZZIYULCH AME BZl0|2t= HOIH0| HEYLLLCEL ZE HA2
CloudStorage | momeo aizsinl m2deg 25 ofgolM 18312 +
UAELICE Google Cloud?| 2t Z2HE H{Zl, ZiH= Compute
Engine QAUAEAQL ZH2 Google Cloud?| 2|AAL|CE
Memorystore for Memcached+ Google Cloud2| 40| {0t
2™ #2|™@ Memcached A{H|A2F Memorystore for Redist= Redis
MemoryStore oiM=e| Mol MYAE S &4 22l MHAE S50
ZZ|X O[StZ O|O[Eof AMAT 5= A= fE2|AHOIM FHAE
deg = Ues MHAZE LR O] ZLICE
Filestore @IAHAE Compute Engine 7H T{Al(VM) QIAEA E=
FileStore Google Kubernetes Engine ClusterOflA] M3 E|= OfZ2|# 0]M0fA
A8 £= U= Google Cloud?| 2t 2| NFS I M Lt
Cloud Bigtable Google2| 2% 22| NosQL HH0lH
Cloud Bigtable | GIO|E{H|O| A MH|ARILICEH Google AM, O E2|ElA, K&, Gmail &
Google?| =H2 sH4] MHAE 2Pst= H|O|E{H|O|AYLICE
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Cloud Datast Datastore 2E=9| Firestoree Atz 2, IMs5, 2HES
oud Datastore _ N
OfZ2|#H0|M 7HHS sl HAH = NoSQL &AM C|O|EHo|AQiL|Ct.
X 1AM g
ol st
AM e PORL
oSt J= o|&
AEfO] HEE FX| YUE A7 HE ZYO Cist #BHO|
= o g LCt
o)y 7|& 2laa E= HojHe| =3|(=d M el)7t siEH=
—_ ZE RO A G 7|E 2laa WP 20| HEE
o XX
7|2 9 = HASH= 20| Ciet HSHIEXR|] =BHE LTt
DE HEX HeH YOS A Yof cHet Hpo] EEE L|CH
soxt -ODZNE § Z2HE Ljo| B E Z|AA0 Cfpt g U
- 2|
- ZZNEQ CHPt AX 27
it g2 X|0| ZEHE[U7| IR0 AHA AEZNM
S MAMSIEH MH|A A AMEX IS AHEG|Of
MHE|A AE | gL ct
ol 2|kt MHA AY HAXIZA SLTH A2 TN 2
ZRHME MSste{H MHA A EE -8R Hot: FEojs|{of
st st
Z0, =%, Cloud IAM & Egst TZHMEQ| ASAXE
sarox EFASE = Qe Q17| AMAQLICH
e dgoles ZENEQ| ZaAE 2 & U HBHO|
MSEX| AEL|Ch
Cloud HOl2 WO MEE HO|HE H|EsI0 ZZNE Ljo| B E
Bigtable QAAEAE DE|BILICH A QAAHAE ORS £ QAFL|CEH
ZHe| xt ZZHME H2|XEYLCE
Cloud HOl2 WO NEE HO|Hof CHet 47|/ 7| HMASE
Cloud Bigtable MSELCE OfE2|AHO0|M JHLX} E= MH[A
ou
A+ Xt AEE Lt
Bigtable - . =
- Cloud HOI2 Wo| XZE HOo|Eof CHot 97| M& WUMAE
= - -
Bigtable MSeHLCh Cjoje atstxt, CHAIEE /47|, Z7|E G|O|H
lIE =48 AL LT
Cloud o o o N .
Siotap) OOl AMAE MSSHA| 25 LICH Cloud Bigtable & GCP
igtable R . R .
", ZE0| HMATHY| ot XA HpE o= AFEELCH
59
Cloud 7tM27| W YWELZ|E 22lg = s A AMA
Datastore | H¥t= HMSELICL.
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{27

LHE LY 7|
22| Xt
Cloud
| Mol Hols maE £ Ul HA ANA e
Datastore N
&gt Ct
AHOI 24a| Xt
Cloud Cloud
Cloud Datastore 2|20 CHDE MK WA HotS
Datastore Datastore N
o1t o M-S gL
a2 R ONS
Cloud N
Cloud Datastore C|O|E{H|O|A2| C|O|E{0f| CHBE 917[/247|
Datastore HNAEZ FHZEHL|CH
Cloud
Datastore | 2|20 CHSH 17| WM A HBHS HSEHLICH
70
Cloud SQL | Cloud SQL EZ|A&AE 2| = U= MM Hots
2+2| Xt XSg L CE.
7|Z& Cloud SQL QAHAE 2| = Y= MY o2
Cloud sQL | _ ot o = N
Cloudl HE A} MSSHA|RE AFE A =, SSL QB A =7, 2|aA AMK|
. - Aste x| Q& Lct
- Cloud SQL | Cloud SQL 2|20 CHst 27| Mg AiMA Hots
70 &gt Ct
Cloud SQL | Cloud SQL QIAE A0 CHpt HZE ML HTHES
E20|HE | HSE L.
MEA AN | AFEX0AH A E M8 HotES FogtL|Ch AN E
RPN ARISEALE EO{MT| g Aot 25K $EEL|Ct
MEa 24 | 24 R ACLS HMelst AKX e HEHOIHE 27| fot
79 HMA HohE 2oL Ct,
MNEA 2K
A FMH K AsS =HostL|C},
23|} aps| 4 A of = FogtLCt
Cloud
N MEA N . .
Storage 9 22| 3} N eF 2o oot MM o #HetE o eL|Ct
71F AKX | ACLS HQleh 2K S AXe HEIHOHE &
2| ASLILCE,
JI= storage.legacyObjectReader 20| UEL|CE.
x| EE izlol BIEEOIES 20 BEY & sUth Al
s
.|

—_ =
oAl ZTE|, ACLE Cloud IAM H*xio 2 distElL|CH
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Cloud IAM M= Mot H2lo| 2HXZ LEStD H3
HEHOIHE 82 + ASHCh 55% Z4H| HEHOIH S
o2 = ASH, Cloud IAM FH2 K| L Al

71E Hal
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editor(8 & XH, dns.admin(DNS 22| X,
cloudkms.admin(E22t*E KMS Z2|Ah,
Infra 22| Xt compute.instanceAdmin(beta)(Compute /AT A Z2|X},

3 22X,

compute.storageAdmin(beta)(Compute Storage £2|X})

compute.networkAdmin(Compute U E %

viewer(F 0{), dns.reader(DNS 2|L),
compute.networkUser(Compute HE3 AtEX},
compute.networkViewer(Compute HIE3 H0),

compute.imageUser(ZAF & O[O|X| ALEXh

Application 22| X}
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appengine.serviceAdmin(App Engine A{H|A Zt2|X}),
appengine.deployer(App Engine H{ZX}),
appengine.appViewer(App Engine &01),
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https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Rootkit
https://cloud.google.com/security/shielded-cloud/shielded-vm?hl=ko#secure-boot
https://cloud.google.com/security/shielded-cloud/shielded-vm?hl=ko#vtpm
https://cloud.google.com/security/shielded-cloud/shielded-vm?hl=ko#vtpm
https://cloud.google.com/security/shielded-cloud/shielded-vm?hl=ko#measured-boot
https://cloud.google.com/security/shielded-cloud/shielded-vm?hl=ko#integrity-monitoring
https://trustedcomputinggroup.org/trusted-platform-module-tpm-summary/
https://trustedcomputinggroup.org/tpm-library-specification/
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://boringssl.googlesource.com/boringssl/
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https://cloud.google.com/appengine/docs/standard/python/creating-firewalls?hl=ko

Google Cloud Platform s My First Project +

. .
«@- App Engine & ghatg gA e
I o= Eped
S0e% TS FTHULCL TS Y= FHS 2Hee 20

E BT

1000

X‘t
@ =7 A EY
si2

= I EOSES O
= zooog P 22

G 2=me
2%
@ =T App Engine Fire Wall Test

=
it
o
[ylL)
H
| (=]
e
B

43 Memcache
aQ s
& =23

3) Waty 75 M4 =l

Google Cloud Platform &= My First Project

z =1 ] = =
-@- App Engine S A TE LT 2 ENRTEF
L] hirlzs App Engine W&t 7
ZEIAD AP Y

X M=
m s = Sdsf
Sdzes) . mbO: |p s o
- TS
1000 A5 175.126.171.181 App Engine Fire Wall Test
= B CH7|E
= = = = =
Fl=zk HE * The default action,

e Q@
i)
rh
2
e

i
ot
lot
1
4
[l

4) App Engine @3ts & Mg 20l

.G WEpE = - My First Project - X Ie Error 403 (Forbidden)!11 x l + - = =
<« c O & junshae.com BE %% & oo N - H
] u »

Google
403. That's an error.

Access is forbidden. That's all we know

e
[
SK shieldus © 2024, SK Shieldus Co., Ltd 137



L. App Engine U3t L %] AbH|
1) [App Engine] > [Z2tH &) > [7H& MEH] > [AFA))
- Sty A M Az

oogle oud atfo Proje Q >, 0 = )
2 : = * = > > = — i
-@- App Engine 2ot % TEEZ e 1P Ea ] w A
fil oia=s SLHCILSE FUSE IO =S
X ME=
@ b= = Su=s EIESETFYEE e
" PRI = Eres o~ = =5 ==
~7 1000 =2 175.126.171.181 App Engine Fire Wall Test :
=

= EE=3 - The detauit action

& Q
u
r
4
i3
H4>
Al o

2* My First Project +

! == App Engine WS- HEIS HWL0) FEH OO E AT E GO 2oig
LIS 2. AHY B Zore | [
T A H| A
o] o = s T IPERHEEE£ =
B T ez . mor |p =2 o
7125t HE . The default action
E HYdrg
HF& .
3) Yars 74 Mg ol
«@ oS A - My First Project - X @ httpsyywwwjunshae.com x -+ - = S
< c O & junshae.com T @ = & 2
= »
Hello world!
= ~
UY2I|E
. (o] = & *\ AKX o [e) =5 o
xIct (1P eIV 25 S8 280 £ /UK @Y= %9
—_ -
7|E
L5
x| =

(P FHR7t 25 HE¢) 280 5O U= BF

i

e
[
SK shieldus © 2024, SK Shieldus Co., Ltd 138



3.4 HES3 L=y Ql/0pRHI2E ANY 2% #i|
=F | 7hY 2l e ok o
SE2F | HEI Latd 2/0rRH2E ANY 27 22
Virtual  Z2}O|8l  Cloud(VPC) &=td 2o Y =Z=2ME S HEQZ
HEELIChveC H=tY s AESHE X8 fdE 7IELEZR Jtd Bi(vm)
AAEA 7to| AAZ BBY2LL HES & YHLICL A MF VPC Wty FAL
JAEAO PN Y 2F KM AT QIAHAZ HIH 5 YSE B
g | HEEUS
Aé% = (o] [ =] Fer S o S o o A=
BE VPC HERIE =4y go¥ez Lol oty A2 HERI oM
ol X HE2 AAEHAHZ HEEAHLE AREHUCL VPC Yoty A2 AAHAL}
CHE HERZ AtojETH otz St HEHA LH2I NE QAAEA ZHO| EXSHE
HoZ B & o0 PYRLE AN Efmo DREE ZES J|Foz £3
EdL RS 22 X8 &+ UASHCH
7t. veC HIES{3 Y=ty 2
1) [OQ] > [VPC HIEQA] > [}
Google Cloud & MyFirst Project v \ Q 84 HE 224 2H()
VIAIKELPIECE
EE Compute Engine )
@ Kubernstes Engine )
& Cloud Storage )
@ BigQuery )
M
=
VPCHESY3T )
HieH 1B VPCHERZ
)) Cloud Run IP 32
NETPME
saL
EER
2o > Tz
Q GoogleMaps Plat.. >  VPCHERIIOT
R VPC
EEE Y HHEI2 VPC B2
L]

SK shieldus © 2024, SK Shieldus Co., Ltd

139




2) Yot fH(&/al) W ZEEF/ZE =0

Google Cloud 2= My First Project v

@ SMTP port 25 disallowed in this project @

GMEIE =EEaTE O FAE
v = 2E =4
N O o= 2m Ot zH =y emey  y=g3 ¢ =3
%2 O  secu = test IP 200 tcpi22 HE 1000 default ArE T
test =
g O  default- = HH =8 IPE00c icmp HE 65534 default Mg
allow- =
icmp
d=I|E
xlc ot L QI/OFRHM2EQ| ZEJF Any B S18E|0] UX| %2 ER
by
7|1&E
2712
Yot L QI/0FRHIZES| ZETL Any 2 B{EE|0] AS BF
H|

W
[
SK shieldus © 2024, SK Shieldus Co., Ltd 140



3.5 HEYD Wty o/0i2HI2E EHA PN B
=5 | 7hY gl e g o
g2 | HESZ Latd Q/0tRH2E EEHQ FH 22
Virtual Z2t0[Hl Cloud(VPC) Y3te 7&j0] 3 Z2ME Y YEI0| HSE LTt vPC
Y S ABSIE KW S JIEOE R DMVM) IAEA Zto| AEg
SI8BIALE HRY + ASLCH ALS WS VPC Wt AAS QAHAS 1Y U 29
MK eF o2tglo] AAMAS Hosh = e & ot dAFLC
=
My |2 VpC WEYAL BAE Yoz HSH Wiy fxHe YEYI oM
HolEXP HFS QIAHAYER SBEAL ARELICL VPC Wk [ elAHAg
CHE HESR AtO|EEF OfL|2} St HESRA el 718 AAEA ZH EXsh= Aoz
2 4 oo RYRAS ASSE EHTO A, BNXE J|FOR SF EY f¥e
eez X8g = UASLIEL
7k vPC HES{3 Watd 4
1) (M > [VPC HESZ] > [HatH)
Google Cloud  $ MyFirst Project v \ Q Z4 RE 244 24()
IVIdTKELPIECE
EE Compute Engine >
@ Kubernetes Engine >
=  CloudStorage )
@  BigQuery )
M
= L EE )
HitH VPCHEHI
)) Cloud Run P
METHP A
¢ sa
CER I
0 = b s
Q GoogleMapsPlat. >  VPCHEH2TOE
7 VPC
AZEgg7
EEE Y HEEI2 VPO B4~
AR

SK shieldus © 2024, SK Shieldus Co., Ltd

141




S A A o o &
2) ot A H(&/d) W ZE P Be) =0
Google Cloud & MyFirst Project +
@ I AppEngine LEHH S App Engine FEHE 72 M4 o] H ZE[ELICH
2 @ SMTP port 25 disallowed in this project @
x QHEI¥  mE134  gAR
“ T =g 2%
o] O o= 2% Dhat ZEES/ZE | FY FH#9 HEH3 4 i
& O  secutest =4 test IPE9:192.168.2.0/24 |  tep:22 & 1000 default AE T
. O default-allowicmp 24 =82 pEY0000/0 icmp L 65534 default A ot
i -
° O  defaultallowinternal 4/ THEE  PE107128.00/9 tcp:0-65535 5 65534 default AE T
udp:0-65535
icmp
¥87|2
o o s . .
giote L QI/0tRHIRE & W EZest ™A (Source, Destination)0| ZI|SIX| QU=
HEE | A@S
7|1E
= =
o=
o ol = . . o
giote L Ol/O0tRHI2E & L 223t MM (Source, Destination)0| ZXjst= AL
H|

e
[
SK shieldus © 2024, SK Shieldus Co., Ltd 142



3.6 VPC HIEH3 MEY 2z
=5 7t 2l g s8E &
g=EH | VPC HEQI MEU 2tz
VPC YE®3 &= Compute Engine 7ty HAl(VM) QIAE A Kubernetes Engine Cluster, App
Engine 7HHE QIAHA mEMEO| C}2 2lAAE 9I8 AAS MBoD orfl HEYD
wi MEU0EHE R8% P 9 TEIM Lt 1 0|40z BHELICH
X MEN &8
TE =L
HEI7l d4dE M= HEXKI el /Mot MEUIO| SHL XtE
= MEELLCH Atsez WdEl= o3t MEUIE 10.128.0.0/9 CIDR =E0
Mo Lot A HolE 1P He S AP LICE M GCP 22 AH8E
AsEE | JUA Z[H o EE2 Ip HIYE AESIY 2| A MEUIO| Xs2=2
s ZE HEIO 7L As22 Mdrles MEU 0k, Xt&
RE  HESfAel  dEE 2|0 10128009 022l P HRE
AHBBIOl £ 502 HEUS o1 4 AUt
N HEYIA7l THE0E M= MEUO| Xts MEL(X| $ELLCH O HEKA
HAN
T | |EUIME JHER MEUDE P HE 2FY Mog £ Usuch
BE
MEisH 2|0 BHS MEUZ ZFSD NH KW P WAS ASELICE
7. VPC HIES{3 Mg WY
1) [VPC UESIF] > [vPC HESA BtE7(]
-VPC HEHT d4 A=
= Google Cloud Platform & My First Project v
o EEE! VPC Y EY3 BweciEs2es | @ uzan
M
=° & VPCHERZ 0a IH El gc EIE MOS0 wmenw  mEI®azey  =zEa
HFEH B
[=2n — |
0 dAFP=z custom-network] 1 L 4 Arg
Bmoggega sl subnet- 192.168.1.0/24  192.166.1.1 NEE
h northeast asia I
northeast]
w7z
2) [VPC HES{A TUS7]] > [MEH] > [M MEU]
- oS MFZ SU AAE ABY U 5220 A8 43

9
[
SK shieldus © 2024, SK Shieldus Co., Ltd

143



https://cloud.google.com/compute/docs/instances/?hl=ko
https://cloud.google.com/kubernetes-engine/docs/?hl=ko
https://cloud.google.com/appengine/docs/flexible/?hl=ko
https://cloud.google.com/appengine/docs/flexible/?hl=ko
https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy?hl=ko#projects
https://cloud.google.com/vpc/docs/vpc?hl=ko&_ga=2.11322173.-848575722.1563954824&_gac=1.184692187.1566181023.CjwKCAjw7uPqBRBlEiwAYDsr10dBMMABLeqasHtDPWcdzPVrGHToO1d_jAOkfO83Nis95zQs0uYfcxoCVZoQAvD_BwE#ip-ranges
https://cloud.google.com/vpc/docs/vpc?hl=ko&_ga=2.11322173.-848575722.1563954824&_gac=1.184692187.1566181023.CjwKCAjw7uPqBRBlEiwAYDsr10dBMMABLeqasHtDPWcdzPVrGHToO1d_jAOkfO83Nis95zQs0uYfcxoCVZoQAvD_BwE#manually_created_subnet_ip_ranges
https://cloud.google.com/vpc/docs/vpc?hl=ko&_ga=2.11322173.-848575722.1563954824&_gac=1.184692187.1566181023.CjwKCAjw7uPqBRBlEiwAYDsr10dBMMABLeqasHtDPWcdzPVrGHToO1d_jAOkfO83Nis95zQs0uYfcxoCVZoQAvD_BwE#manually_created_subnet_ip_ranges
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3) MME VPC HEA U MEY g ol

= Google Cloud Platform g MyFirst Project

mﬂ HEU3 VPCHES3 VPCHEZ2BET  (IMEIF
B VecHEH3 elrope-westh default 1017200020 1017201 NEZ
A
0 2fpez asia-norineast? default 101740020 1017401 MEEZ
7
B ogaem
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X = setotesst]  securty 0160020 101460 NEE
7
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M 3FRC secl-subnet2 1 o 4 NE
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A
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L}, VPC YIEQ|T Arx| abH
1) [VPC HIEQF] > [VPC HEST]
- AN SHAX}F S VPC WIEYT MEY

Google Cloud Platform e+ My First Project v

T veeyEsa vPcHEYA + R L R R R
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B 48PFs: _
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X z=
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& VPCYEYS IoE
secu-subnet2 1 L 3
M SFVPC _ )
8sia- security2 10.144.0.0/20 10.144.0.1
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[

2) VPC HESRIA AKX A=

= Google Cloud Platform e* MyFirstProject v

s
=
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3) VPC HERZ AHA|

2tZ (secu-subnet3)

Google Cloud Platform & My First Project v
H veeuEwa VPCHEHLZ QrcHEARRE7 G AEIE
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A
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3.7VPC Y E

A3 MEY HBH P2 AMA B
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https://developers.google.com/apis-explorer/?hl=ko

Google Cloud Platform My First Project w

1 vecuEy3 & VPCHEHZ P
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Eguivalent REST or command line

= Google Cloud Platform ¢ MyFirst Project v
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& VvPCHEH= europe-westt default 10.172.0.0/20 10.172.01
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https://cloud.google.com/resource-manager/docs/creating-managing-organization?hl=ko
https://cloud.google.com/resource-manager/docs/creating-managing-folders?hl=ko
https://cloud.google.com/vpc/docs/shared-vpc?hl=ko#iam_in_shared_vpc
https://cloud.google.com/vpc/docs/shared-vpc?hl=ko#iam_in_shared_vpc
https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy?hl=ko
https://cloud.google.com/vpc/docs/vpc?hl=ko
https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy?hl=ko#organizations
https://cloud.google.com/vpc/docs/shared-vpc?hl=ko#iam_in_shared_vpc
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Google Cloud Platform & security-testl «
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Google Cloud Platform security-test1

I vecueE= < EI|VPC
=
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5) [Compute Engine] > [VM QIAHEA] > [RIAHA BHEY]
- S7E VPCE 8%t VM AEA WY
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Equivalent REST or command line
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Google Cloud Platform

{EE Compute Engine VM 2IAE A [+ QB Eogle =g » WE I TA| - 2orE7|

[ JERVYEIES-ES

& osEeaE — ===
s ~ EE 2B CHEOA ALE EEA A% e k]

A 2xH2~"E3
& junshae-instance2 asia-eastl-a 192.168.0.2 (nic0) SSH =~

CIE fYE LT .

A =l & junshae-instance3 asiz-northeastl-a 10.10.2.3 (nic0) SSH ~

B c=zx= & junshae-instance4  asia-norineastl-a 10.10.2.2 (nic) SSH -

ENTIY | @ junshasinstances asianortheastl-a 10.10.2.4 (nic0) SSH -
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>
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3.9 VPN €& Ztg|

=5 | 7hY 2lax g 8k =
g=% | VPN oF |
Cloud VPN 2 IPsec VPN 122 &dff 2= 0|A HESRIE GCP(Google Cloud Platform)
Virtual Private Cloud HIEQ{30 QHHSIA AATLICE F J4o| HEQA AO|2 O|sE=
EgjE2 StLto| VPN AHO|EQO|oM L23tE £ CHE VPN HO|EQO[0M 2= sh=
2L AHHWOM MEE= HOo|H= olziet HAlo2 Ho EL|Ct
EEDH Cloud VPN 2 2IZ0|A VPN ZX| 2 VPN MHIAE {8l A 3] 787 £
HIR = psKEti: 28)t=s Y23 8 714 o8 XA LICE Cloud VPN 2 2
Ty ojA H0| X|¥E = KE 223 4FE AM8dshs o 948 Ats H4siH, 2ot #A
& Argol e ZEst 32 % 37 2o H2E dddte A2 AL
X IKEv1 X|El= A3t
THA| ool HE %535t
g=kel AES-CBC-128
F44 HMAC-SHA1-96
PFS 2|5 (E ) | 1& 2(modp_1024)
THA | PRF(QJAL = &) | PRF-SHA1-96
e DH(Diffie-Hellman) | 1& 2(modp_1024)
Ck: 1EA =3 36,600 Z=(10 A|ZH, 10 &)
%= 3} AES-CBC-128
244 HMAC-SHA1-96
o7 | DH(ffie-Hellman) L8 ZX|o= 2 EHAOf CHsi DH 2fol gLt o
AL 1 HAO] ALBSH ZtS ALESHM ],
2 tHA =9 10,800 (3 A|Zh
X IKEv2 X[kl A3}
CHA| Uzt A otz st
- 3DES
- AES-CBC-128, AES-CBC-192, AES-CBC-256
- AES-GCM-128-8, AES-GCM-192-8, AES-GCM-256-8
—_— - AES-GCM-128-12, AES-GCM-192-12, AES-GCM-256-12
THA| - AES-GCM-128-16, AES-GCM-192-16, AES-GCM-256-16
L EAUEM GCM LE|F2 HIE(ZZ 64, 96,
128)2 A& s ICv Oj7iHs U@, 12, 16)2
Zotgt = AU O
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https://wikipedia.org/wiki/IPsec
https://wikipedia.org/wiki/Virtual_private_network
https://cloud.google.com/vpn/docs/concepts/overview?hl=ko#terms
https://cloud.google.com/vpc/docs?hl=ko

- HMAC-MD5-96

- HMAC-SHA1-96

- AES-XCBC-96, AES-CMAC-96

- HMAC-SHA2-256-128, HMAC-SHA2-384-192, HMAC-

SHA2-512-256

o|2{gt O|E2 of ezt L oE &

HMAC-SHA2-512-256 2 X}27| 20| = WU 7|Ef
2o YEE 5 AHSID TtheEd| SHA-512 2 HAIZ

= AFLIL
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= AT

PRF(2[A} th=> e=p)

- PRF-MD5-96

- PRF-SHA1-96

- PRF-AES-XCBC-96, PRF-AES-CMAC-96

- PRF-SHA2-256, PRF-SHA2-384, PRF-SHA2-512
B2 XA HAIHQ PRF 20| R}HK|

LS5 ©

OFA |__| |:|..
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DH(Diffie-Hellman)

- & 2(modp_1024), & 5(modp_1536), 1&
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16(modp_4096)

- modp_1024s160, modp_2048s224, modp_2048s256

36,000 (10 A|ZH

- 3DES

- AES-CBC-128, AES-CBC-192, AES-CBC-256

- AES-GCM-128-8, AES-GCM-192-8, AES-GCM-256-8

- AES-GCM-128-12, AES-GCM-192-12, AES-GCM-256-12

=3t
- AES-GCM-128-16, AES-GCM-192-16, AES-GCM-256-16
YR SMEOM GCM LIE2|F2 HIEZZ 64, 96,
128)2 X|FE ST Icv j7i s SEUS, 12, 16)2
Zotgh = AELCh
- HMAC-MD5-96
- HMAC-SHA1-96
- AES-XCBC-96, AES-CMAC-96
- HMAC-SHA2-256-128, HMAC-SHA2-384-192, HMAC-
f24 SHA2-512-256
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HMAC-SHA2-512-25
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16(modp_4096), 1& 18(modp_8192)
- modp_1024s160, modp_2048s224, modp_2048s256
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DH(Diffie-Hellman) N ° N
4% 1 A0 AT k2 AFESHANI L.
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7} Cloud VPN A7 it
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https://cloud.google.com/iam/docs/service-accounts?hl=ko

‘key-test & 5| 571 7| BH= 7]

B4 7I7t SEE B E G2SCHLC 0l 7t £ B2 ST R S Gons ¥

otH HETHH 2.

HE
@® JsoN
=g

O P12z

P12 H4S A g0l SEQC B9 5218

HIE7H 7|7t HEEO MEE

a security-test-244907-ff1d273c6761.json Tt E S S+ = U= PTSHA XS A
Misl eot= 7]

I M security-test-244__jsan IA Fa 27| q

3) ddgE 7| & =2

security—test-244907-f1d273¢6761 json B |
1 B
2 "type": "service account",
3 "project_id": "securitv-test-244907",
4 "private key id": " "
5 "private key": "----- BEGIN FRIVATE
KEY-————- \nMIIEVOIBADANBakahkiGEwIBAOEFARSCBKCWaOS1ACEAROIBAODVCADOGE35vENN\NFHNVR 0/ c4aX 8aGIDINkDFULX Fwk65SHASKE 2 0h!
= | | | | | |
| || | || [l | | | | | [ ]
| | | ||
| |
[ == | H o | I N H TEE N | | ] | mm |
I | | | H R
MV9xb1lagNS5vSn/ 8bUgviluevkv44sC20bhCggEZ]yjXjUgUskjY44++916z0I\nlyCyiEUDWKYr4RbVpl1Fgdk=\n----- END PRIVATE
KEY----- \n",
6 "client email": " "
1 "client id": " n
8 "auth_uri": " /auth",
9 "token uri™: P,
10 "auth_provider x509 cert url": "loomm T N ol Ol u ",
11 "client_x309 cert url": "
https: e . CEEs e e me s . e e mem = "
12 }
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A
§xB 27h0] 37|18 TEOC 0 BISE % S0 B2 = AL XSl 20t EEEE
L
B -
a 5~ eE sz GEAMAME 4T a=p =z
instance-1
o]
instance-2 e8I 2T
B
@ secusubnetd  asis- Dhg s18 B2
[
]
o]
=

B https:/ss
root@secu-subnet3: /infoseck 1s -al
total 12
drwxr-xr-x 2 root root 4096 Jul 29 01:58 .
Ararr—¥r—-¥ 27 ront ront AN05 Tl 746 N1=-G8
-IW-r——r—— 1 root root 2376 Jul 29 01:58 private-key.json
rootisecu-subnet3: /1nrosecy i

.cloud.google.com/proj

6) P& URL &d0f 2%t =5 2%

& https://ssh.cloud.google.com/projects

aceful-castle-

02/zones/asia-east1-b/instances/secu-subnet3?au...

Requirement already satisfied: pyopenssl in fusr/local/lib/python2.7/dist-packages (19.0.0)

Requirement already satisfied: cryptography>=2.3 in /usrflocal/lib/python2.7/dist-packages (from
pyopenssl) (2.7)

Requirement already satisfied: six>=1.5.2 in /usr/lib/python2.7/dist-packages (from pyopenssl) (
1.10.0)

Requirement already satisfied: enum34; python version < "3" in /usr/local/lib/python2.7/dist-pac

kages (from cryptography>=2.3->pyopenssl) (1.1.6)

Requirement already satisfied: asnlcrypto>=0.21.0 in fusr/local/lib/python2.7/dist-packages (fro

m cryptography>=2.3->pyopenssl) (0.24.0)

Requirement already satisfied: cffi!=1.11.3,>1.8 in fusr/local/lib/python2.7/dist-packages (fro

m cryptography>=2.3->pyopenssl) (1.12.3)

Requirement already satisfied: ipaddress; python version < "3" in /usr/local/lib/python2.7/dist-

packages (from cryptography>=2.3->pyopenssl) (1.0.22)

Requirement already satisfied: pycparser in fusr/local/lib/python2.7/dist-packages (from cffi!=1

|.11.3,>=1.8->cryptography>=2.3->pyopenssl) (2.19)

'root@secu-subnet3:/infosec
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3URL

8) MEEl URL MM

8 https://ssh.cloud.google.com/;

root@secu-subnet3: finfoseck# gsutil signurl

estZ.LxL

URL HTTP Method Expiration Signed URL

j=://3ecu-stoage-1/testci._txt GET 2019-07-29 D2:27:49 https://storage .googleapis.com/s
=cu—stoage—1/test2.txt?x—goog—signature=6cd88b991697ccl3a0lef46afaf1311993d71892d9943a778285a8ee
190a60d5c80d7cfad’Teae0795a58458618bc343de05fb54bA55292a711f96661559a6cc4906cdbes80Efc1Bafel95de
354a8da30aaf8742850b96ecbf3T7aa2fd0es57iI94el44184eecidéddecdSf9e8aa2Thicd2cfelbdecY9ccTi833aal5996ch

17635d0bb33e2d2a52033b39%dba4fe3bfSbe44chi2fe88026e82fed443£737£c0225dd1707£2481a952796£323202F1
Ib6ccbf93177e643453%9a23abe793dd349d5733a74593e%9acf64822e80231903fb515622383093672Ec1c73434d3edes5
ib910al174b34dB8a21calaBel7d6350£81e490026£640236TbBc640f6cdefaaalb7e91fbfex—goog—algori thm=G00G4—
15A-SHAZS6EX—goog-—credential=key-testidlsecurity-test—244907.iam.gserviceaccount .. coms2F20190729%
iFust2Fstoraget2Fgoogd requestiéx-goog-date=20130728T021749Zsx-goog-expires=600&x—goog-signedhead
ars=host

%457 F
oo | ABE URLS ALBIIX| 27U ABAIZIE 2402 MBS0 g FS
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Nz
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# Project Overview
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match /b/{bucket}/o {
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M= ZEO ZE HO BFEZ MEY £ U Kubernetes 518 HEEZYLICH EZE
HOt HFEZ2 KubernetesOf| Al ZE HQtO| AMH o=l HOF JMO|H &M L& ofzfet
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(*) Pod Security Standards (PSS)
Kubernetes ClusterOf|A] M3 E|= Pod2| EQF E™Z Holste & FTO|H Cluster 2H0H|A
M= ZE PodOf CHolfl Y=l EHOF +FZ FX|Stn LEHHQl EHOoF EXE XS]
2ol At ELICE PSSE Kubernetes Cluster Z2[A7F HAME AMstD AN = U2,
Podo| EO 192 ZHAISIO A2 EOIK| U= PodE AEY = USLICH
Profile Description
7HE ZEest =Fo| HIE MIote MTHEX| U2 HMALICH
Privileged
9 UaiFl AP oA O|ME BBt
Aoz XFE 7|2 ZE AHE &= HA HTt
- Baseline
S5 HHAL|ch el Hoh oA 0| ME S{ESHK| FELICH
Mo
=° Restricted EC Z3t AFAMRZ ME= 0| XMoHEQl HHMAL|Ct

X Z Profile 8 M5 HEE= ofgf A3 &1

https://kubernetes.io/docs/concepts/security/pod-security-standards

(*) Pod Security Admission (PSA)
Kubernetes Cluster®f CH3F At HOt AAE ;5= 7|50/ PSAE= Cluster

o 1=
stoletLct

LH Ol A

Pod7} 4gEl7] T pPodol Eot 2F¥S EItotn, FolEl 2o ME =HoteA

Mode Description

A eldto] ool == HdS AR At O|HMIETE ZAl =210
enforce ~

F7tgl

dit M (Eof Tl ZAH 230 ZAt O|HIES F715t= AS
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Eg|Ag (2t TS7] 518)

M Et2 ALEXA BEAlEl= 18 EZ|ARLL ZE
warn

=717t 51 EE Lt
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¥ oX

7 Y YAEHO|A Lf PSS/ PSA AX 4l stol

1) PSS / PSAE HE3SH7| flet WYL o[A 4y
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p"*"‘_j""':u@clr_wudshall:-- {ethereal-andio-413401)§ kubectl create n3 pod-3ec-restricted-ns
nemespace/pod-sec-restricted-n3 created

el 2@cloudshell:~ (ethereal-andio-413401)% I

2) HHE L AAHO|A B L PSS/ PSA HE (enforce=restricted)

~ (ethereal-andio-413401)§ kubect] label --overwrite na pod-sec-restricted-n3 pod-security.lkubernetes.iofen: =restricted
ns labeled
(ethereal-audio-413401)$ kubectl get ns --show-labels
Ll LARFLS
baseline-n3 Acti m203  kubernetes.io/metadata.neme=baseline-ns
defeult Active 14 kubernet etadata.name=default
qup-public ive 14d addormanage
qmp-3y3temn i 14 addonmanaq|
kube: -lease i 14d
fube-public i 14d
kube-3ystem Active 14d Kuber, /metadata.name=kube-3ysten
restricted-ns  Actl Jmds  kuber 10/metadata. name=pod-3ec-restricted-ns, pod-security. kubernetes. o, restricted
fm20s  kuber o/metadata, name=rest
- (ethereal-audio-413401)% kubectl describe n3 pod-sec-restricted-ns

Annotat
Status:

No reasurce quota.

o LimitRange
i+ (ethereal-audio-413401)§ I

3) HIYAHO|A W mE WY A=E &3l PSS/ PSA HE =0l (e 4 <1f)

,_______H____?:@cloudshell:n (ethereal-andio-413401)$ kubectl apply -f pse-workload.yaml --namespace=pod-sec-restricte
d-ns

Error from server (Forbidden): error whem creating "psa-workload.yaml™: pods "nginx" is forbidden: viclates PodSecurit
y "restricted:latest": privileged (container "nginx" must not set securityContext.privileged=true), allowPrivilegeEsca
lation '= false (container "nginx" must set securityContext.allowPrivilegeEscalation=false), unrestricted capabilities

(container "nginx" must set securityContext.capabilities.drop=["ALL"]), runAsNonRoot !'= true (pod or container "nginx

" must set securityContext.runAsNonRoot=true), seccompProfile (pod or container "nginx™ must set securityContext.secco
mpProfile.type to "RuntimeDefault" or "Localhost”

.
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